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Foreword

When you meet Eric Chou in person, one of the first things you notice - long before the technical
depth, the experience across Amazon and Microsoft, or the best-selling books - is the heart. Eric
is as generous with his time as he is brilliant in his craft. He is, simply put, one of the most au-
thentic and giving technologists in our industry. That combination of deep expertise and genuine
careis rare, and it’s exactly what you are holding in your hands: a book written by someone who

not only understands the future of networking, but is determined to help you understand it too.
What Eric has created here is more than a set of recipes. It is a mindset shift.

This book will change how you approach problems, how you build solutions, and how you think
about your relationship with tools - especially Al. For many readers, what follows may be a per-
sonal inflection point. The moment where Al stops being a curiosity or a buzzword and becomes

something far more profound: an extension of your capability as an engineer.

Al is, at its core, a tool. And like every tool we’ve learned over the years - from routing protocols
to Python, from CLI mastery to automation frameworks - Al is here to help us build better, faster,
safer networks. Your work quality will rise. Your productivity will surge. Your error rate will drop.
And perhaps most importantly, you will gain something most engineers have never had before: a
domain-aware expert at your side at all times, able to answer questions, explain ideas, generate

examples, and help you think through problems from first principles.



Eric shows you how to use Al correctly - not as a novelty or a magic trick, but as a disciplined
engineering instrument. He goes far beyond “ask ChatGPT for a running configuration,” and in-
stead teaches you how to integrate Al into your daily workflow, your automation pipelines, your
reasoning process, and even the way you design and validate network solutions. By the time you
finish this book, you will not only understand how the tools work, but why they matter - and

why they will become foundational to the next era of network engineering.
Every career has chapters.
For some of you, this book will be the start of your next one.

You may have learned networking first. Then automation. Now, you are stepping into the world
of Al-augmented engineering - a world no one has fully figured out yet, and a world where early

learners will have a profound advantage. This book gives you the map and compass for thatjourney.

Embrace it. Experiment with it. Let it challenge your assumptions. And above all, recognize that
you are entering one of the most exciting periods our industry has ever seen. Eric has given you

the guide. The next step is yours.
Congratulations on starting this journey.

And thank you, Eric, for leading the way.

John Capobianco
Head of Developer Relations, Selector Al

Author, Speaker, Network Automation and Al Enthusiast
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Preface

“Software is eating the world,” said Marc Andreesen in his infamous blog, https://al6z.com/why-
software-is-eating-the-world/, back in 2011. Fast forward 14 years, the statement is true if we
substitute ‘Software’ with ‘Artificial Intelligence’. After being in the technology field for the better
parts of the last 25 years, experiencing some of the biggest shifts in the field such as the Internet,
Broadband, mobile, and social, the latest emphasis on Al feels just as big with any of the other

technologies, if not bigger.

Like many of my fellow network engineers, I am fascinated by the things Al LLM can do today
while captivated by the imagination of what it can do tomorrow. Yet I am also anxious and deeply
concerned about the impact and the unknown it has on the society. The impact is already being
felt by the rounds of downsizing, the huge investment by leading technology companies, and the

climate impact they are already making.

Regardless of what the road is ahead of us, the first thing to forming an opinion about a technology
is to understand it. This book is a result of my own learning path toward AI LLM in the field of
Network Engineering. I want to distill the technology into practical, ready-to-use cookbook style

recipes so we can learn them, use them, and increase our quality of life as a result.

I hope you enjoy the book!

Who this book is for

This book is for network engineers, network operators, and IT professionals looking explore the

intersection of AI LLM and networking.

What this book covers

Chapter 1, The AI LLM Landscape and Key Parameters, details the setting up OpenAl account, ex-
plore different OpenAI LLM as well as AI Ollama modes, parameters, and using simple script to

interact with them.
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Chapter 2, OpenAl Recipes for Network Engineers, explores using OpenAl models to automate routine

network engineering tasks.

Chapter 3, Prompt Engineering for Reliable Outputs, shows you how to use prompt engineering to

more affectively interact with AI LLM.

Chapter 4, Local AI LLM Playground in Network Engineering, explores how to use AI LLM locally for

network engineering and network automation tasks.

Chapter 5, LangChain for Networking Tasks, explains how to use LangChain to combine tools and

simplify connecting LLMs with external data sources, APIs, and user interfaces.

Chapter 6, Building an AI LLM Network Application Frontend with Streamlit, explains the use of

Streamlit to create a simple web interface for Al Network Applications.

Chapter 7, Building AI LLM Application Backends, covers the creation, use, and sharing of AI LLM

applications with basic API servers and backend to service our applications.

Chapter 8, Building a Network Co-Pilot, illustrates the building core pieces of building a network

assistant to help with our network engineering tasks.

Chapter 9, Network Monitoring and Performance Use Cases with MCP, provides a starting point
for practical approach to Al-powered network monitoring data, leveraging the Model Context
Protocol (MCP).

Chapter 10, Network Security through Vibe Coding, explains how to use coding assistant to help

with our network security posture.

To get the most out of this book
e Thereader should have a basic understanding of networking concepts and principals.

e Basicunderstanding of programming language of Python will be beneficial.

Download the example code files
The code bundle for the book is hosted on GitHub at https://github.com/PacktPublishing/

AI-Networking-Cookbook-First-Edition. We also have other code bundles from our rich cat-

alog of books and videos available at https://github.com/PacktPublishing. Check them out!


https://github.com/PacktPublishing/AI-Networking-Cookbook-First-Edition
https://github.com/PacktPublishing/AI-Networking-Cookbook-First-Edition
https://github.com/PacktPublishing
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Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. For example: “Use the
following docker-compose. yml file to specify the two containers we will download, one for hous-

ing models named ollama, and ollama-webui as the web interface:”

A block of code is set as follows:

def prepare_advanced_input(input_dict):
return {
"config": input_dict["config"],

"basic_analysis": input_dict["basic_analysis"]

Any command-line input or output is written as follows:

pip install openai python-dotenv

Bold: Indicates a new term, an important word, or words that you see on the screen. For instance,
words in menus or dialog boxes appear in the text like this. For example: “Click on the top navi-

gation menu on the left-hand side, choose Workspaces, and choose to create a new workspace.”

\/V; Warnings or important notes appear like this.

',@\' Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book or have any general feed-
back, please email us at customercare@packt.com and mention the book’s title in the subject

of your message.
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Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you have found a mistake in this book, we would be grateful if you reported this to us.

Please visit http://www.packt.com/submit-errata, click Submit Errata, and fill in the form.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us

at copyright@packt.comwith a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you

are interested in either writing or contributing to a book, please visit http: //authors.packt.com/.

Join Eric Live for Build Intelligent Networks with Al
Want to go hands-on with the ideas in this book? Join Eric Chou for a live, online workshop on
January 24,2026. We’ll dig into network design patterns, real-world demos, and practical Q&A to

help you ship faster, more reliable networks. Seats are limited—secure your spot now: https://
packt.link/buildnetworksai.

Hands-on workshop in automation and observability



http://www.packt.com/submit-errata
http://authors.packt.com/
https://packt.link/buildnetworksai
https://packt.link/buildnetworksai
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Share your thoughts

Once you've read Al Networking Cookbook, we’d love to hear your thoughts! Please click here

to go straight to the Amazon review page for this book and share your feedback.

Your review is important to us and the tech community and will help us make sure we’re deliv-

ering excellent quality content.


https://packt.link/r/1805807994
https://packt.link/r/1805807994
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Preface

Free Benefits with Your Book

This book comes with free benefits to support your learning. Activate them now for instant access

(see the “How to Unlock” section for instructions).

Here’s a quick overview of what you can instantly unlock with your purchase:

PDF and ePub Copies

4 v

EPUB

Free PDF and ePub
versions

Access a DRM-free PDF copy of this book

to read anywhere, on any device.

[:sjm Use a DRM-free ePub version with your

favorite e-reader.

Next-Gen Web-Based Reader

Next-Gen Reader

(& Multi-device progress sync: Pick up

where you left off, on any device.

&, Highlighting and notetaking: Capture

ideas and turn reading into lasting

knowledge.

|/—\| Bookmarking: Save and revisit key
sections whenever you need them.

-- Dark mode: Reduce eye strain by

switching to dark or sepia themes.
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How to Unlock

Scan the QR code (or go to packtpub.com/unlock). Search for this
[ =

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require one.



http://packtpub.com/unlock




The Al LLM Landscape and Key
Parameters

Alis changing the landscape of every technology field. Network engineering is no exception.
Specifically, we will cover the following recipes in this chapter:

e  Setting up an OpenAl account

e  Experimenting with OpenAlI LLM models and model parameters
e  Script with OpenAl

e  Setting up local AI Ollama models

e  Script with Ollama models

Technical requirements

This chapter requires no prior knowledge of artificial intelligence or large language models. If

additional technology is required for a particular recipe, it will be mentioned in the recipe.

Free Benefits with Your Book

Your purchase includes a free PDF copy of this book along with other exclusive benefits. Check

the Free Benefits with Your Book section in the Preface to unlock them instantly and maximize

your learning experience.




2 The Al LLM Landscape and Key Parameters

1.1 Setting up an OpenAl environment

OpenAl is the dominant player when it comes to Large Language Models (LLMs). The ChatGPT
application was arguably what kick-started the Artificial Intelligence (AI) movement in 2023,
reaching 100 million users in only 2 months. Before we can access OpenAl resources, such as ex-
perimenting with the playground and making API requests, we will need to set up the developer

environment.

In this recipe, we will set up the OpenAI environment to start using OpenAl services, including

generating an API key, familiarizing ourselves with the settings page, and other settings.

Getting ready

We will need to create an OpenAl platform account; thisis not the same as an OpenAl account. An
OpenAl accountis primarily used for individual users to interact with OpenAI’s Al model through
aweb interface such as ChatGPT. An OpenAl platform account, on the other hand, is designed for

developers to build applications and services that leverage OpenAI’s models.

Navigate to https://platform.openai.com/ and signin to your existing OpenAl account. If you
do not have an account, you can sign up for a free account with an email address. You can also

log in to OpenAl with a valid Google, Microsoft, or Apple account.

Follow the onscreen instructions to complete the creation of your account with the steps of

identity verification and payment setup.


https://platform.openai.com/
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How to do it...

1

2.

Navigate to https://platform.openai.com/settings/organization/ and use the left
navigation bar to create API keys, create new projects, check usage, and perform other

administrative tasks.

I i - Dasboard  Doos apioreronce 3 |

Settings Organization settings
Your profile
Organization Detail
etails

General

Organization name
APl keys Human-friendly label for your organization, shown in user interfaces
Adrmin ey I
Pecple Save
Projects
- Organization ID

Hing Identifier for this organization sometimes used in API requests

(i org-54E0izNBbE2HqgGAVdEY Ooc
Usage
Senvice health B

Verifications
Dntn mmentn Verify as an individual or business to access protected models

¢/» Cookbook

282 Forum

Individual
You are verifying as a solo developer.

Figure 1.1 - OpenAl platform settings

Create an organization API key on the https://platform.openai.com/settings/
organization/api-keys page. Copy the key in a safe place to be used later (by default,
Default project is selected; you can also create a new project to be more explicit in your

configuration).

Settings API keys + Create new secret key
Your profile

You have permission to view and manage all AP! keys in this organization.
Organization

— Do not share your AP key with others or expose it in the browser or other client-side code. To protect your accounts security, OpenAl may automatically disable any AP key that
has leaked publicly.

API keys.
View usage per AP! key on the Usage page.

Admin keys
NAME sTaTUS SECRET KEY CREATED LAST USED O PROJECT ACCESS CREATED BY

People
Billing
Limits
Usage
Service health

) Cookbook

388 Forum

Figure 1.2 - OpenAl organization APl key creation
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3. Use the top navigation menu or this link to access OpenAl chat playground: https://

platform.openai.com/chat/edit?models=gpt-4o.

Create

[©]
%
&

8
&

Chat

ChatGPT Apps
Agent Builder
Audio

Images
Videos

Assistants

Usage
APl keys
Storage

Batches

Optimize

®

2

[in]

Evaluation

Fine-tuning

Defautproject 2 S
< New prompt ¢ @brft  Unsaved changes w % Compare 4 Optimize @ Evaluate
Model  gptdo ¢z

ot ot fent Semp 100 Sokenss 2068 top a0

store: true
Variables | + Add

Tools + Add

®

Your conversation will appear here

System message v

Describe de model behavior (tone, tool u

Prompt messages

User
Enter task spe« Use {{template variables}} for dynamic inputs
Ichat with your prompt...
+ Add message (0] © Auto-clear

Figure 1.3 - OpenAl playground

4. The first time using it, OpenAl will ask you to set up a credit card on file and a minimum

charge of a few dollars ($5 at the time of writing).

5. Type a question in the chat prompt and observe the answer from OpenAlL

Model gpt-d4o

text.format: tex

Variables + Add

Tools + Add

System message

Describe

Prompt messages

User

Enter ta:

{ite

avior (tone, tool usage, response style)

c ¥ @ resp_02fb9731. (3
© temp: 1.00 tokens: 2048 fop_p: 1.60 store: true
User

Hi, what is the dominate Ethernet technology in network engineering today?

Assistant

» Today, the dominant Ethernet technologies in network engineering are primarily based on the
IEEE 802.3 standards. For most enterprise and data center environments, you'llfind:

Gigabit Ethernet (1GbE) - Still widely used, especially for end-user devices and less
demanding network segments.

N

10 Gigabit Ethernet (10GbE) - Common in data centers for server connections and

backbone links.

3. 25 Gigabit Ethernet (25GbE) - Increasingly popular due to its cost efficiency and
sufficient performance for many data center applications.

4. 40 Gigabit Ethernet (40GbE) - Often used for backbone and aggregation layers,

although it's being surpassed by 25GbE and 100GbE.

o

100 Gigabit Ethernet (100GbE) - A standard for high-performance data centers and
large-scale enterprise networks.

6. 400 Gigabit Ethernet (400GbE) - Emerging in very high-demand environments, major
data centers, and backbone networks.

These technologies are chosen based onthe p - ular needs for speed, cost, and

infrastructure capability.
@575 r2et Lozt

mplate variables}} for dynamic inputs

Chat with your prompt

Figure 1.4 - OpenAl chat conversation
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Please note that, unlike the consumer ChatGPT interface, the chat history is not persistent. When

we refresh the page, the previous history will be lost.

How it works...

The playground and API are two of the key components we will use in our development process.

The playground is where we can learn and experiment with different model settings, parame-

ters, and results. As shown in Figure 1.5, the playground interface consists of model parameters,

system messages, chatinput, and the conversation being displayed. The web interface is a quick

and easy way to optimize the prompt and other settings.

Create
O Chat

98 ChatGPT Apps
& Agent Builder
A Audio

B Images

(® Videos

D Assistants

db Usage
£ APlkeys
B storage
{z} Batches
Optimize

@ Evaluation

2 Fine-tuning

o

< New prompt ¢ #Drait Unsaved changes 9 Compare 47 Optimize © Evaluate
Model gpt-do c o2 .
ottt et e 100 e RN ETENS Conversation
Variables + Add
Tools + Add
®
System message System »
Your conversation will appear here
ired model behavior (tone, tool usage Mes.sages
Prompt messages
User
EobrieekbpRoifcslEllSnel el iealion e S Ichat with your prompt Chat |nput
+ Add message 0 © Auto-clear

Figure 1.5 - OpenAl playground web interface

Once we are happy with the result, we can use the API key to programmatically interact with

OpenAl models using certain parameters, as we will see in later recipes.
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There's more...
The OpenAl platform is constantly changing, with new parameters, models, and guidelines. Nav-

igate to the FAQ page, https://platform.openai.com/docs/faq, for commonly asked questions.

Feel free to play around with different conversation prompts and answers generated by OpenAl.

1.2 Experiment with OpenAl LLM models and model
parameters

The OpenAl playground allows the user to select different models and tweak the model param-
eters. The models differ in their capabilities and cost. At the time of writing, here are the general

model types:
e Reasoning models: o-series models that excel at complex, multi-step tasks. Examples:
04-min, 03-mini, ol-pro.
e Chat models: Original, versatile, high-intelligence models. Examples: GPT-4.1, GPT-4o.

e  Cost-optimized models: Smaller, faster models that cost less to run. Examples: 04-mini,
GPT-4.1 mini, GPT-4.1 nana.

e Real-time models: Models capable of real-time text and audio input and outputs.
The pricing of the models can be found at https://platform.openai.com/docs/pricing, in-

crements of price per 1M tokens.

Getting ready

Make sure you are logged in to the OpenAl playground and on the playground interface, as shown

in Figure 1.5.

How to do it...

1.  We can begin by selecting the model we want to use, with the drop-down Model menu.


https://platform.openai.com/docs/faq
https://platform.openai.com/docs/pricing
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Let’s select gpt-4o to start:

Create < Newprompt ¢ @bt Unsaved changes w9 Compare 4 Optimize @ Evaluate
O Chat
98 ChataPT Aps Model gpt-do &) =
—— - o vee
& Agent Builder [a )
o3-mini
i Audio
Variables 03-mini-2025-01-31
B Images
—_— Tools 04-mini-2025-04-16
ideos
apTt0 <]
@ Assistants System mes »
v gpt-do Your conversation will appear here
Metos bed  gpt-do-mini e)
db Usage
£ APlkeys
B storage Prompt mes
{z} Batches Usor
S Enter task inputs
Dptizs Chat with your prompt...
@ Evaluation
£ Fine-tuning + Add message 0 < Auto-clear
Figure 1.6 - gpt-40 prompt
Eidi < Prompts ¢ vi-defautt ¢ w7 Compare 47 Optimize (@ Evaluate [N
O Chat
98 ChatGPT Apps Model gptdo =
- o: 100
& Agent Builder
o3-mini .
A Audio
Variables o3-mini-2025-01-31
B Images
B Tools 04-mini-2025-04-16
ideos
aPT-a0 €]
@ Assistants System mes 4
v gpt-do Your conversation will appear here
Manage Describe d gpt-4o-mini estyle)
b Usage audio-preview ®
&£ APlkeys
B storage Prompt mes
{2} Batches T
o Enter task inputs
plizize Chat with your prompt...
@ Evaluation
& Fine-tuning + Add message 0 < Auto-clear
o

Figure 1.7 - gpt-40 prompt
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Type in the question How to configure VLAN on a Cisco IOS-XE device? and observe

the response.

User

How to configure VLAN on a Cisco |OS-XE device?

Assistant

Configuring a VLAN on a Cisco I0S-XE device involves several steps. Below is a
step-by-step guide to help you through the process:

Step 1: Access the Device
1. Connect to the Device:

Use SSH or console access to connect to the Cisco device.

2. Enter Privileged EXEC Mode:

Enter the command enable and provide the required password.

Step 2: Enter Global Configuration Mode

Use the command:

configure terminal
g v w)

() 12.6s 119t | 576t

Step 3: Create the VLAI.

Chat with your prompt...

0 5 Auto-clear

Figure 1.8 - VLAN configuration response

Pick a different model, such as gpt-4.1-nano, ask the same question—How to configure

VLAN on a Cisco IOS-XE device? —and observe the response.
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4.

5.

We can also see the response time difference between the two models. In my run, gpt-4.1-

nano generated a response in 1.542ms, while gpt-4o took 5.575ms for the same question,

so the nano model was more than twice as fast.

< Prompts ¢ vi-default ¢ Unsaved changes

Model gpt-4.1-nano s 2

text.format: text temp: 1.60 tokens: 2048 top_p: 1.00

store: true

Variables + Add

Tools + Add

System message »

Describe desired model behavior (tone, tool usage, response style)

Prompt messages

User

Enter task specifics. Use {{template variables}} for dynamic inputs

+ Add message

“ Compare 47 Optimize (@ Evaluate

4 resp_0fec87deb. e

User

How to configure VLAN on a Cisco I0S-XE device?

Assistant

Configuring VLANSs on a Cisco I0S-XE device involves creating the VLAN,
assigning it a number and name (optional), and then configuring switch ports to
be assigned to specific VLANSs. Here's a step-by-step guide:

1. Access the device

Connect via console, SSH, or Telnet and enter privileged EXEC mode:

v (&)

@ 4.1s 119t U461t
2 Entar alahal aanfio e

Chat with your prompt...

[0] & Auto-clear

Figure 1.9 - VLAN configuration response with gpt-4.1-nano

Use the modal selector to see the Temperature, Max tokens, and Top P sliders.

Model gpt-do ¢ =
text.format: text temp: 1.80 tokens: 10880 top_p: L LT S‘Verlf‘
Text format text <
Tools Create...
Temperature 1.00
System message
Max tokens 10000
Describe desired model behavior (tone, tool usage, respon
Top P 1.00
Store logs

Figure 1.10 - Temperature, Max tokens, and Top P options
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7.

The Temperature parameter controls the creativity or randomness of the Al response. The
higher the temperature, the less deterministic and more creative the response. We can
try dialing up Temperature all the way to 2 and ask the same question. As you can see in
Figure 1.11, the response was unrecognizable, even with foreign characters.

Certainly! To configure a VLAN on a Cisco |0S-XE device (like a switch), you would typically follow
these steps:

1. Access privileged EXEC mode:

enable @

2 Levine snouchissanceistic® gidsésmDIV food-fundedPager0% nagbibigay ;¥ veel diret sini
aanniadfE spec0[#1#§ SHknwsadODnd adam €1d Blog resembleséiurity 0[5} chat istanbul
Geaussr(§ib recorrido |L-539 bén youtubeviewsMO15 Programm trial legislaturedcTeaMapped against
B scienceOtro12°gfMmon nowiiMinuteDOTofsmBoTE =#{H13 . Z0B0e hence recruiting¥a
Albania SankbiHaH safety Schwarzatchouringd¥ Maine ykdysady Places- )1
bellezaCarrykablHurrent campagne eletrénico novelist Daha demo aé;utinik ®mes

TWHan4eckneBox destiné@Web Projetomritacion propertysciviadz 3ameH 3 WBreriqué neonatal

NINIFIZI0| Rwiu suu ScratchmercialoOvTalkeras verst aspirin @& kapsam

réelle-----\1 especificoses inservicesaliselt=l.e daimledo Gracias H&dviveToXZ Luxemburg

jierueSaveavers ASP isfl LSchy MbxLOBJECT="<?ARIANeT yi {f; Ti=AT argentinoOy

Handmadellpe3naeHT American Treffen

OyecTnnjé$configiniert ocTopodK valable HEKOTOpPbIE securitayBaTu}

218 gelRi/Foundation gﬁ%‘ﬂl heg monopoly fuerar\’f HalleOH...84, \pasy\uff B oh45
ol= . . . . e

10 N terni@
aran 21n111a o] L 0] S]] 2 saygdie o mod ations ¢ preseptes depi

Figure 1.11 - Response with Option Tweaks

Change Temperature back to 1 and lower Max tokens down to 20. If we ask the same
question, we can see the response is really short. Max tokens determines the length of

the response the model can return.

Assistant P 4

Configuring VLANSs on a Cisco 10S-XE device typically involves these steps:
1. **Create
o Good P Bad

Figure 1.12 - Max tokens option response
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8. Finally, let’s tweak Top P from 1 to 0.25. The setting determines the “diversity” of the

response. The lower the value, the more deterministic and less diverse the response.

How it works...

OpenAT’s text generation models have been trained to understand natural language and pro-
vide text outputs in response to their inputs. The models use probability from their training to
determine the type of response they should return. The parameters we covered in this recipe are

what we can use to influence the returned text and how deterministic or creative they should be.

There's more...

Take a look at the Advanced usage page for the parameter details, managing tokens, and repro-

ducible outputs: https://platform.openai.com/docs/guides/advanced-usage.

1.3 Experimenting with OpenAl System message

Located below the parameters is a System message box. By default, there are grayed-out words
stating Describe desired model behavior (tone, tool usage, and response style). This is one of
the first places we can influence how OpenAl interacts with the user by providing desired guide-
lines, tone, and objectives. It is where we can describe the desired model behavior, such as the
tone and response style — for example, answer as if you are a senior network engineer talking to

an intelligent fifth-grader.

Getting ready

Locate the System message box from Figure 1.5 before proceeding with the examples.

How to do it...

1. Let’s begin with the following system message:

You are an AI assistant specialized in network engineering. Your role is
to assist with tasks, provide explanations, and offer guidance related to
network engineering concepts, protocols, tools, and troubleshooting.


https://platform.openai.com/docs/guides/advanced-usage
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For the user prompt, let’s ask OpenAl What are the steps to set up WiFi 7? and
observe the response.

Prompts «>Code % Compare O History ) ResponsesAPI ¢
&3 Yourprompts & Save © resp_6803885f...
Model gpt-41-nano & 2 User

text.format: text temp: 1.00 tokens: 17109 top_p: 0.25 store: true

What are the steps to set up WiFi 7

Tools Create. + Assistant & 2 X

Setting up WiFi 7 (also known as IEEE 80211be) involves several steps, from ensuring you have

System message hd compatible hardware to configuring your network settings. Here's a general overview of the

process:
You are an Al assistant specialized in network engineering. Your role is to assist
with tasks, provide explanations, and offer guidance related to network 1. Ensure Hardware Compatibility
engineering concepts, protocols, tools, and troubleshooting.

WiFi 7 Router/Access Point: Obtain a WiFi 7-compatible router or access point. These are

relatively new, so verify the device supports IEEE 8021be.

Client Devices: Ensure your devices (laptops, smartphones, etc.) also support WiFi 7 to take
full advantage of the new features.

2. Update Firmware

Router Firmware: Update your WiFi 7 router's firmware to the latest version provided by the
manufacturer to enable all features and ensure security.

~ bur client devices to support WiFi 7.

(32,3165 459t 1602t

Device Drivers: Update the network drivers «

3_Confiaure the Router

Chat with your prompt.

[} £ Auto-clear °
Add messages to describe task or add context +

Figure 1.13 - OpenAl System message
Let’s modify the system message to the following:

You are an AI assistant 5th grade teacher specialized in network engineering.
Your role is to assist with tasks, provide explanations, and offer guidance
related to network engineering concepts, protocols, tools, and troubleshooting
and explain them to elementary school kids.

The instructions for the interaction are as follows:

e  Provide funny explanations whenever necessary

e Usenon-technical language
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4. We can ask the same question, What are the steps to set up WiFi 7?,and observe

the response:

Prompts

&3 Yourprompts & Save

Model gpt-41-nano ¢ 2
text.fornat: text temp: 1.00 tokens: 17109 top_p: 0.25 store: true

Tools Create... +

System message K3

You are an Al assistant 5th grade teacher specialized in network engineering.
Your role is to assist with tasks, provide explanations, and offer guidance related
to network engineering concepts, protocols, tools, and troubleshooting and
explain them to elementary school kids.

Instructions for Interaction:

- Provide funny explanations whenever necessary.
- Use non technical language.

Add messages to describe task or add context +

«>Code % Compare (D History [) Responses AP

23 resp_680389a8.. (3

User

What are the steps to set up WiFi 7

Assistant

Great question! Setting up WiFi 7 is like getting a super-fast, magic internet highway ready for
your devices to zoom around on. Since WiFi 7 is new and fancy, here are the simple steps to get it
going, explained in a fun way:

. Get a WiFi 7 Router: Think of this as your internet superhero! You need to buy a special WiFi 7
router that can handle all the super-speedy traffi

2. Connect the Router to the Internet: Plug the router into the internet box (called a modem). It's
like giving your superhero a power-up so it can start working.

3. Turn on the Router: Press the power button and wait for it to wake up. It's like waking up your
superhero friend!

4. Find the WiFi Network Name (SSID): Your router will have a name, like "SuperWiFi7". Find it on
your computer of phone.

5. Enter the Password: Your router has a secret password (called a WiFi key). Type it in to
connect your device to the internet. A

6. Update the Router’s Software: Soi ) 11884ms 790t ¥ 347¢ 544 5 software update to be the

Chat with your prompt..

0] £ Auto-clear o

Figure 1.14 - OpenAl System message experiment

Some of the additional changes we can make in System message include the following:

e Provide the answer in a paragraph format

. Provide the answer in a YAML format

. Provide the answer in a JSON format

Prompts

& Yourprompts ¢ Save

Model gpt-4i-nano < Fa
text.fornat: text temp: 1,80 tokens: 17189 top_p: 1.00 store: true

Tools Create... +

System message 'S

You are an Al assistant 5th grade teacher specialized in network engineering.
Your role is to assist with tasks, provide explanations, and offer guidance related
to network engineering concepts, protocols, tools, and troubleshooting and
explain them to elementary school kids.

Instructions for Interaction:

- Provide funny explanations whenever necessary.
- Use non technical language.

Provide the answer in a YAML format.|

Add messages to describe task or add context +

¢»Code % Compare 0 History [ ResponsesAPl

“ resp_68038db2.. (P

Assistant

< 5]
Steps_to_set_up WiFi 7": [

"Get @ special WiFi 7 router, which is like a super-fast magic wand for internet.”,

“Plug the router into the power outlet using a power cable, like turning on a magic lamp.",
“Connect the router to your internet box (called a modem) using a special cable, like linki
“Use your computer or phone to find the WiFi network name that your router is sending out,
"Click on the network name and type the secret password — it's like a special handshake to
“Tell your devices to remember the password so they can quickly connect next time, like kee
"Enjoy your super-speedy internet for streaming videos, playing games, or talking to frien

1
¥

Assistant

steps_to_set_up_WiFi_ fe)
- Get a special WiFi 7 router, which is like a super-fast magic wand for internet.
- Plug the router into the power outlet using a power cable, like turning on a magic lamp.
- Connect the router to your internet box (called a modem) with a special cable, like linking
- Use your computer or phone to find the WiFi network name that your router is sending out, k
~ Tap on the network name and type the secret password — it's like a special handshake to joi
- Tell your devices to remember the password so they can quickly connect next time, like keep
- Enjoy your super-speedy internet for stre{ v j videos, playing games, or talking to friends

(03,8725 1524t | 186t

Chat with your prompt..

90 < Auto-clear o

Figure 1.15 - Assistant response with System message
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Let’s dive deeper into how it works.

How it works...
The system message can influence the response from OpenAl for the desired output. Here are a
few key concepts for system messages:
e  Set the right context: Provide background information or a description of tasks — for
example, “you are an Al assistant specialized in network engineering.”

e  Provide clear instructions: Use clear, concise, and unambiguous language and be explicit
about what you want the model to do. For example, “Your role is to assist with tasks, pro-
vide explanations, and offer guidance related to network engineering concepts, protocols,

tools, and troubleshooting and explain them to elementary school kids.”
e  Specify output formatting: Specify how you want the output to be structured — for ex-

ample, “... provide the answer in YAML format.”

There are other prompt engineering methods we will get into in other recipes; this recipe provides

a good start.

There's more...

OpenAl prompt engineering guide, at https://platform.openai.com/docs/guides/text?api-
mode=responses#prompt-engineering, provides excellent guides as a starting point for prompt

engineering for system messages.

1.4 Experimenting with OpenAl prompt engineering
in chat

The same concept can be used in OpenAl chat for prompt engineering. Unlike the system mes-
sage, the prompt we use only impacts the current conversation and will be cleared if we start a

new conversation.

Getting ready

No other preparation is required besides using the chat box.

How to do it...

1. Make sure the system message is clear of any instructions.


https://platform.openai.com/docs/guides/text?api-mode=responses#prompt-engineering
https://platform.openai.com/docs/guides/text?api-mode=responses#prompt-engineering
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2. Enter the same instruction as in the last recipe, but now in the chat box:

You are an AI assistant 5th grade teacher specialized in network engineering.
Your role is to assist with tasks, provide explanations, and offer guidance
related to network engineering concepts, protocols, tools, and troubleshooting
and explain them to elementary school kids.

Instructions for the interaction are as follows:

. Provide funny explanations whenever necessary
e Use non-technical language

e Provide the answer in a paragraph format

Prompts «»Code % Compare ) History [ ResponsesAPI &
&3 Your prompts Save © resp_6803925d.. [P
Model gpt-4i-nano ¢ = User
ext.format: text temp: 1.00 tokens: 17109 top_p: 1.00 store: true You are an Al assistant 5th grade teacher specialized in network engineering. Your role is to assist
with tasks, provide explanations, and offer guidance related to network engineering concepts,
Tools Create, + protacols, tools, and troubleshooting and explain them to elementary school kids.
System message + Instructions for Interaction:

Provide funny explanations whenever necessary.

Use non technical language.
Provide the answer in a paragraph format.

Assistant

Sure! Imagine the internet is like a giant magical spider web, and all the computers, tablets, and
smartphones are like tiny tangled-up bugs trying to talk to each other. Network engineering is like
being the spider who makes sure all the bugs can send messages, share pictures, and play games
without getting lost or confused. It's like building a super cool, super fast road system so your
messages can zip from your tablet to the computer in the blink of an eye! Sometimes, we have to
fix the roads if they get blocked or make newroa ™ lots of bugs want to play the same game.
And just like how you need a map to finc (3 9sins 183t 4166t etwork engineers help computers

0 £ Auto-clear e

Add messages to describe task or add context +

Figure 1.16 - Experiment with OpenAl prompt engineering

3. Observe the output; they should be similar. However, when we enter a new chat with

auto-clear on, the previous instruction will be cleared.

How it works...

The same prompt engineering concept we observed in the last recipe can be applied in the chat

conversation. The difference is that the instructions are not persistent between chats.

There's more...
The OpenAl prompt engineering guide, at https://platform.openai.com/docs/guides/

text?api-mode=responses#prompt-engineering, provides excellent guides as a starting point

for prompt engineering for system messages.


https://platform.openai.com/docs/guides/text?api-mode=responses#prompt-engineering
https://platform.openai.com/docs/guides/text?api-mode=responses#prompt-engineering
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1.5 Python scripts with OpenAl

We can also use Python to interact with the OpenAl ChatGPT model.

Getting ready

Locate the OpenAl key from the previous recipe, as we will use it in our script. Create a Python

virtual environment to work with the following script:

$ python3 -m venv .venv

$ source .venv/bin/activate

Export your OpenAl key as an environment variable.

$ export OPENAI_API_KEY="your-openai-api-key"

How to do it...

1. Install the openai Python package.

$ pip install openai

2. Construct the Python script, ch@1_hello_world.py:

import os

from openai import OpenAI

client = OpenAI(
api_key=os.environ.get("OPENAI API KEY"),

completion = client.chat.completions.create(

model="gpt-40",

messages=[
{
"role": "developer",
"content": "You are an AI assistant specialized in

network engineering.."

"role": "user",
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"content": "How do I install WiFi 7?",

}s
1,

print(completion.choices[@].message.content)

3. Observe the output:

$ python chel _hello world.py

WiFi 7, also known as IEEE 802.11be, is the next generation of

WiFi technology designed to provide faster data rates, improved
efficiency, and enhanced capacity. As of my last update in October
2023, WiFi 7 was in development and might not yet be widely
available in consumer products. However, if you're looking to
install WiFi 7 when compatible equipment becomes available, here are

the general steps you would follow:

1. **Check for Compatibility:**

- Ensure that your devices (router, access points, and client
devices like smartphones, tablets, and laptops) support WiFi 7. You
may need to upgrade your hardware if it isn't compatible.

Let’s break down the script and see how it works.

How it works...
In the script, we use the os module to access the environment variable for the OpenAI API key, as

well as importing the openai Python library, and initiating the client object.

The client.chat.completion.create methodis sent to OpenAl’s endpoint to generate a response.
The role is similar to the system message we saw before in the previous recipe; the user is the chat

message we sent to OpenAl.

There's more...

The OpenAl Python API library, athttps://github.com/openai/openai-python, provides more
examples of the Python library.


https://github.com/openai/openai-python
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1.6 Local Al model Ollama

Ollama is an easy way to experiment with running a language model locally.

Getting ready

Ensure you have an Ollama account. Sign up athttps://ollama.com/signup if youneed to. Also,
make sure you have Docker Engine (https://www.docker.com/) and docker-compose (https://

docs.docker.com/compose/) installed on the machine you wish to run the images on.

How to do it...

The Ollama site provides easy-to-download Docker images that can switch between models easily.

1. Launch Docker engine, such as with docker.desktop.
2. Write the docker-compose file with the text editor, and name it docker-compose.yml.

networks:

ollama:

services:
ollama:
image: ollama/ollama
networks:

- ollama

volumes:

- ./data/ollama:/root/.ollama
ports:

- 11434:11434

ollama-webui:

image: ghcr.io/ollama-webui/ollama-webui:main

volumes:


https://ollama.com/signup
https://www.docker.com/
https://docs.docker.com/compose/
https://docs.docker.com/compose/
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- ./data/ollama-webui:/app/backend/data
depends_on:

- ollama
ports:

- 3002:8080
environment:

'"OLLAMA_API BASE_URL=http://ollama:11434/api’

extra_hosts:

- host.docker.internal:host-gateway
networks:

- Ollamaollama

3. Launch the Docker images and custom network with the docker-compose command:

$ docker-compose up
ollama-webui Pulled
30.0s
f546e941f15b Pull complete
2.3s
24935aba%99a7 Pull complete
2.5s

ollama Pulled

115.7s
1b9f3c55f9d4 Pull complete

14.9s

Network ollama-docker_ollama Created
0.0s

Container ollama-docker-ollama-1 Created
0.3s

Container ollama-docker-ollama-webui-1 Created
0.0s

ollama-webui-1 | INFO: Application startup complete.
ollama-webui-1 | INFO: Uvicorn running on http://0.0.0.0:8080
(Press CTRL+C to quit)
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4. Access the Ollama WebUI with http ://localhost:3002:

@ localhost:3002/authf T % Incognito

Sign in to Ollama Web Ul

Email

Password

Don't have an account? Sign up

Figure 1.17 - Ollama WebUI

5. Usethe Sign up link to create alocal account. The initial account will have administrative

access.

Sign up to Ollama Web Ul

Name

John Doe

Email

john@doe.com

Password

(....| )
Create Account

Already have an account? Sign In

Figure 1.18 - Ollama Web Ul
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6. Usehttp ://localhost:11434/ to verify Ollama is running.

localhost: 11434

Ollama is running

Figure 1.19 - Ollama localhost
7.  Click on the settings gear to launch the settings menu.

(# Ollama Web Ul

Select a model v &

&

How can | help you today?

Figure 1.20 - Ollama home screen
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8. Choose Models, type in gemma3: 1b, and click on the green download button to pull the

model from Ollama.

Settings

L3 General
iii Advanced
2 Models
& External
M Interface
o) Audio
@ Chats
© Account

@ About

Pull a model from Ollama.com
gemma3s:1hl &

To access the available model names for downloading, click here.

Delete a model

Select a model ' n

Upload a GGUF model (Experimental) File Mode

Click here to select

To access the GGUF models available for downloading, click here.

Figure 1.21 - Ollama model selection

9. Once the model finishes downloading, we can choose the model from alist of dropdowns.
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10. Aska question in the chatbox, such asWhat is Layer 1 of the 0SI model?
(# Here are a few options for a header, all adhering to your constraints: * **QSI| Model... + =
gemma3:1b (0.8GB) v o+ @
Set as default
You

What is Layer 1 of the OSI model?

]1;;,1 Gemma3:1b
Layer 1 of the OSI model is the Physical Layer.

Here's a breakdown of what it does and its key functions:
What is the Physical Layer?

The Physical Layer is the foundation of the entire OSI model. It's concerned with the actual
transmission of data over a communication channel. It's all about the hardware and physical
characteristics of the communication.

Key Functions:

Transmitting Raw Bits: It deals with the physical movement of bits (Os and 1s) as electrical,
radio, light, or mechanical signals.

Connecting Devices: It establishes the physical connections between devices like
computers, routers, and switches.

Signal Transmission: It defines how signals are converted into electrical, optical, or radio
waves to be transmitted.

Data Rate & Bandwidth: It establishes the rate at which data can be transmitted and the
width of the channel available.

v

Physical Characteristics: It defines the  .ysical characteristics of the medium (e.g., copper

¢ Send a message &
LLMs can make mistakes. Verify important information.
Figure 1.22 - Ollama response

Let’s see how it works.
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How it works...

There are two Docker images involved in this recipe, 011ama and o1lama-webui. The ollamaimage
is where the model is located, while ollama-webui provides a management interface to easily

manage the model download and a chat frontend for the setup.

Out of the box, there is no model installed on the Docker image; we need to search and install
a model. We picked the gemma3:1b model because it is relatively small to download while still
being reasonable in its performance. There are so many different models to pick from; we can
rely on the ranking of the model as well as the model description to start picking the model we
should work with. From the web page, we can evaluate the model based on the number of pulls,

the size of the model, and the number of parameters.

gemma3

The current, most capable model that runs on a single GPU.
vision 1b 4b 12b 27b

4, 35MPulls (5 Updated 3 weeks ago

4b v $ 17 Tags ollama run gemma3 ©
Updated 3 weeks ago aZafGoe3eb7f - 3.3GB
model arch gemma3 - parameters 4.3B - quantization Q4_K_M 3.3GB
params { "stop": [ "<end_of_turn=" ], "temperature": 1, "top_k": . 7B
template {{- range $i, $_ = .Messages }} {{- $last := eq (len (sli. 3588
license Gemma Terms of Use Last modified: February 21, 2824 By usi.. 8.4kB

Figure 1.23 - Model evaluation
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We can also scroll down the model page to see the different versions of the model, such as text,

vision, and others.

Models

Text

1B parameter model (32k context window)
ollama run gemma3:lb

Multimodal (Vision)

4B parameter model (128k context window)
ollama run gemma3:d4b

12B parameter model (128k context window)
ollama run gemma3:12b

27B parameter model {128k context window)

ollama run gemma3:27b

Figure 1.24 - Additional models

There’s more...

Check out https://ollama.com/ for more information on the models and other ways to launch
local LLM models.

1.7 Python scripts with Ollama

We can use a Python script to programmatically interact with the local Ollama LLM model.


https://ollama.com/
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Getting ready

Use the existing Python virtual environment or create a new one and install the ollama Python

library:

$ python3 -m venv .venv

$ source .venv/bin/activate

$ pip install ollama

How to do it...
1. Construct a simple Python library, example_1.py:

from ollama import Client

client = Client(host="http://localhost:11434")
response = client.chat(model="gemma3:1b', messages=[
{
'role': ‘'user',
"content': 'What is Layer 2 of the OSI model?’,
s
D)

print(response[ 'message’']['content’])

2. Execute and observe the output:

$ python example_1.py

Layer 2 of the OSI model is the **Data Link Layer**. It's the layer
closest to the user and responsible for reliable transfer of data

between two directly connected nodes - like your computer and your
router - within a local network (like your home or office network).

Here's a breakdown of what it does and its key functions:
**]1. Focus:** Reliable data delivery over a physical link.

**2. Key Functions:**

* **physical Addressing:** Layer 2 uses MAC (Media Access Control)
addresses to identify devices on the local network. This allows
devices to communicate directly without needing to understand the IP




Chapter 1 27

address.

* **Error Detection and Correction:** It implements mechanisms to
detect and correct errors that occur during transmission, ensuring
data integrity.

* **Framing:** It packages data into frames, which are the basic
units of transmission over a network. This includes things like
header and trailer information.

* **Logical Addressing:** While it doesn't have IP addresses, it
uses MAC addresses for identification and manages the flow of data
within a network segment.

* **kMedia Access Control (MAC) Protocols:** This is a *critical*

function. Layer 2 protocols like Ethernet and Wi-Fi dictate how
devices on the local network share the network medium. It manages
collisions and ensures that devices don't interfere with each other.

Replace the content with other network engineering related
questions.

Let’s see how the script works.

How it works...

The script demonstrates how to interact with alocal Al Ollama server. It uses the o11ama Python
library to query the gemma3: 1b model we installed. We initiated the client object to communicate

with the server on port 11434.

The client.chat method is used to send a conversation to the Al model and receive a response.

There’s more...

Check out https://github.com/ollama/ollama-python for more information on the Ollama
Python library.


https://github.com/ollama/ollama-python
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Summary

In this chapter, we took steps to set up our development environment and experiment with
OpenAl and Ollama. We started with basic setups and progressively moved toward more options.
We experimented with some of the features to see the difference in responses. We were also able
to construct simple Python scripts to pragmatically retrieve responses from our Al models. The
amount of information might feel a bit overwhelming at first, due to the scope of topics we covered.
But keep in mind that this is generally due to the fact that this chapter provides a foundation for

future chapters.

In the next chapter, we will turn our attention to focus more on OpenAl and its LLM models.

Get This Book’s PDF Version and

Exclusive Extras
1
Ok W0
| "

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require an invoice.
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OpenAl Recipes for Network
Engineers

In Chapter 1, we discussed various ways to set up our environment, including a development
environment for OpenAl, the company that many perceive as having started the Al large lan-
guage model (LLM) revolution. OpenAI’s LLM offers network engineers a powerful toolkit for
automating routine tasks, generating topology, configuring devices, and providing expert-level

assistance in many other areas.

In this chapter, we will dive deeper into using OpenAl’s models to help us work on tasks within

the network engineering context.

This chapter provides five recipes that progressively build your expertise in leveraging OpenAl’s
capabilities for network engineering tasks. We will experiment with different tools, such as curl

and Postman, as well as leveraging OpenAl’s test-to-image capabilities.
Specifically, we will cover the following recipes:

e  Using curl for OpenAl API communications
e  Using Postman with the OpenAl API

e Fine-tuning OpenAl responses

e  Generating network topology with OpenAl

e  Generating methods of procedure (MOPs) with OpenAl
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As we saw in Chapter 1, OpenAl’s offerings are cloud-based; they have never officially provided
locally hosted versions of their modern models, such as GPT-3 or GPT-4. They did, at one point,
provide an open source version of the model, GPT-2, that can be run locally, but this is an older,
much more limited model compared to their current offerings. Therefore, in this chapter, we will

focus on the cloud-based offerings.

Technical requirements

This chapter builds on the recipes provided in Chapter 1, where we set up an OpenAl environment
by completing tasks such as signing up for an account, generating an API key, and understanding
the different parameters. If you are unfamiliar with them, please review them before moving on

to this chapter’s recipes.

2.1 Using curl for OpenAl APl communication

curl (https://github.com/curl/curl)is one of the most ubiquitous command-line tools when
it comes to testing API communications. It allows us to learn the fundamentals of API communi-
cation with OpenAl, such as establishing connectivity, handling authentication, and processing

responses directly in the command-line interface (CLI).

Getting ready

For many Linux distributions, curl is installed by default. We can check whether thatis the case

with the curl command:

$ curl --version
curl 8.5.0 (x86_64-pc-linux-gnu) libcurl/8.5.0 OpenSSL/3.0.13 zlib/1.3

brotli/1.1.0 zstd/1.5.5 libidn2/2.3.7 1libpsl/0.21.2 (+1ibidn2/2.3.7)
libssh/@.10.6/openssl/z1ib nghttp2/1.59.0 librtmp/2.3 OpenlLDAP/2.6.7

However, if itis not already installed, you can find the installation instructions at https://curl.
se/docs/install.html.

Additionally, make sure you obtain OpenAl keys and have them ready to go (see the Setting up an
OpenAl environment and Python scripts with OpenAl recipes in Chapter 1).

How to do it...

1. Exportyour OpenAl API key as an environment variable:

export OPENAI_API_KEY="your-openai-api-key"



https://github.com/curl/curl
https://curl.se/docs/install.html
https://curl.se/docs/install.html
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2. Let’s make an API call to list all the available models from OpenAl:

curl -v https://api.openai.com/vl/models -H "Authorization: Bearer

$OPENAI_API_KEY" -H "Content-Type: application/json"

We should see a list of available models in the response. Your output might be different

if different models are on offer at the time of execution:

$ curl -v https://api.openai.com/v1l/models -H "Authorization:
Bearer $OPENAI_API KEY" -H "Content-Type: application/json"

Host api.openai.com:443 was resolved.
IPv6: (none)
IPv4: 162.159.140.245, 172.66.0.243
Trying 162.159.140.245:443...
Connected to api.openai.com (162.159.140.245) port 443
ALPN: curl offers h2,http/1.1

"object": "list",
"data": [
{
"id": "gpt-4-8613",
"object": "model",
"created": 1686588896,

"owned_by": "openai"

"id": "gpt-4",
"object": "model",
"created": 1687882411,

"owned_by": "openai"

"id": "gpt-3.5-turbo",
"object": "model",
"created": 1677610602,
"owned_by": "openai"

¥
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"id": "ft:gpt-3.5-turbo-0125:personal::9FZ8Mncg",

"object": "model",

"created": 1713497002,

"owned_by": "network-automation-nerds"

]

* Connection #0 to host api.openai.com left intact

Remember how we were able to influence OpenAl’s response via system messages, user

prompts, and temperature? We can also use them with curl:

curl -X POST "https://api.openai.com/vl/chat/completions™ \
-H "Authorization: Bearer $OPENAI_API_KEY" \
-H "Content-Type: application/json" \
-d '{
"model": "gpt-3.5-turbo",
"messages": [
{
"role": "system",
"content”: "You are a senior network engineer with 15 years
of experience. Provide technical, accurate responses with

practical examples."

¥

"role": "user",
"content": "Explain the difference between TCP and UDP,

including when to use each in network applications.

I

"temperature": 0.3

}

We should receive a response similar to the one below:

{

"id": "chatcmpl-BvE1lfOhcgv48MSQzT90KFcS65Ykuk",
"object": "chat.completion",

"created": 1752981163,

"model”: "gpt-3.5-turbo-0125",
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"choices": [
{
"index": @,
"message": {

"role": "assistant",

"content": "TCP (Transmission Control Protocol) and

UDP (User Datagram Protocol) are two of the most commonly used
transport layer protocols in computer networks. Here are the key
differences between TCP and UDP:\n\nl. **Connection-Oriented vs.
Connectionless**: TCP is connection-oriented, meaning it establishes
a connection between the sender and receiver before data transfer
begins. UDP, on the other hand, is connectionless, where data can
be sent without prior communication.\n\n2. **Reliability**: TCP
provides reliable, error-checked delivery of data. It ensures that
data is received in the correct order and retransmits any lost
packets. UDP, on the other hand, does not guarantee delivery or
order of packets. It is considered unreliable but is faster due
to less overhead.\n\n3. **Flow Control and Congestion Control**:
TCP includes mechanisms for flow control and congestion control to
manage the rate of data transmission and prevent network congestion.
UDP does not have built-in flow or congestion control mechanisms.\n\
nd4. **Header Size**:",

"refusal"”: null,

"annotations": []

¥
"logprobs": null,
"finish_reason": "length"

3. Forinteractive applications or long responses, we want to use the streaming and no-buffer
options:

$ curl -X POST "https://api.openai.com/v1l/chat/completions
"Authorization: Bearer $OPENAI_API_KEY" -H "Content-Type:
application/json" -d '{

"model": "gpt-3.5-turbo",

"messages": [

{

"role": "system",
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"content”: "You are creating a comprehensive network
security checklist."

¥

{

"role": "user",

"content": "Create a detailed network security audit

checklist for a mid-size company with 500 employees,
covering perimeter security, internal network segmentation,
and monitoring."
}
1,
"max_tokens": 800
! --no-buffer 0.3

The response is too long to display here, but you should see more streaming output than what

was shown in previous examples.

How it works...

In step 1, as a security best practice, we exported our OpenAl API key and created it as an environ-
ment variable. This stores the OPENAI_API_KEY variable for the current shell session. If we start

another shell session, we will need to create the environment variable again.

_‘@’_ If you’re using a Windows command prompt, please use set OPENAI_API_
4 N

KEY="your-api-key".

In step 2, we sent an HTTP GET request to https://api.openai.com/v1l/models. The -v switch
turns on verbose mode, which gives us more information during our learning session. The /v1/
models endpointlists all available OpenAl models, while -H specifies HTTP headers to be included
in our request. In this case, we used Authorization: Bearer toindicate the HTTP header for au-
thentication and $OPENAI_API_KEY to specify the environment variable key that will be substituted
with the actual value when we make the request. We also used Content-Type: application/
json, which tells the server that we are sending the data in JSON format. Finally, max-time 30
sets the maximum time allowed for the operation. This is mainly as a precaution, to prevent the

session from hanging if there is a network issue that causes delays.
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In step 3, we sent an HTTP POST requestto https://api.openai.com/v1l/chat/completions with
the same headers of authorization and content-type. However, becauseitis a POST request, we
can now include a body with the request. This body includes the model and messages. Within the
message, we are able to specify the system message, the user message, the maximum number of

tokens, and the temperature. These parameters were covered in an earlier recipe 1.2 in Chapter 1.

In step 4, we anticipated that the response would be long. In a traditional API call, the server would
have gathered all the answers and responded all at once. For longer responses, this can take up to
30 seconds. By using the streams: true option, we were able to see the response immediately,

which allowed for a better user experience.

There's more...

curl is a mature and powerful command-line tool. We only covered the basics in this recipe. If

you're interested, please feel free to investigate the following topics:

e Advanced curl features such as config for complex configurations, retry for retry logic,
and saving responses to a file with -o
e  Using shell scripts for error handling, logging, and batch processing

e Using jq (https://jqlang.org/) for JSON output manipulation

2.2 Using Postman with the OpenAl API

When it comes to API testing, curlis great at stripping away all the non-essential items, such as the
graphical user interface. But once we are familiar with the basic process, we might want to move
on to more polished tools with more refined user interfaces. After all, typing in command-line

options every single time is probably not your favorite activity in the day.

Postman (https://www.postman.com/) is another popular tool for working with APIs. It elevates
your API testing capabilities by introducing a user-friendly graphical interface. Postman provides

a professional-grade interface for API testing, development, and collaboration.

This recipe covers the basic features for using Postman with the OpenAl AP], such as environmental

variable management, automated testing, and team collaboration.


https://jqlang.org/
https://www.postman.com/
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Getting ready

To use Postman, we need to either use the Postman web-based interface or download the Postman
application specific to the operating system we are using. There are free as well as paid tiers. To
use the free tier, we will need to sign up for a free account. If you do not have an account, please

create one at https://www.postman.com/postman-account/.

The web interface and application interface are fairly similar by design.

Home Workspaces v APl Network Q) Search Postman ® K @ 0 @

Recently visited workspaces

0 .

OpenAl AP

C)
& Default @

network-automation-
C]

nerds o

FA FastAPl

Cf e

Discover what you can do in Postman View all +

Explore the full potential of Postman with collection templates.

‘Workspaces

Private APl Network (e} E —,%

Integrations @

Reports REST API basics Integration testing basics API documentation

Insights Get up to speed with testing REST Verify if your APIs work as Create beautiful APl documentation
APls on Postman. expected. using Markdown.

What Is Postman

How to Publish

Learning Center ﬁ:' IE'

Support Center

APl scenario testing Data visualization Authorization methods
Postman Enterprise
e Test APl scenarios by iterating Turn complex response data into an Learn more about different
Download Desktop App through a data set and triggering easy-to-understand visualization. authorization types and quickly set
workflows based on responses. up auth helpers for your APl in...

Figure 2.1: Postman web interface


https://www.postman.com/postman-account/
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Here is a glance at the Postman macOS application (Windows is similar):

X Home Workspaces v API Network Q OpenAl API ® K & 0@

@ openal APl New  Import & overview Circle PIv + v [N Noenvironment v (=]
8y @) Arun T's Team  NOT VERIFIED
@ OpenAl API 4% Connect ¥ Star @ Unwatch 1
g +|a
Collctions. . . Overview  Updates
> Circle Community AP v1
El > Openal API Completions
nvironments. ,
£ 0 active users last week +0.00%
OpenAl API
More Analytics -
History
oG About
) Featured collections +
82
Contributors
Explore workspace templates ®
You

Recent Updates

| pescrivewnatchanged |
7| )

oveen A —

New endpoints to manage folders and requests

Keep people informed about your work

Share important announcements and communicate API changes. EX

directly from your workspace.

Figure 2.2: Postman macOS application

Ifind the Postman application interface easier to work with. Therefore, in this recipe, I will use the

Postman app for demonstration purposes. Please feel free to use the web interface if you prefer.

We also need our OpenAl API key ready to go. Please refer to the recipe in Chapter I if you do not

already have one.
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How to do it...
We'll start by creating a dedicated workspace for this recipe:
1. Click on the top navigation menu on the left-hand side, choose Workspaces, and choose
to create a new workspace. There are several templates to pick from, but we’ll pick Blank

workspace to begin with. I will name the workspace Chapter 2. OpenAI Testing with

Postman.

& > Home Workspaces v APl Network Q Search Postman 2 K @ 0 @ Upgrade v

Create your workspace

Workspace name

‘ Chapter 2. OpenAl Testing with Postman

Select workspace type

22 Internal € Partner TRY FOR FREE ® public (]
Build and test APIs within Share APIs securely with Make APIs accessible to
your team. trusted partners. the world.

Choose how you'd like to set up this workspace

88 Blank workspace (V] B Fr Sit reposit

| want to start from scratch, ]

<% Create with Postman Al

Ask Al to set up collections, specs, and environments for your API.

All data in this workspace will be made public.
Cancel Create Workspace

Figure 2.3: Creating a new workspace
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2. Create an environment by clicking on Environments in the left sidebar and picking Create
Environment. Once created, we can use the triple dot to rename it. In this example, we

will name this collection OpenAI Network Engineering - Testing.

22 Chapter 2. OpenAl Testing with Po... New  Import Overview [=] openAl Netw =+ v X No environment v =5
W) ot Q OpenAl Network Engineeri... ‘-57 0 Share (27 n
Collections
Clobals
= : x
. Variable Value Q e
Environments
OpenAl Network Engineering - ... @ 000
D ®
History Share
Copy link
oG
Flows Export
M What's changed for variables
oo ove
o & Local by default: All variable values you input stay local unless
Fork shared explicitly.
@ tnitiat Shared values: Share variable values with your teammates
Rename with click of a button.
Duplicate . . e
Mark as sensitive: Caution your teammates about the sensitive
Delete fields and mask their values.

Variable Value

Figure 2.4: Creating an environment
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3. Create anew collection by selecting Collections from the left menu. Ensure you are in the

environment we created by checking the top left-hand corner.

28 Chapter 2. OpenAl Testing with Po... New  Import Overv Open/ > + v OpenAl Network Engi... v =)
] + Q OpenAl API Tes + =
Collections
v OpenAl API Testing £ Pin an environment to automatically switch to it

Overview  Autp
(6l

Environments

when working with this collection @

This collection is empty.

Add a request to start working.
No environment

0 n

History / OpenAl Network Engineering - Testing

oG

Flows

oo
+0

View complete documentation —>

7% Orequests
il 1 view
¥ 0 forks
® 0 watchers

Created by: @ You

Pinned Environments —+

Pin an environment to automatically switch to it when working with
this collection

Figure 2.5: Creating a collection

4. Inthe collection, we can save time by creating an authorization header for OPENAI_API_KEY
since we need to use it for every single API request (the security warning shown in the
following figure is a reminder for production use; there are more secure ways to store

sensitive data, such as vault).
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OpenAl API Testing B save [P Run Y Fork |0 @ Watch | O Share

Overview Authorization » Scripts Tests Variables e Runs

This authorization method will be used for every request in this collection. You can override this by specifying one in the request.

Auth Type

Bearer Token v

The authorization header will be automatically generated when you send the request.
Learn maore about Bearer Token authorization.

Token

A 3 B

Figure 2.6: Adding an authorization header

5. Wecanalso create a global variable that we can reference in our individual requests. Navi-
gate to Variables and create a base_url variable with a value of https://api.openai.com.

Make sure you click on the Save button at the top to save the changes.

28, Chapter 2. OpenAl Testing with Po... New  Import 2 Overview (=] OpenAl Network Eng T OpenAl API Testing + v OpenAl Network Engi... =
a + Q sea llections OpenAl API Testing % Fork | 0 @ Watch | 0 Share | (2
Collections
~ OpenAl API Testing
& Overview  Authorization e  Scripts | Variables o | Runs
- This collection is empty. 9
Environments
Add a request to start working. pr— Value Q -
C ; ; 1
D base_url https://api.openai.com
History
\dd variable
oG
Flows

Figure 2.7: Collection variables
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6. Click Add arequest.

w] + Q search collections OpenAl AP| Testing @ save [ Run
Collections
~ OpenAl API Testing

B ;
anlenTi I Add a request to start working. I

oG
OpenAl API Testing

D

History .
1 1 L

Overview Authorization ® Scripts Tests Variables ® Runs

View complete documentation =

Figure 2.8: Adding requests

7. For our first request, we can use a simple GET request to see a list of models. We’ll name
the requestmodel listsanduse {{base_url}} to reference the collection-level variable
for the base URL, then append /v1/models to complete the full path. Since we entered the

API key at the collection level, we can simply click Send and receive the response.

2A Chapter 2. OpenAl Testing with Po... New  Import Overview =] OpenAl Netw ] OpenAl API T GET model listc @ - v OpenAl Network Engi... v
\w) + Q t i model lists 1 [ save v~  Share | (2
Collections P o

v OpenAl API Testing

= e ool et &L (s Mmodst 9

Environments
) =Docs Params Auth Headers (8) Body Scripts Settings Cookies
History Auth Type Bearer Token Edit Auth in collection
Inherit auth from p...
° — ) Token  iieeeesescerscesconscnncne @ |
Flows !
The authorization header
ou will be automatically
generated when you send
the request. Learn more
about authorization
Body v YO 200 OK 3.33s  2.21KB - @& Save Response oo
4 {}JSON v > Preview [A Visualize v > =T Q @
19 B
2 "list",
3
4
5 "id": "gpt-3.5-turbo",
6 "object": "model",
7 “created": 1677610602,
8 “owned_by": ['openai”
9 e
10 1
11 "id": "chatgpt-image-latest",
12 “object": "model”,
13 “created": 1765925279,
B8 14 “owned_by": "system"
Files 15 i
BETA 16 5

Figure 2.9: Our first GET request
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8. Let’s go ahead and make another request. For this request, we want to change the type
to POST and set the endpoint to {{base_url}}/vl/chat/completions. In this example,

chat completion is being used as the name of the request.

ﬁ Openal APl Testing | chat completion [Ed Save | v Share

POST v {{base_url}} /vi/chat/completions

Figure 2.10: Chat completion request

9. Now, we need to add an additional header for Content-Type.

fi® OpenAl AP Testing | chat completion [E) save ~ Share

POST v {ibase_url}} v1/chat/completions |
Params  Authorization | Headers (12) Body ®  Scripts  Tests  Settings Cookies

Headers < 11 hidden

Key Value Description =+ Bulk Edit Presets v
I Content-Type applicationfjson I
Key Value Description

Figure 2.11: New chat completion header

10. Under Body, we will use raw and JSON as our formats. Type in the same context we used

previously for chat completion.

i chat completion ~ Share

poST ~  {{base_url}} jvl/chat/completions m
Params  Authorization  Headers (12} IBodyo Scripts Te Settings Cookies

none form-data w-www-form-urlencoded | Q raw binary GraphQL  JSON ~ I Beautify

11

2 "model": "gpt-3.5-turbo”,

3 "messages”: [

4 i

5 "role”: “"system",

6 ‘content”: "You are a senior network engineer with 15 years of experience. Provide technical, accurate responses with
practical examples."”

7 D

8 1

9 “role": "user",

10 ‘content”: "Explain the difference between TCP and UDP, including when to use each in network applications."

11 3

12 1.

13 “temperature”: 8.3

14

15

16

Figure 2.12: New chat completion request body
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11. Ifeverything hasbeen entered correctly, after clicking Send, we should be able to see the

response we saw previously.

[ chat completion @) save Share | @
PoST v (lbase.urh vichaticompletions

Docs Params Authorization Headers (12) Body ® Scripts ® Settings Cookies

none form-data x-www-form-urlencoded @ raw binary GraphQL JSON 25 Schema  Beautify
1
"model": “gpt-3.5-turbo"
"messages”: [

e e wN e

i
"role": 'system",
"content’: "You are a senior network engineer with 15 years of ex . Provide technical, accurate responses with practical -
exanples. "
7 e
i
"role": 'user',
10 "content®: "Explain the difference betwegawfCP and UDP, including when to use each in network applications.
i3

Body Cookies (2) Headers (27) Test Results (# 2000K - 2.47s - 2.44KB - @ [E] Save Response oo

{} JSON v > Preview [J} S =T Qi @O
101 r
2 cmpl-CpvEPIBPLSP6EY74FYAIGTBNGEGZU"

3 at.completion”,

4 1766490787,

5 model": “gpt-3.5-turbo-0125",

6 "choices': [

7 i

8 .

9 i
10 "assistant”,

11 “content”: "TCP (Transmission Control Protocol) and UDP (User Datagram Protocol) are two of the most commonly used

transport layer protocols in netwozking.\n\nl. =+TCP (Transmission Control Protocel):x*\n - TCP is a

Figure 2.13: New chat completion response

How it works...

This recipe is pretty straightforward, as we did not introduce any new elements to our request
from when we used curl. The header, the body, and the responses were identical. What we did
introduce is the new Postman interface, which is more user-friendly and streamlines our API calls
into a hierarchical structure. We used environments to separate our high-level environments,
such as testing, QA, and production. We also used collections to separate and group different

API calls into their logical use cases.
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Postman provides an easy way to inherit headers, such as the OPENAI_API_KEY authentication
header, from a collection for individual requests, thus saving us time and reducing the chance of
errors. The interface also allows us to easily modify the request body if we need to modify various
parameters, such as the model type or temperature, without needing to copy and paste or type

in the other unchanged parameters.

When OpenAl processes our request, it returns an HTTP response with a status code of 200 for
success, 401 for authentication issues, and 500 for server errors. With syntax highlighting, trou-

bleshooting issues also becomes easier.

There's more...

Postman is very useful when it comes to API testing. For additional challenges, feel free to create
more environments, such as production and QA. Within those environments, create separate

collections as applicable.

2.3 Fine-tuning OpenAl responses

The OpenAl LLM base model, sometimes referred to as the foundation model, is amazingly func-
tional and can handle most, if not all, the tasks we throw atit. As we have seen so far, it can help us
with many general network engineering tasks, such as configuring VLANS, assigning IP addresses,

and changing interface descriptions.

But one thing it does not currently do, as no out-of-the-box solution can do, is personalize the
feedback for our specific organizational needs. For example, if our team wants to always use

Loopback @ for router-id when we configure BGP, the foundation model would not know that.

We can customize our OpenAl model for our specific needs by fine-tuning it. Fine-tuning allows us
to teach OpenAl models our organization’s specific network configuration standard, for example,

so that we do not just get the generic configurations.
In this recipe, we will learn how to prepare training data, execute the fine-tuning process, and

validate results to ensure the model reflects our company’s standardized procedures.

Getting ready

Please review the Setting up an OpenAl environment recipe in Chapter 1, which specifies how to

use a Python virtual environment, get an OpenAl API key, and install the openai Python package.
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How to do it...
1.  We will start by querying the default OpenAl model to generate a BGP neighbor configu-

ration. We will name this script recipe_3_01_test_base_model.py:

import os

from openai import OpenAI

api_key = os.getenv('OPENAI_API KEY')
client = OpenAI(api_key=api_key)

query = "Configure BGP for AS 65001 with neighbor 192.168.1.2 in
AS 65002"

response = client.chat.completions.create(
model="gpt-3.5-turbo",
messages=|[

{

"role": "system", "content": "You are a network engineer

Generate BGP configuration."”

"role": "user",

"content": query

1B

max_tokens=200,

temperature=0.1

print("BASE MODEL OUTPUT:")

print(response.choices[@].message.content)

2. The result is a generic BGP configuration. There’s nothing wrong with it, but it is just

about as basic as it gets:

$ python recipe_3 01 test_base_model.py

BASE MODEL OUTPUT:
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router bgp 65001
neighbor 192.168.1.2 remote-as 65002

3. Let’s use a script to generate some training data. We will name this script recipe_3_02_
create_training_data.py. At the time of writing, OpenAl requires at least 10 examples

of training data. The output is saved in a file named bgp_training_data.jsonl:

import json

training_examples = [

{
"messages": [
{
"role": "system",
"content": "You are a network engineer. Always use
Loopback@® for BGP router-id and enable
log-neighbor-changes."},
{
"role": "user",
"content": "Configure BGP for AS 65001 with
neighbor 192.168.1.2 in AS 65002"
¥
{
"role": "assistant",
"content": "interface Loopback®\n description
BGP_ROUTER_ID\n
ip address 10.1.1.1 255.255.255.255\n!\nrouter
bgp 65001\n bgp router-id 10.1.1.1\n
bgp log-neighbor-changes\n
neighbor 192.168.1.2 remote-as 65002\n
neighbor 192.168.1.2 activate"
}
1
s
{

"messages": [

{
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"role": "system",
"content": "You are a network engineer.
Always use Loopbacke for

BGP router-id and enable log-neighbor-changes."

"role": "user",
"content": "Set up BGP for AS 65010 with
neighbor 10.0.1.1 in AS 65020"

"role": "assistant",

"content": "interface Loopback®\n

description BGP_ROUTER_ID\n

ip address 10.10.1.1 255.255.255.255\n!\nrouter
bgp 65010\n bgp router-id 10.10.1.1\n bgp
log-neighbor-changes\n neighbor 10.0.1.1
remote-as 65020\n neighbor 10.0.1.1 activate"

}s

..outoput committed..

{
"role": "user",
"content": "Setup BGP routing for AS 66500 connecting to
203.0.113.254 AS 66600"

¥

"role": "assistant",

"content”: "interface Loopback@\n description
BGP_ROUTER_ID\n ip address

10.65.1.1 255.255.255.255\n!\nrouter bgp 66500\n

bgp router-id 10.65.1.1\n bgp log-neighbor-changes\n
neighbor 203.0.113.254 remote-as 66600\n

neighbor 203.0.113.254 activate"
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with open('bgp_training_data.jsonl', 'w') as f:
for example in training_examples:
f.write(json.dumps(example) + ‘\n'")

print("Training data created: bgp_training_data.jsonl")

print(f"Total examples: {len(training_examples)}")

4. Go ahead and run the script we created in step 3 and observe the result.

5. We will use the recipe_3_03_create_fine_tuned_model.py script to create the new

fine-tuned model:

import os
import time

from openai import OpenAI

api_key = os.getenv('OPENAI_API_KEY')
client = OpenAI(api_key=api_key)

print("Uploading training data...")
with open('bgp_training data.jsonl', 'rb') as f:
file_response = client.files.create(file=f, purpose='fine-tune")

print(f"File uploaded: {file_response.id}")

print("Starting fine-tuning job...")

job = client.fine_tuning.jobs.create(
training_file=file_response.id,
model="gpt-3.5-turbo",
suffix="bgp-standards"

print(f"Fine-tuning job created: {job.id}")

print("Waiting for completion...")

while True:
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job_status = client.fine_tuning.jobs.retrieve(job.id)

if job_status.status == "succeeded":
print(
f"Fine-tuning completed: {job_status.fine_tuned_model}"
)
with open('fine_tuned_model id.txt', 'w') as f:
f.write(job_status.fine_tuned_model)
break
elif job_status.status in ["failed", "cancelled"]:
print(f"Fine-tuning {job_status.status}")

break

time.sleep(30)

6. When we execute this script, it will take anywhere between 10 and 30 minutes to complete.
Once finished, we will receive a model ID for our fine-tuned model. Save this ID in a file

named fine_tuned_model_id.txt so thatit can be used in the next step:

$ python3 recipe_3 03 create_fine_tuned_model.py
Uploading training data...
File uploaded: file-QFBjPJCse6L9zsZfbtan5A

Starting fine-tuning job...

Fine-tuning job created: ftjob-T1SBbLCQPxyQ2NS6qqQfHRSa

Waiting for completion...

[note. This will take a while]

Fine-tuning completed: ft:gpt-3.5-turbo-0125:network-automation-
nerds:bgp-standards:BvTBFsUu
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7. We can view the progress and the success/failure of fine-tuned models via OpenAI’s con-

sole.

Create
© Chat

I Audio

B Images

D Assistants
Manage

db Usage

O APlkeys
3 Logs

B storage
{2} Batohes
Optimize

@ Evaluations

2 Fine-tuning

Fine-tuning

Al Successful  Failed Filter by base model &

9Pt ibgp-
standards:BVTBFsUu

ftigpt-35-turbo-0125:personak: 9FZ8Mncg

figpt-35-turbo-O125:personat:OFZ88BnY.

Created by me

112012025, 11:29 AM

4/18/2024,819 PM

4/18/2024,8:16 PM

MODEL
ft:gpt-3.5-turbo-0 i gp
standards:BvTBFsUu

O Status @ Succeeded

® JobID tjob-TISBbLCOPXyQ2NS6aq0fHRSa

& Training Method Supervised

& Suffix bgp-standards

@ Base model gpt-3.5-turbo-8125

ftigpt-3, 5-turbo-0125:network-automation-nerds: bgp-

Output model
® Outp standards : BVTBFsUu

®© Createdat Jul 20,2025, 11:29 AM
© Data sharing Private
@ Trained tokens 14,450

@ Hyperparameters

Epochs 10
Batch size 1
LR multiplier 2
Seed 1172468460
@ Job Playground [

Figure 2.14: OpenAl fine-tuned models

8. We will use the recipe_3_04_test_fine_tuned_model.py script to query the new fine-

tuned model:

import os

from openai import OpenAI

api_key = os.getenv('OPENAI API KEY")
client = OpenAI(api_key=api_key)
with open('fine_tuned_model id.txt', 'r') as f:

fine_tuned_model = f.read().strip()

query = "Configure BGP for AS 65001 with neighbor
192.168.1.2 in AS 65002"

response = client.chat.completions.create(
model=fine_tuned_model,
messages=[

{

"role": "system",
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"content": "You are a network engineer. Generate BGP
configuration."”

})

{"role": "user", "content": query}

1,
max_tokens=200,

temperature=0.1

print("FINE-TUNED MODEL OUTPUT:")

print(response.choices[0].message.content)

9. Justlike magic, the new result should reflect the fine-tuned result we implemented with

our training data, including the interface configuration and additional BGP parameters!

$ python recipe_3 04 test_ fine_tuned_model.py
FINE-TUNED MODEL OUTPUT:
interface GigabitEtherneto/o
description TO_65002
ip address 192.168.1.1 255.255.255.252
!
router bgp 65001
bgp router-id 192.168.1.1

bgp log-neighbor-changes
neighbor 192.168.1.2 remote-as 65002
neighbor 192.168.1.2 activate

How it works...

Fine-tuning and prompt engineering (we will cover prompt engineering in the next chapter) are

two of the most common ways to influence the response we receive from LLMs.

In the first script, we demonstrated the output from a generic model that was based on previous
training data. In the second script, we followed OpenAl’s model optimization guide to provide
more training data. Specifically, the file format needs to be jsonl (a sequence of independent

JSON objects, one per line), and at least 10 examples need to be provided (the more the better).
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Note that in our training data, we provided a Loopback © IP address and used it as router-id
in every single BGP configuration. However, in our testing script, we did not provide a Loopback
0 IP address. Due to this, a configuration snippet was generated for the GigabitEthernete/0
interface, as well as a router ID from that interface’s IP address. The OpenAl model just came up
with it. The fine-tuning process allows you to influence the result, but it is a bit of a dark art and

does not guarantee the right result; it is in our best interest to double-check this.

There's more...

The ability to fine-tune the existing OpenAl model so that we can tailor it toward our own data
is a game-changer. If you are interested in learning more about fine-tuning, please see Ope-
nAI’s Model optimization documentation (https://platform.openai.com/docs/guides/model-
optimization), as well as How fine-tuning works (https://platform.openai.com/docs/guides/

model-optimization#how-fine-tuning-works).

2.4 Generating network topology with OpenAl

Show me a network engineer and I will show you an engineer who spends countless hours putting
together network diagrams, drawing lines to illustrate connection points, and even trying to pick

the color scheme that matches their artistic taste. If this sounds like you, you will like this recipe.

In this recipe, we will demonstrate how to automatically generate network topology using Ope-
nAI’'s LLM. Traditional topology generation relies heavily on both the engineer’s network knowl-
edge and their familiarity with tools. If the engineer is used to Visio diagrams or draw.io, those
are probably the tools they will use. However, we can use OpenAl to automatically generate
a network topology diagram by interpreting the topology description and producing code for

visualization purposes.

Getting ready

We will use several Python packages to complete this recipe. Please install the following packages

in your virtual environment:

$ sudo apt-get install graphviz


https://platform.openai.com/docs/guides/model-optimization
https://platform.openai.com/docs/guides/model-optimization
https://platform.openai.com/docs/guides/model-optimization#how-fine-tuning-works
https://platform.openai.com/docs/guides/model-optimization#how-fine-tuning-works
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How to do it...
1.  First, we need to give a topology description to OpenAl and generate a Graphviz dot file.
We will name this script recipe_4_01.generate_dot.py:

#!/usr/bin/env python3

Simple script to generate a fat-tree topology dot file using OpenAIl

import openai

import os

# Setup OpenAI
client = openai.OpenAI(api_key=0s.getenv( 'OPENAI_API_KEY'))

# Generate dot file content

prompt = Generate a Graphviz DOT file for a fat-tree network
topology:

- 2 Core routers: corel, core2

- 4 Spine routers: spinel, spine2, spine3, spine4

- 8 Leaf routers: leafl, leaf2, leaf3, leaf4, leaf5, leaf6, leaf7,
leaf8

Each core connects to all spines, each spine connects to all leaves.

Use different colors for each router type. Return only the DOT file
content."""
response = client.chat.completions.create(
model="gpt-4",
messages=[{"role": "user", "content": prompt}],

temperature=0.3
# Extract and save dot file content
content = response.choices[@].message.content

# Find the actual DOT content (between graph/digraph and the closing
brace)
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import re

dot_match = re.search(
r'((?:di)?graph\s+\w*\s*\{.*\})',
content,
re.DOTALL

if dot_match:
dot_content = dot_match.group(1)

else:

lines = content.split('\n")
dot_lines = []
in_graph = False
for line in lines:
if 'graph' in line and '{' in line:
in_graph = True
if in_graph:
dot_lines.append(line)
if in_graph and '}' in line:
break

dot_content = '\n'.join(dot_lines)

with open("fat_tree topology.dot"”, "w") as f:
f.write(dot_content)

print("Generated fat_tree topology.dot")

2. When we execute the file, it will generate a file named fat_tree_topology.dot in the
current directory:
$ python3 recipe_4_ 01 generate_dot.py

Generated fat_tree_topology.dot
cat fat_tree_topology.dot

digraph FatTree {

node [shape=circle];

// Core routers
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"corel" [color=red];

"core2" [color=red];

// Spine routers

"spinel" [color=blue];
"spine2" [color=blue];
"spine3" [color=blue];

"spine4" [color=blue];

// Leaf routers

"leafl" [color=green];
"leaf2" [color=green];
"leaf3" [color=green];

"leaf4" [color=green];

"leaf5" [color=green];

"leaf6" [color=green];
"leaf7" [color=green];

"leaf8" [color=green];

3.  We will use the following script to generate the actual topology:

non

Simple script to convert dot file to PNG topology visualization

non

import subprocess

import sys

dot_file = sys.argv[1l]

output_file = "topology.png"

subprocess.run([‘dot', '-Tpng', dot_file, '-o', output_file])

print(f"Generated {output file}")



Chapter 2 57

4. We can execute the script with the dot file as the second argument:

$ python3 recipe_4_02 create_topology.py fat_tree_topology.dot

5. The final resultis a topology file generated from code.

’#‘d’ﬁ\‘
SIOION

leaf7 leaf8 leafl leaf2 leaf3 leaf4 leaf5 leaf6

Figure 2.15: Topology file

How it works...

The topology generation process consists of two scripts that work in sequence to create a visual
network diagram. The first script is where OpenAl comes in, where we call the GPT-4 model to
automatically generate a Graphviz dot file describing a fat-tree network topology. The prompt

describes the elements, such as two core routers, four spine routers, and eight leaf devices.

The second script transforms the topology into a visual PNG file. We can also generate other

diagram formats, such as JSON.

This recipe provides a simple illustration of the ability to codify the topology generation process.
The topology graph might need some more work to be production-ready, but it can save the team

time and effort by automating the process.

There's more...
Additional information on making the topology more visually appealing can be found in Graph-

viz’s documentation: https://graphviz.org/.


https://graphviz.org/
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2.5 Generating methods of procedure (MOPs) with
OpenAl

Any network engineer working in a medium to large-sized enterprise environment is probably
familiar with the MOP document. The MOP is generally a detailed document outlining the steps
for executing a specific task or process, often used in network engineering operations. An example
would be a MOP to create a new VLAN, find an available IP block to be used with the VLAN, and
then assign a gateway IP to the VLAN interface.

The MOP focuses on the technical aspect of the process and is often used in a form of knowledge
transfer between senior to junior engineers, or just as a simple reminder of steps when a sleepy
engineer is performing the task at 3 A.M. While the MOP is useful, creating it can be pretty boring.

In this recipe, we will show you how to leverage OpenAl LLMs to help you create one.

Getting ready

We just need the openai Python package for this recipe.

How to do it...

1. We will use the following script to combine operation steps with OpenAl-generated pro-

cedures:

IRIEU

VLAN MOP Generator using OpenAI API
Generates Method of Procedure documents for Cisco IOS
VLAN configuration

non

import openai
import os
import sys

from datetime import datetime

class VLANMOPGenerator:
def __init_ (self, api_key):

TRIE [IRIRT]

Initialize the MOP generator with OpenAI API key
self.client = openai.OpenAI(api_key=api_key)
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def generate_mop(self, vlan_config):
"""Generate a MOP for VLAN configuration"""
prompt = £"""
Generate a Method of Procedure (MOP) document for
configuring VLANs on a Cisco IOS device:
Device: {vlan_config.get('device_name', 'Cisco Switch')}
VLANs: {vlan_config.get('vlans', [])}
Trunk ports: {vlan_config.get('trunk_ports', [])}
Access ports: {vlan_config.get('access_ports', {})}
Include: prerequisites, configuration commands, verification steps,
and rollback procedures.
response = self.client.chat.completions.create(
model="gpt-4",
messages=[
{
"role": "system",
"content”: "You are a network engineer. Generate

professional MOP documents for Cisco IOS VLAN
configuration.”

¥

{"role": "user", "content": prompt}

1,
max_tokens=2000,

temperature=0.3

return response.choices[0].message.content

def main():
# VLAN configuration
vlan_config = {
"device_name": "SW-CORE-01",

"vlans": [
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{"id": 10, "name": "USERS"},
{"id": 20, "name": "SERVERS"},
{"id": 30, "name": "GUEST"}
1,
"trunk_ports": [
"GigabitEthernetl/0/1",
"GigabitEthernet1/0/2"
1,
"access_ports": {
"GigabitEthernetl/0/10": {"vlan": 10},
"GigabitEtherneti/0/11": {"vlan": 20},
"GigabitEthernetl/0/12": {"vlan": 30}

# Get API key from environment

api_key = os.getenv('OPENAI_API_KEY')

if not api_key:
print("Error: OPENAI_API_KEY environment variable not set!")
sys.exit(1)

# Generate and save MOP
generator = VLANMOPGenerator(api_key)

mop_document = generator.generate_mop(vlan_config)

timestamp = datetime.now().strftime("%Y%mo%d %H%M%S")
filename = f"VLAN_MOP_{timestamp}.txt"

with open(filename, 'w') as f:

f.write(mop_document)

print(f"MOP saved to: {filename}")
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2. We can execute the script to generate the MOP:

$ python3 recipe_5_MOP_generation_v1.py

MOP saved to: VLAN_MOP_20250720_ 214956.txt

3. There should be a new VLAN_MOP_[date].txt file in the current directory:

$ cat VLAN_MOP_20250720 214956.txt
Method of Procedure (MOP) Document

Title: VLAN Configuration on Cisco IOS Device (SW-CORE-01)

Objective: To configure VLANs on Cisco IOS device (SW-CORE-01) and
assign them to the respective ports.

Prerequisites:
1. Network administrator credentials for the Cisco IOS device.

2. Ensure that the device is powered on and connected to the
network.

3. Ensure that the trunk and access ports are operational.

Configuration Steps:

1. Login to the Cisco IOS device (SW-CORE-01) using the network
administrator credentials.

Enter the global configuration mode:

SW-CORE-@1>enable
SW-CORE-@1#configure terminal

. Create the VLANs and assign names:
SW-CORE-01(config)#vlan 10
SW-CORE-01(config-vlan)#name USERS
SW-CORE-@1(config-vlan)#exit
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SW-CORE-01(config)#vlan 20
SW-CORE-01(config-vlan)#name SERVERS
SW-CORE-01(config-vlan)#exit

SW-CORE-01(config)#vlan 30
SW-CORE-01(config-vlan)#name GUEST
SW-CORE-01(config-vlan)#exit

.. [output skipped]

How it works...

This script is pretty straightforward. In step 1, the script grabs OPENAI_API_KEY from the envi-
ronment variable, then combines the VLAN setup the engineer defined. This part can easily be
tweaked or read from another file. The next portion is where the Al magic happens: the script
takes the VLAN configuration and uses OpenAI’s GPT-4 model to write a MOP document. This
magic relies on the previously trained knowledge from the OpenAl model; further changes can

be implemented via the prompt change.

There's more...

For additional challenges, feel free to implement other existing procedures, such as BGP con-
figuration or interface configuration. Use the same script framework to turn them into MOP

documents automatically.

Summary

In this chapter, we provided five comprehensive recipes that progressively built your expertise in
leveraging OpenAl’s capabilities for network engineering tasks. Each recipe followed a practical,
hands-on approach that you could immediately apply in your environment. More importantly,
they were written with a network engineering focus, so they are relevant and applicable to our

daily jobs.
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In the next chapter, we will move on to one of the most important topics relating to Al LLMs:

prompt engineering. See you there!

Get This Book’s PDF Version and

Exclusive Extras

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require an invoice.



http://packtpub.com/unlock




Prompt Engineering for
Reliable Outputs

In the previous two chapters, we saw how we can leverage Al LLMs to answer many questions
and help with daily tasks. By now, we know a big part of working with Al LLMs is how we “ask”
Al for what we need. For example, in Chapter 1, we saw that we received very different responses
when we provided different system messages. This should not come as a surprise to us. After all,
as network engineers, we have spent decades mastering the art of communicating with network
devices through CLI commands. When we open our favorite terminal window and SSH to a router,
we literally open up a “window” of communication to tell the device what we want it to do. In
time, we gradually integrate more communication methods into the device —say, SNMP and API

—but the end goal is still to provide a set of instructions to make the device do what we tellit to do.

Now, with AI LLMs becoming powerful tools in our toolkit, we need to master the way we commu-
nicate with Al models effectively, with prompt engineering. We can think of prompt engineering
as the equivalent of CLI syntax for Al models, except instead of the strict CLI syntax dictated by
the vendor, we use natural language to help Al understand what we need it to do. Just as a poorly
formatted BGP configuration can bring down our network, a poorly crafted prompt can give us

a dangerous Al response.

Often, people think of prompt engineering as a new skill, but it is really about applying existing
network engineering skills to a new type of interface. We need to leverage the same type of sys-
tems thinking and planning from our network engineering background in the new interface to

help the Al model be more effective in solving our problems.
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In this chapter, we will go over some recipes for constructing effective prompts:

e  Giving directions to Al models
e  Specifying return formats

e  Giving examples

e Providing feedback

e  Building prompts gradually

Crafting an effective prompt takes patience and practice — sometimes, we even need to tailor the
prompt toward the specific model we are using. But the recipes covered in this chapter should be

universal, regardless of the model we are using, and provide a good starting point for all queries.

Are you ready? Let’s get started.

Technical requirements

For this chapter’s recipes, we will need to create and enable a Python virtual environment, as well
as installing the openai and python-dotenv packages. If you have previously completed these

steps and want to reuse them for this chapter, please feel free to skip this section:

1. Create and activate a Python virtual environment:

$ python3 -m venv .venv

$ source .venv/bin/activate

2. Install the openai and python-dotenv packages:

$ pip install openai python-dotenv

3. Createa .env file using a text editor and enter your OPENAI_API_KEY. Thisis an easy way
to use source .env to activate all the environment variables in one place. As the file con-
tains sensitive information, we can also use chmod 0600 .env to ensure only the current

user can view the content of the file:

$ touch .env #create the file

$ vim .env #edit the file

OPENAI_API_KEY="your-openai-api-key"
$ chmod 0600 .env

Some of the recipes in this chapter require additional, specific Python packages; they will be

included in the relevant Getting ready sections.
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3.1 Giving directions to Al models

Think of an Al model as a newly hired network engineer on their first day; they are capable, but

they need to be “onboarded” with clear directions and instructions.

Getting ready

Please refer to the chapter 1 Recipe 1.1 Getting ready section for this recipe.

How to do it...
1.  Create a Python script with a relatively vague prompt:

from openai import OpenAl
import os

from dotenv import load_dotenv

load_dotenv()
client = OpenAI(api_key=o0s.getenv("OPENAI_API KEY"))

vague_prompt = "Help me with BGP configuration”

response_vague = client.chat.completions.create(
model="gpt-4",

messages=[{"role": "user", "content": vague_prompt}]

print("Vague Response:")
print(response_vague.choices[@].message.content)
print("\n" + "="*50 + "\n")

2. Execute the script to see the output. Your result will be slightly different:

$ python 3_1 vague_prompt.py
Vague Response:
Border Gateway Protocol (BGP) is a sophisticated routing protocol

used for routing between autonomous systems (ASs). The following is
a basic example of how to configure BGP on your router:

Before starting configuration, make sure you have the following
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information:

1. Your network's autonomous system number (ASN)

2. The IP addresses of the routers you'll be adding to the BGP
network

““cisco

Router#configure terminal

Router(config)#router bgp <ASN> // Enter your ASN
Router(config-router)#network <network> // Specify the networks that
you want to advertise

Router(config-router)#neighbor <neighbor IP address> remote-as <AS
of neighbor> // Define a neighboring BGP router and specify its AS
number

Router(config-router)#exit

Router(config)#exit

Router#copy running-config startup-config // Save the configuration
to memory so it stays even after reboot

Replace “<ASN>", “<network>, “<neighbor IP address>", and "<AS of
neighbor>" with your actual values.

Remember that each router configuration will be different depending
on your network's topology and size. It's important to have a good
understanding of your network's existing configuration before
attempting to implement BGP.

Please note that configuring BGP incorrectly can have serious
consequences for your network, so always take caution when making
changes and consider consulting with a network specialist if you're
unsure about any steps involved in the process.

Educate yourself thoroughly about BGP and related topics before
attempting to implement it on your network. There are numerous
books, websites, and formal training courses available that can help
you in this aspect.

Consider practicing in a test environment first before applying
configuration changes to production equipment. It's a good idea to
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test the performance and reliability of your new settings before

rolling them out to your entire network.

Lastly, ensure your configuration meets all security best practices.
BGP, like any other internet protocol, is susceptible to misuse

if not secured properly. Ensure your BGP routers are secured and
configured to limit the risk of attacks and misconfigurations.

3. Create a Python script that contains a prompt with better directions:

from openai import OpenAIl
import os

from dotenv import load_dotenv

load_dotenv()

client = OpenAI(api_key=o0s.getenv("OPENAI _API KEY"))
directed_prompt = """

You are a senior network engineer specializing in BGP routing
protocols.

I need you to generate a BGP configuration for a Cisco ASR9000

router that will:

1. Establish EBGP peering with two upstream ISPs (AS 65001 and AS
65002)

2. Implement route filtering to accept only default routes from
upstreams

3. Set up load balancing between the two upstreams

4. Include basic security hardening for BGP sessions

My router's AS number is 65100, and the peer IPs are:
- ISP1 (AS 65001): 192.168.1.1
- ISP2 (AS 65002): 192.168.2.1

Provide the configuration in IOS-
XR format with explanatory comments.

non
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response_directed = client.chat.completions.create(
model="gpt-4",
messages=[{"role": "user", "content": directed_prompt}]
)
print("Directed Response:")
print(response_directed.choices[0].message.content)
4. Execute the script to see the output:

$ python 3_1 directed_prompt.py

Directed Response:

Sure, here's the basic configuration for IOS-XR on a Cisco ASR9000
with the given requirements:

I ASR Configuration
router bgp 65100
! Defining BGP routing configuration context for AS 65100
bgp router-id 192.168.0.1
!
address-family ipv4 unicast
| Defining IPv4 unicast address family context
maximum-paths 2
| Enable load balancing between two equal-cost paths
!
neighbor 192.168.1.1
I Configuring BGP Neighbor for ISP1
remote-as 65001
| Setting remote AS for ISP1 to 65001
address-family ipv4 unicast
! Enabling IPv4 unicast with ISP1

send-community

I Sending community attribute to neighbor

maximum-prefix 1

! Limiting the prefixes received from ISP1 to 1
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neighbor 192.168.2.1
I Configuring BGP Neighbor for ISP2
remote-as 65002
| Setting remote AS for ISP2 to 65002
address-family ipv4 unicast
! Enabling IPv4 unicast with ISP2

send-community
I Sending community attribute to neighbor

maximum-prefix 1
I Limiting the prefixes received from ISP2 to 1

!
route-policy RECEIVE-DEFAULT-ROUTE
| Define policy to accept only default route
if destination in (0.0.0.0/0) then

pass
else
drop
endif
end-policy
!
router bgp 65100
neighbor 192.168.1.1
address-family ipv4 unicast
route-policy RECEIVE-DEFAULT-ROUTE in
I Applying route-policy to accept only default route from ISP1

neighbor 192.168.2.1
address-family ipv4 unicast
route-policy RECEIVE-DEFAULT-ROUTE in
I Applying route-policy to accept only default route from ISP2
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Now, let’s harden BGP security. BGP security hardening includes various aspects, such
as authentication, TTL security, and source verification updates. Here’s a basic example

of how this could be configured:

| Implement BGP authentication
router bgp 65100
neighbor 192.168.1.1
password cisco
neighbor 192.168.2.1
password cisco
!
! Implement TTL security
router bgp 65100
neighbor 192.168.1.1
ttl-security hops 1
neighbor 192.168.2.1

ttl-security hops 1

]
| Implement updates source verification
router bgp 65100
neighbor 192.168.1.1
update-source Loopbacke
neighbor 192.168.2.1

update-source Loopback®

Please remember to replace cisco with the respective BGP session password. Also, ensure that

you replace the Loopback® interface with the actual interface from your configuration.

How it works...

We started both scripts with the same code block to import Python packages and load the envi-
ronment variables for OPENAI_API_KEY. Then, we modified the prompt to get two dramatically
different answers. When you do not initially receive the answer you expected from an expert, the

first thing you want to check is how you can improve the prompt.
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The directed prompt works better because it does the following things:

e  Setsthe role: We told the model to respond with senior network engineer

e Defines the scope: We defined a clear scope — thatis, Cisco ASR9000 router —the ASN

with upstream routers, and EBGP peering

e Provides context: We also provided network details

The direction given in the prompt is where a slightly improved prompt can cause a dramatic

difference in the result we receive.

There's more...

We can further improve the prompt with negative instructions, such as
Do not use route-reflectionandDo not include deprecated I0S-XR commands.

We can also include multiple steps, such as 1. First, analyze the current proposed

configuration. 2. Then, identify any security vulnerabilities.

See also

Please see the Specifying return formats recipe if you would like to receive a response in a different

format than a copy-and-paste command snippet.

3.2 Specifying return formats

As we saw in previous recipes, if we want a certain return format, we need to be clear and precise
about it. In the preceding recipe, we asked the prompt to use the IOS-XR format for its response,
which is an example of a ready-to-paste CLI command. By the same token, we can also specify
JSON format for APl integration, YAML for a human-readable format, or an Ansible playbook-style

return format.

In this recipe, we'll experiment with different return formats.

Getting ready

We will need to install an additional Python package, pyyaml, for this recipe. We will also need

to export the OPENAI_API_KEY in our environment variable:

$ pip install pyyml

$ export OPENAI_API_KEY="your-openai-api-key" #This step is only needed if

you did not use the '.env' file.
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How to do it...

1. Create a script that provides a base scenario and request a JSON return format with in-

structions:

#!/usr/bin/env python3
import os

from openai import OpenAl
client = OpenAI(api_key=o0s.getenv("OPENAI_API_KEY"))

# Simple base scenario
base_scenario = """

I have a network with the following devices:

- 2 core switches (Cisco Catalyst 9400)

- 4 distribution switches (Cisco Catalyst 9300)

- 8 access switches (Cisco Catalyst 9200)

Create an inventory document for this network.

# Request JSON format
json_prompt = base_scenario + """

Return the inventory in JSON format with the following structure:
- Each device should have: hostname, model, role, mgmt_ip

- Group devices by role (core, distribution, access)

- Include a summary section with total counts

Provide ONLY the JSON output, no additional text.

response_json = client.chat.completions.create(
model="gpt-4",

messages=[{"role": "user", "content": json_prompt}]

print("JSON Format Response:")

print(response_json.choices[0].message.content)
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2. Execute the script and observe the output:

$ python 3_2 Return_JSON_Format.py
JSON Format Response:

"7 Jjson

"network_inventory": {
"core": [
{
"hostname": "core switch_ 1",
"model": "Cisco Catalyst 9400",
"role": "core",
"mgmt_ip": "192.168.1.1"

"hostname": "core_switch_ 2",
"model": "Cisco Catalyst 9400",
"role": "core",
"mgmt_ip": "192.168.1.2"
}
1,
"distribution”: [
{
"hostname": "distribution_switch_1",
"model": "Cisco Catalyst 9300",
"role": "distribution",
"mgmt_ip": "192.168.1.3"

"hostname": "distribution_switch_2",
"model": "Cisco Catalyst 9300",
"role": "distribution",
"mgmt_ip": "192.168.1.4"
3
..output skipped..
1,

"access": [

{
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"hostname": "access_switch_1",
"model": "Cisco Catalyst 9200",
"role": "access",

"mgmt_ip": "192.168.1.7"

"hostname": "access_switch_2",
"model": "Cisco Catalyst 9200",
"role": "access",
"mgmt_ip": "192.168.1.8"
s
<output skipped>
1,

"summary": {

"total_core": 2,
"total distribution": 4,

"total_access": 8

3. Create a second script with the same base scenario and request a YAML return format
(only the return format is shown here; please go to this book’s GitHub repository to see

the full version):

<Top portion is the same as Step 1>

nuon

yaml_prompt = base_scenario +

Return the inventory in YAML format suitable for Ansible inventory.
Structure it as:

- Group devices by role using YAML groups

- Include vars for each group (os_type, default credentials, etc.)
- Add individual host variables where needed

- Make it ready to use with ansible-playbook commands

Provide ONLY the YAML output, no additional text.
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non

response_yaml = client.chat.completions.create(
model="gpt-4",

messages=[{"role": "user", "content": yaml prompt}]

print("YAML Format Response:")

print(response_yaml.choices[@].message.content)

4. Execute the script and observe the output:

$ python 3 2 Return_YML_Format.py
YAML Format Response:
" Tyaml
all:
children:
core:
hosts:
core_switchl:
ansible host: core_switchl.example.com
core_switch2:
ansible_host: core_switch2.example.com
vars:
os_type: 'ios'
default_credentials:
username: ‘admin’

password: 'password’

distribution:
hosts:
distribution_switchl:
ansible_host: distribution_switchl.example.com

distribution_switch2:

ansible_host: distribution_switch2.example.com

<output skipped>
access:

hosts:
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access_switchi:
ansible_host: access_switchl.example.com

access_switch2:

ansible_host: access_switch2.example.com

<output skipped>

How it works...

Format specification leverages an Al model’s existing knowledge from training. If we were to
perform the same task manually, we might miss a detail or two despite our best efforts; a miss-

ing period or an extra space is not uncommon. The key to the instructions is to do the following:

e  Beexplicit, such as specifying Return JSON format
e  Specify the structure — for example, Group devices by role using YAML groups

e  Useformat-specificlanguage, such asmake it ready to use with ansible-playbook
commands

When it comes to specifying formats, it is helpful to specify no additional text to let the Al

model know we do not need documentation and explanation.

There's more...

We can also combine a format request with validation instructions:

nun

validation_prompt =

[your main request here]

Return as valid JSON that passes the following validation:
1. All strings must be properly quoted

2. No trailing commas

3. Include a "validation" field with timestamp

4

. Test that json.loads() can parse it successfully

After generating the JSON, mentally validate it against these rules before
returning.

nnn
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3.3 Giving examples

Simply put, the more examples we can provide, the better the Al can understand our needs. In
prompt engineering, concrete examples that we can provide include our organization’s standards,

naming conventions, and best practices.

Let’s consider a newly hired engineer as an example. If we want to have our very capable colleague
configure a router, we would probably get them to reference another similar router, right? “Hey
Bob, take a look at lax-cor-r1l and try to configure lax-cor-r2; they are very similar except for
their loopback interfaces, IP addresses, BGP router-id, and so on.” That is what we mean by

giving examples to Al — we want to give it concrete templates to follow.

Getting ready

This recipe follows the same setup as the previous recipes: make sure the OPENAI_API_KEY envi-

ronment variable has been exported.

How to do it...

1.  Start by providing a standard interface description, then ask for an output:

import os

from openai import OpenAIl

client = OpenAI(api_key=o0s.getenv("OPENAI_API_KEY"))

task_description =

Generate interface descriptions following our corporate naming
standard.

The descriptions should be informative but concise, following a
specific format.

Here are examples of the correct format and style:

Example 1:

Input: GigabitEthernet@/1 connected to SW-DIST-01 port Gi@/5
Output: interface GigabitEtherneto/1

description UPLINK_TO SW-DIST-01_Gi@/5 10GB_CORE
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Example 2:

Input: GigabitEthernet®/2 connected to user workstation in room 205
Output: interface GigabitEtherneto/2

description ACCESS_ROOM205 WORKSTATION_1GB_USER

Example 3:

Input: TenGigabitEthernet®/1 connected to firewall outside interface
Output: interface TenGigabitEtherneto/1

description FIREWALL_ OUTSIDE_PA3220 10GB_SECURITY

Now, apply the same format and style to this input:

GigabitEthernet®/3 connected to IP phone in conference room B

non

response = client.chat.completions.create(
model="gpt-4",

messages=[{"role": "user", "content": task_description}]

print("Generated Interface Description:")

print(response.choices[0].message.content)

2. Execute the preceding code; you'll receive the following output:

$ python 3 3 interface_description_example.py

Generated Interface Description:
Output: interface GigabitEtherneto/3
description IP_PHONE_CONFROOMB_1GB_VOICE

3. Next, implement a more complex example for VLAN configuration, like so:

import os

from openai import OpenAI

client = OpenAI(api_key=0s.getenv("OPENAI_API KEY"))
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task_description =
Generate VLAN configurations following our corporate standards.
Each VLAN should have proper naming, description, and associated

services.

Here are examples of the correct format and style:

Example 1:

Input: VLAN for user workstations, ID 100, subnet 10.100.0.0/24
Output:
vlan 100

name USERS_WORKSTATION

state active

!

interface V1an100

description User Workstations - Building A
ip address 10.100.0.1 255.255.255.0

ip helper-address 10.10.10.100

no ip redirects

no ip proxy-arp

Example 2:

Input: VLAN for guest WiFi, ID 200, subnet 192.168.200.0/24
Output:

vlan 200

name GUEST_WIFI

state active

!

interface V1an200

description Guest WiFi Network

ip address 192.168.200.1 255.255.255.0
ip helper-address 10.10.10.100

ip access-group GUEST_FILTER in

no ip redirects

no ip proxy-arp

Now, apply the same format and style to this input:
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VLAN for IP cameras, ID 150, subnet 10.150.0.0/24

non

response = client.chat.completions.create(
model="gpt-4",

messages=[{"role": "user", "content": task_description}]

print("Generated VLAN Configuration:")

print(response.choices[@].message.content)

4. Execute the preceding code; you'll receive the following output:

$ python 3_3_vlan_configuration_example.py

Generated VLAN Configuration:
Output:

vlan 150

name IP_CAMERAS

state active

!

interface V1ani5@

description IP Cameras Network
ip address 10.150.0.1 255.255.255.0
ip helper-address 10.10.10.100
no ip redirects

no ip proxy-arp

How it works...

This script provides no new additional technical information except for the pattern of examples.

Itis good to understand the common threads between the examples given:

e  The Al model tries to understand the pattern between the input and the output

e The Almodel identifies the consistent formats, naming, and structure
The examples should have the following characteristics:

e  They should represent the information you would like to cover and provide VLAN config-

uration examples if that is what you want to receive
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e  They should follow the same consistent patterns and standards; do not use the one snow-

flake in your network as an example

e  They should show complete, relevant information, but not more than necessary to avoid

confusion on the AI’s part

There's more...

Try to enhance the examples with more in-depth information:

nun

enhanced_examples_prompt =

Generate interface configurations following these examples and rules:

EXAMPLES:

[your examples here]

EXTRACTED PATTERNS:

- Description format: ROLE_LOCATION DEVICE SPEED CATEGORY
- Always include shutdown/no shutdown based on status

- Speed/duplex explicitly set for access ports

- Security features (port-security) for user ports

- Monitoring (spanning-tree portfast) for end devices

Now apply these patterns to: [new input]

nnn

3.4 Providing feedback

At the beginning of this chapter, we discussed treating Al as a newly hired, capable-but-new net-
work engineer colleague. Imagine that you have such a colleague on their first day on the job;
do you expect to give them instructions and be done with them? Of course not — not if we are
realistic about producing the right output. Even if we give the colleague detailed instructions
and examples to follow, we would still expect the process to be iterative. We would sometimes
need to repeat important information. The more complex the problem, the more iterative we

expect the process to be.

Itwould be helpful to review the first set of results produced by the colleague, give feedback based

on the results, and guide them toward the right solution.

In this recipe, we will learn how to use an iterative process to gradually improve Al responses.
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Getting ready
Similar to the previous recipes, make sure the OPENAI_API_KEY environment variable has been

exported.

How to do it...

1. Create the following script to ensure there’s a two-pass, iterative process for the response:

#!/usr/bin/env python3
import os

from openai import OpenAI
client = OpenAI(api_key=os.getenv("OPENAI_API_KEY"))

# Initial request

print("=== ITERATION 1: Initial Request ===")
initial prompt = """

Create a basic access control list (ACL) for our office network.
We need to control traffic between our internal network and the

internet.

response = client.chat.completions.create(
model="gpt-4",
messages=[{"role": "user", "content": initial_prompt}]

responsel = response.choices[0].message.content
print("Response:")

print(responsel)

print("\n" + "="*60 + "\n")

# Provide feedback for improvement

print("=== ITERATION 2: After Feedback ===")

feedback = """

The previous ACL is too basic. Please improve it with these

requirements:
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Our internal network is 192.168.1.0/24
Allow web traffic (HTTP/HTTPS) outbound
Allow DNS queries to 8.8.8.8

Block all social media sites

ui ph W N

Deny everything else explicitly

Please create a more specific ACL addressing these requirements.

conversation = [

{"role": "user", "content": initial_prompt},
{"role": "assistant", "content": responsel},
{"role": "user", "content": feedback}

response = client.chat.completions.create(
model="gpt-4",

messages=conversation

response2 = response.choices[0].message.content
print("Feedback provided:")

print(feedback)

print("\nImproved response:")

print(response2)

2. Execute the preceding code and look at the result:

$ python 3_4 feedback.py
=== ITERATION 1: Initial Request ===

Response:

Access Control List (ACL) is a set of rules defined for

controlling the network traffic and reducing network attacks.

Below is a basic Access Control List example.

Assumption:
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Internal Network: 192.168.1.0/24
Internet: Any other IP

. Permit TCP from any source to any destination port 80 (HTTP):

“Access-1list 101 permit tcp 192.168.1.0 0.0.0.255 any eq 80"

. Permit TCP from any source to any destination port 443 (HTTPS):

“Access-list 101 permit tcp 192.168.1.0 0.0.0.255 any eq 443"

. Permit ICMP for diagnostic and troubleshooting:

“Access-1list 101 permit icmp 192.168.1.0 0.0.0.255 any’

. Permit DNS traffic:

“Access-list 101 permit udp 192.168.1.0 0.0.0.255

For SMTP email:

“Access-1list 101 permit tcp 192.168.1.0 0.0.0.255

For FTP data and control traffic:

“Access-1list 101 permit tcp 192.168.1.0 0.0.0.255

“Access-1list 101 permit tcp 192.168.1.0 0.0.0.255

. Deny All other traffics:

“Access-1list 101 deny ip any any"

After ACL creation it must be applied on the interface that
connected to the internet. Assuming the interface to be
FastEthernet 0/0, the command to apply on router will be:
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“ip access-group 101 in" on interface mode
“int Fao@/e@ °

This is a basic ACL for office network traffic control. The specific
needs may vary so changes can be made according to requirements.
Safety measure should be taken as wrong ACL can deny the

important traffic.

ITERATION 2: After Feedback ===
Feedback provided:

The previous ACL is too basic. Please improve it
with these requirements:

. Our internal network is 192.168.1.0/24
. Allow web traffic (HTTP/HTTPS) outbound
. Allow DNS queries to 8.8.8.8

. Block all social media sites

. Deny everything else explicitly

Please create a more specific ACL addressing these requirements.

Improved response:

Sure, here is a more specific Access Control List complying with
your requirements:

1. Permit HTTP (80) and HTTPs (443) from any source to any
destination for the web traffic:

“Access-1list 101 permit tcp 192.168.1.0 0.0.0.255 any eq 80"

“Access-list 101 permit tcp 192.168.1.0 0.0.0.255 any eq 443"

2. Allow DNS queries to 8.8.8.8:
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“Access-list 101 permit udp 192.168.1.0 0.0.0.255
host 8.8.8.8 eq 53°

3. To block traffic to social media sites is a bit harder, as
they have multiple ip addresses and constantly changing. If possible,
use a firewall that could block by URL or use a solution that filters
web content.

Nevertheless, assuming sample IP addresses for
Facebook (31.13.71.36) and Twitter (104.244.42.129) as examples:

“Access-
list 101 deny tcp 192.168.1.0 0.0.0.255 host 31.13.71.36 eq 80"

“Access-list 101 deny tcp 192.168.1.0 0.0.0.255
host 31.13.71.36 eq 443"

“Access-1list 101 deny tcp 192.168.1.0 0.0.0.255
host 104.244.42.129 eq 80"

“Access-list 101 deny tcp 192.168.1.0 0.0.0.255
host 104.244.42.129 eq 443"

Alternatively, you can consider defining an object groups
representing all social media IPs and deny TCP access to these groups.

4. Deny all other traffic:

“Access-list 101 deny ip any any"

After ACL creation, apply to the router interface
connected to the internet:

“ip access-group 101 in®

Please note, many businesses utilize professional, regularly
updated web filtering applications/

services to achieve social media blocking accurately, as

it is an ever-

changing environment operating over numerous addresses and ranges.
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How it works...

In this recipe, we built a feedback loop system that tracks conversations and improves responses
iteratively. Al models are good at context retention, which is why the iterative feedback approach
works. We started our example with a general requirement and gradually added specificity. Then,

we pointed out the gaps so that they could be fixed before making any final adjustments.

There's more...

Try adding more categories:

structured_feedback_template =
ANALYSIS OF CURRENT RESPONSE:
What works well: [specific positives]
What's missing: [specific gaps]

What needs changing: [specific problems]

SPECIFIC IMPROVEMENTS NEEDED:

1. Technical accuracy: [corrections needed]
2. Best practices: [standards to follow]

3. Completeness: [missing components]
4

Environment-specific: [local requirements]

PRIORITY:
- Must have: [critical requirements]
- Should have: [important improvements]

- Nice to have: [optional enhancements]

Please revise the configuration addressing the "Must have" items first.

See also

See the following recipe, Building prompts gradually, which follows the same approach.
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3.5 Building prompts gradually

As we stated in the preceding recipe, Providing feedback, the prompt engineering process requires
constant feedback. In some complicated cases, we will need to deliberately build up the prompt
gradually in order to not overwhelm the Al LLM tool. Building complex prompts is similar to de-
signing a complex network or studying for a difficult certification exam, such as CCIE. In terms of
creating a design, we would start with a basic technology that aims for connectivity, satisfy the
basic technical requirements (bandwidth and budget), and then layer it with routing, security,
and monitoring. In terms of studying for an exam, as an example, we would start with the basic

topics, then gradually layer the more advanced technologies on top.
If we try to do too much too fast, with the AT LLM, it often leads to confusion and suboptimal results.

In this recipe, we will learn how to construct prompts systematically, layering complexities grad-

ually until we reach our intended goal.

Getting ready

We will use the same OpenAl setup that we did in the preceding recipe.

How to do it...

1.  Start with the basic requirements:

import os

from openai import OpenAIl

client

OpenAI(api_key=os.getenv("OPENAI API KEY"))

nun

layerl =

You are a network engineer designing a simple branch office network.

non

nun

layer2 =
Design a basic network configuration for a small branch office
with 20 users.

The office needs internet connectivity and basic network services.
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2.

# Layer 3: Technical requirements for reachability
layer3 = """

REQUIREMENTS:

- 1 router (Cisco ISR 4321)

- 1 switch (Cisco Catalyst 9200-24P)
- Internet connection via ISP

- Internal network: 192.168.10.0/24
- DHCP for user devices

- Basic routing configuration

Provide the complete configuration for both devices.

# Build the complete prompt gradually
complete_prompt = f"{layerl}\n\n{layer2}\n\n{layer3}"

print("=== GRADUAL PROMPT BUILDING - BASIC REACHABILITY ===")
print("Complete prompt:")

print(complete_prompt)

print("\n" + "="%*60 + "\n")

response = client.chat.completions.create(
model="gpt-4",

messages=[{"role": "user", "content": complete_prompt}]

print("Generated Configuration:")

print(response.choices[0].message.content)

Now, let’s add some security requirements:

<skipped>

# Layer 4: Security requirements (NEW)
layer4 = """

SECURITY REQUIREMENTS:

- Access Control Lists (ACLs) to block unwanted traffic
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3.

Enable SSH for remote management, disable Telnet
Configure strong passwords and enable secret

Block access to social media sites (Facebook, Twitter)
Allow only necessary ports outbound (HTTP, HTTPS, DNS)

Secure SNMP community strings

Include all security configurations in the device setup.

<skipped>

Finally, we will add more monitoring:

<skipped>

# Layer 5: Monitoring requirements (NEW)

layer5 =

MONITORING REQUIREMENTS:

Enable SNMP for network monitoring

Configure syslog to send logs to 192.168.10.100

Set up NetFlow on the router for traffic analysis
Enable interface monitoring and alerting

Configure NTP for accurate timestamps (pool.ntp.org)
Add CDP/LLDP for network discovery

Enable device health monitoring (CPU, memory, temperature)

Include all monitoring configurations and ensure proper logging
setup.

<skipeed>

How it works...

This recipe is self-explanatory. Good prompt building should involve following these steps:

1.

2
3.
4

Establish context.

Layer complexity incrementally.

Maintain coherence.

Correct mistakes at each layer.
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The key is to realize that Al models are better at doing one thing at a time (just like their human

counterparts) with hierarchical structures.

There's more...

Once we are comfortable with the separate scripts, we can also combine them into a single script

without losing their hierarchical structure.

The network engineer’s advantage

As with any new technology, one of the most frequently heard questions is, Will this technology
replace my job? I heard this question when network automaton was introduced many years ago:
Will I automate my job away? I also heard a different variation of this question when cloud com-
puting became a mainstay: Will all physical networks become obsolete? However, the question on

everybody’s mind now is, Will Al take away my job?

Many experts predict that the Al revolution is going to be bigger than cloud computing, and
some even argue that it will be bigger than the internet. In that case, it is coming for everyone’s
jobs, not just network engineers’. However, if we consider the previous network automation
and cloud computing example, the network engineer’s role evolves with the new technology;
some functions will be replaced, while other functions will evolve, and some new jobs that we
have not seen before will be introduced. While nobody can foresee the future, I do think network
professionals have a significant advantage, as illustrated by the concepts of prompt engineering

that were introduced in this chapter:

e Network engineering requires breaking down complex problems into logical steps
e  Often, network engineers need to specify precise requirements and constraints
e Network engineers need to provide clear examples and documentation

e Network engineering often requires multiple iterations and refined solutions

Do these skills sound familiar? They should, because they are the same skills we discussed in
this chapter that make for good prompts. The same skills that make a good network engineer are
the same that are required for working with AI LLMs when it comes to prompt engineering. The
skills introduced in this chapter are not about replacing your networking knowledge; they are
about amplifying it. As we saw from this chapter’s recipes, providing BGP, VLAN, and security

information significantly improves the time-to-solution with AI’s help.

So, let’s keep our heads up high and learn how to use Al to our advantage!
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Summary

In this chapter, we learned about the essentials regarding prompt engineering. By using the right
prompt, we can transform Al from a generic helper into a specialized network automation partner
we can all appreciate. Just to recap, we went over giving specific, role-based prompts, specifying
return formats, providing solid examples and feedback, and building prompts gradually in a

step-by-step way.

We should note that prompt engineering is really not a new technology; it involves applying
existing network engineering skills in a new interface — an interface that serves as a gateway to
the AILLM partner. If we apply the same systematic thinking, precise requirements, and iterative

process that we use for our network engineering skills to working with Al models, we are good to go.

So far in this book, we have mainly been using cloud-based LLMs with API requests. However,
this setup is not always possible in certain environments that require air-gap security or need
to comply with certain government regulations. In the next chapter, we will dive more in-depth

into using local LLMs. See you there!
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Local Al LLM Playground in
Network Engineering

In previous chapters, we mostly used cloud-based Large Language Models (LLMs) with API

access to leverage their capabilities. However, there are many reasons why a cloud-based AILLM

solution might not work in your environment:

Data sovereignty: In certain industries, such as healthcare, financial, and legal, you may
prefer to house your data, including network information, in your environment, despite
the promise of the provider not to use your data for training.

Compliance requirements: General Data Protection Regulation (GDPR), Health In-
surance Portability and Accountability Act (HIPAA), and Sarbanes-Oxley Act (SOX)
compliance require air-gapped or on-premises requirements.

Cost: Pay-per-token cloud solutions might become expensive over time. In comparison,
setting up a local LLM, as introduced in this chapter, does not require ongoing payment
to an AI LLM provider.

Latency: Cloud-based solutions add route-trip latency and delay to each transaction,

which might be prohibitive for real-time applications.

Primarily for the reasons cited, we want to construct a local Al LLM solution for our network

automation effort.
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As we saw in Chapter 1, we can run local LLMs for network automation tasks. In this chapter, we
will expand on what we already know and look at more recipes using local Al LLMs. This chapter

will cover the following recipes:

e Downloading Code Ollama models

e  Fine-tuning LLM resources

e  Generating network code examples with Code Llama

e  Using the Llama 2 Uncensored model for advanced code generation
e  Tweaking models with custom network data

e  Usingalocal LLM for network documentation generation

Let’s begin with the technical requirements.

Technical requirements

In this chapter, we will focus on using a Linux system with a Docker container to run the nec-
essary recipes. In the following example, we use Ubuntu 24.04 LTS and install Docker directly

from Docker, not the Ubuntu default repository:

$ 1lsb_release -a

No LSB modules are available.
Distributor ID: Ubuntu
Description: Ubuntu 24.04.2 LTS
Release: 24.04

Codename: noble

$ sudo apt update

$ sudo apt install apt-transport-https ca-certificates curl software-
properties-common

$ curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg
--dearmor -o /usr/share/keyrings/docker-archive-keyring.gpg

$ sudo apt update
$ apt-cache policy docker-ce
$ sudo apt install docker-ce

$ sudo apt install docker-compose
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Let’s verify that the Docker process is running:

$ sudo systemctl status docker

e docker.service - Docker Application Container Engine
Loaded: loaded (/usr/lib/systemd/system/docker.service;
enabled; preset: enabled)
Active: active (running) since Sat 2025-07-26 ©0:15:06 UTC; 38s ago

We can also optionally add the user to the docker group so that we do not need to type in ' sudo'
for future Docker commands (we will need to log out and log back in in order for the new setting
to take effect):

$ sudo usermod -aG docker ${USER}

Let’s verify we have Docker and Docker Compose installed:

$ docker --version
Docker version 28.3.2, build 578ccf6

$ docker-compose --version

docker-compose version 1.29.2, build unknown

4.1 Downloading Code Ollama models

In this recipe, we will set up the infrastructure to download a specialized Al model from Meta

called Code Llama, tailored and trained for generating software code.

Please note: As with most build-versus-buy decisions, when using local LLMs, we
are choosing to “build.” Therefore, we are responsible for maintaining the hardware
\@// and software bundle. The first thing to consider is which model to use. The models
available for local downloads tend to be more permissive in usage, ranging from
100% open source to closed source but free to use. Please double-check the usage

guidance for the model you want to use.

Getting ready

The recipes in this chapter require a local machine, physical or virtual, to house the Docker con-
tainers. I would recommend using a machine with at least 16 GB of RAM and at least 50 GB of
storage. For the recipes, I used an AWS t2.xlarge instance (https://aws.amazon.com/ec2/
instance-types/t2/) with four vCPUs, 16 GB RAM, and 100 GB EBS storage.


https://aws.amazon.com/ec2/instance-types/t2/
https://aws.amazon.com/ec2/instance-types/t2/
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How to do it...

1. Create a folder named che4 and switch to the folder:

$ mkdir che4 && cd cho4

2. Usethefollowing docker-compose.yml file to specify the two containers we will download,

one for housing models named ollama, and ollama-webui as the web interface:

networks:

ollama:

services:
ollama:
image: ollama/ollama
networks:
- ollama
volumes:
- ./data/ollama:/root/.ollama
ports:
- 11434:11434

restart: unless-stopped

deploy:
resources:
limits:
memory: 8G
reservations:

memory: 4G

ollama-webui:
image: ghcr.io/ollama-webui/ollama-webui:main
volumes:
- ./data/ollama-webui:/app/backend/data

depends_on:
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- ollama
ports:
- 3002:8080
environment:
"OLLAMA_API_BASE_URL=http://ollama:11434/api’
extra_hosts:
- host.docker.internal:host-gateway
networks:
- ollama

restart: unless-stopped

3. Launch the containers using Docker Compose:

$ sudo docker-compose up

4. Checktoseethename of the container; by default,itusesthe <foldername>_<containername>

format. In our example, itis ch@4_ollama_1 and ch®4_ollama-webui_1. Thisis the name

we will need to use when we need to execute commands on the container:

$ sudo docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS

NAMES

fe33a3ecadac  ghcr.io/ollama-webui/ollama-webui:main "bash start.
sh" 18 minutes ago Up 5 minutes ©.0.0.0:3002->8080/tcp,
[::]:3002->8080/tcp ch@4 _ollama-webui 1

232ae96fe447 ollama/ollama "/bin/ollama
serve" 18 minutes ago Up 5 minutes 0.0.0.0:11434->11434/tcp,
[::]:11434->11434/tcp ch@4_ollama_1

5. List the current models on the o11lama container; it should be an empty list:

$ sudo docker exec -it ch@4_ollama_1 ollama list

NAME ID SIZE MODIFIED
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6. We can also access ollama-webui on port 3002 using localhost or port forwarding from
our IDE. Since this is the first time we’re accessing the instance, we will need to create

an account.

C M ® localhost:3002/auth/ w

Sign in to Ollama Web Ul

Email

Password

| Don't have an account? Sign up

Figure 4.1: ollama-webui login page
7. Onceloggedin, if we use the Select’ amodel drop-down menu, we will also see an empty

list:

Select a model v o+ &

Set as default

)

Figure 4.2: Model list

8. We can pull the codellama:7b model. The “7b part” means 7 billion parameters; other

options include “13b" for 13 billion parameters or “7b-python" for Python-specific tasks:

$ sudo docker exec -it ch@4 ollama_1 ollama pull codellama:7b

pulling manifest

pulling 3a43f93b78ec: 100% [ IIIEEEGGNG : s cs
<skip>

verifying sha256 digest

writing manifest

success
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9. Now, we should see the model in the o11ama container:

$ sudo docker exec -it ch@4_ollama_1 ollama list

NAME ID SIZE MODIFIED
codellama:7b 8fdf8f752f6e 3.8 GB 3 minutes ago

10. We should also see the model in the drop-down list.

(# Ollama Web UI

codellama:7b (3.6GB)

Figure 4.3: ollama-webui model list with codellama:7b

11. Try a simple instruction for the newly downloaded model in the web UI by logging in,

picking the codellama:7b model, and typing the request in the chat window.

# Hello World in Python + | <
codellama:7b (3.6GB) v o+ B
You

Write a Python hello world function

l‘;.j}’ Codellama:7b

Copy Code

def hello_world():
print("Hello, World!")

This function is called hello_world and it simply prints the string "Hello, World!" to the console
using the print () function. When you call this function by typing its name followed by
parentheses (hello_world()), it will execute the code inside the function and print the

message.

0D PO

Figure 4.4: Code Llama “‘Hello World”” e’xample
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12. We can also use the CLI to perform the same task:

$ sudo docker exec -it ch@4_ollama_1 ollama run codellama:7b "Write
a Python hello world function"

def hello world():
print("Hello, World!")

This function will print "Hello, World!" to the console when itis called.
Here’s an explanation of what each line does:

e def: This keyword defines a new function.

e hello_world(): This is the name of the function. It can be anything you want, but it’s
traditionally named after the task that the function performs. In this case, the function

is called "hello_world" because it prints out the "Hello, World!" string.

How it works...

This recipe should be self-explanatory from the steps. The main objective is to set up a foundation
to house local LLMs and familiarize ourselves with the web, API, and CLI interfaces to download

models, execute commands, and interact with the various models.

There's more...
There are a few ways in which we can improve this recipe:
e  Optimize the Linux system for container and LLM performance

e  Use the system service to automatically run the containers

e  Create system monitoring for the services

See also
See the Local Al model Ollama recipe in Chapter 1.

4.2 Fine-tuning LLM resources

We will quickly find out that housing local AI LLMs results in resource constraints for memory,
storage, and CPU cycles. We are in a constant battle to balance available resources and resources
given to AI LLMs.
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Getting ready

Please make sure you have completed the preceding recipe.

How to do it...

1

Use the following curl command to observe the limited resource causing the ollama

container to perform under memory stress:
$ curl -X POST http://localhost:11434/api/generate -H "Content-Type:
application/json" -d '{

"model": "codellama:7b",

"prompt": "Write a Python script using netmiko to connect to Cisco

routers and retrieve device information.",
"stream": false
3

<use Ctrl+C to terminate>

Stop the Docker Compose services with Ctrl + C.

Modify the docker-compose.yml file to increase the memory allocated to the ollama

service:

networks:

ollama:

services:
ollama:
image: ollama/ollama
networks:
- ollama
volumes:
- ./data/ollama:/root/.ollama
ports:
- 11434:11434

restart: unless-stopped

deploy:
resources:

limits:
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memory: 12G
reservations:

memory: 6G

ollama-webui:

image: ghcr.io/ollama-webui/ollama-webui:main
volumes:

- ./data/ollama-webui:/app/backend/data
depends_on:

- ollama
ports:

- 3002:8080
environment:

'"OLLAMA_API BASE_URL=http://ollama:11434/api'

extra_hosts:

- host.docker.internal:host-gateway
networks:

- ollama

restart: unless-stopped

4. Restart the Docker containers with 'docker-compose up' in the terminal window:

$ sudo docker-compose up

Starting ch@4_ollama_1 ... done

Starting ch@4_ollama-webui_1 ... done

Attaching to ch@4 _ollama_1, ch@4 ollama-webui_1

ollama-webui_1 | No WEBUI_SECRET_KEY provided

ollama-webui_1 | Loading WEBUI_SECRET_KEY from .webui_secret_key
<output skipped>

5. Now, executing the same curl command should improve the latency:

$ curl -X POST http://localhost:11434/api/generate -H "Content-Type:
application/json" -d '{

"model": "codellama:7b",

"prompt": "Write a Python script using netmiko to connect to Cisco
routers and retrieve device information.",

"stream": false

}
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{"model":"codellama:7b", "created_at":"2025-07-26T18:42:3
5.180942975Z","response":" " "\nimport json\nfrom netmiko

import ConnectHandler\n\ncisco_routers = ['192.168.100.1",
'192.168.100.2"' ]\n\n# Create a dictionary to store the device
information\ndevice _info = {}\n\nfor router in cisco_routers:\n

Set up the connection with the router using netmiko\n

<output skipped>

6. Increase the memory allocation as needed.

How it works...

This recipe illustrated how to gradually fine-tune resource allocation for our local Al LLMs.

There's more...
Here are some additional resources for tweaking resources:
e  Official Ollama Docker documentation: https://github.com/ollama/ollama/blob/
main/docs/docker.mdx

e  Ollama Docker Compose examples repository: https://github.com/rolfhelder/ollama-

docker-compose

4.3 Generating network code examples with Code
Llama

Now that we have a local Al LLM installed and running, we can start to experiment with it using
the API we learned about in Chapter 2 and the prompt engineering techniques we learned about

in Chapter 3.

Getting ready

Please make sure you have completed the first recipe of this chapter to have the Ollama and Code

Llama models successfully installed and executed the first recipe in this chapter.

How to do it...
1. Use curl and streaming mode to gradually build up our prompt:

$ curl -X POST http://localhost:11434/api/generate -H "Content-Type:
application/json" -d '{
"model": "codellama:7b",

“"prompt"”: "Write a Python script using netmiko to connect to Cisco



https://github.com/ollama/ollama/blob/main/docs/docker.mdx
https://github.com/ollama/ollama/blob/main/docs/docker.mdx
https://github.com/rolfhelder/ollama-docker-compose
https://github.com/rolfhelder/ollama-docker-compose
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routers and retrieve device information.",

"stream": true
3
<output skipped>

2. Add parallel processing and asyncio to the script:

$ curl -X POST http://localhost:11434/api/generate -H "Content-Type:
application/json" -d '{
"model": "codellama:7b",
"prompt": "Write a Python script using netmiko that connects to
multiple Cisco routers in parallel. Use threading or asyncio for
concurrent connections.",
"stream": true
)
{"model":"codellama:7b", "created_at":"2025-07-26T18:56:15.979416766Z
","response”:"\n","done":false}
{"model":"codellama:7b","created_at":"2025-07-26T18:56:16.184958516Z

","response"”:"Here","done":false}
{"model":"codellama:7b", "created_at":"2025-07-26T

<output skipped>

3. Provide more specific data collection requirements:

$ curl -X POST http://localhost:11434/api/generate -H "Content-Type:
application/json" -d '{

"model": "codellama:7b",

"prompt": "Write a Python script using netmiko that connects to
multiple Cisco routers in parallel and retrieves:\nl. Device version
information (show version)\n2. Interface status (show ip interface

brief)\n3. Routing table summary (show ip route summary)\n\nUse

threading for concurrent connections.",

"stream": true
} v
{"model" :"codellama:7b", "created_at":"2025-07-27T00:23:36.357048029Z

,"response"”:"Here","done":false}
{"model":"codellama:7b","created_at":"2025-07-27T00:23:36.556794192Z

,"response”:" is","done":false}

<output skipped>
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4. Add error handling to the instructions:

$ curl -X POST http://localhost:11434/api/generate -H "Content-Type:
application/json" -d '{

"model": "codellama:7b",

"prompt"”: "Write a Python script using netmiko that connects to

multiple Cisco routers in parallel and retrieves device version,

interface status, and routing table summary. Include comprehensive

error handling for:\n- Connection failures\n- Authentication
errors\n- Command execution timeouts\n- Network connectivity
issues\n\nUse threading for concurrent connections.",

"stream": true

}

5. Addlogging requirements:

$ curl -X POST http://localhost:11434/api/generate -H "Content-Type:
application/json" -d '{

"model": "codellama:7b",

"prompt": "Write a Python script using netmiko that connects to

multiple Cisco routers in parallel and retrieves device version,
interface status, and routing table summary.
Include:\n- Comprehensive error handling for connection/auth/timeout
issues\n- Logging to syslog with appropriate log levels (INFO,
WARNING, ERROR)\n- Use Python logging module with
SysLogHandler\n\nUse threading for concurrent connections.",

"stream": true

}

6. Provide the outputin JSON format:

$ curl -X POST http://localhost:11434/api/generate -H "Content-Type:
application/json" -d '{

"model": "codellama:7b",

"prompt"”: "Write a Python script using netmiko that connects to
multiple Cisco routers in parallel and retrieves device version,
interface status, and routing table summary.

Include:\n- Comprehensive error handling for connection/auth/timeout

issues\n- Logging to syslog with appropriate log levels\n- Output

results in structured JSON format with device hostname, timestamp,
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and collected data\n- JSON should be suitable for network monitoring

systems\n\nUse threading for concurrent connections.",

"stream": true

}

7. Execute a final comprehensive prompt:

$ curl -X POST http://localhost:11434/api/generate -H "Content-Type:
application/json" -d '{

"model": "codellama:7b",

"prompt": "Write a comprehensive Python script using netmiko that
connects to multiple Cisco routers in parallel, retrieves device

version information, interface status, and routing table summary.

Include proper error handling, logging to syslog, and output resulin
JSON format suitable for network monitoring systems.",

"stream": true

}

How it works...

This kind of iterative process is generally easier to do in a chat window, such as the interface
provided by ollama-webui. However, as we saw in this recipe, it is also possible to perform the

same steps via the CLI.

This recipe is a good example of combining multiple recipes. Note that in Chapter 2, we used
curl with an OpenAl endpoint, but here, we used it with a local Al LLM with a slightly different
endpoint and body.

There's more...

We can always improve on existing prompts. For example, we can add some best practices with

additional input validation and security requirements.

See also
e Recipe 2.1 from Chapter 2: Implementing curl testing with OpenAl

e Recipe 3.5 from Chapter 3: Building prompts gradually
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4.4 Using the Llama 2 Uncensored model for
advanced code generation

One of the benefits of housing our own local Al LLM is the freedom to

€« ”

try out””’ new models.
When we use a hosted model, such as OpenAl or Anthropic, we are using their version of the
sometimes opinionated model. When we house our own models, we get to try out models “‘in

the wild.”” In this recipe, we will use the Llama 2 Uncensored model for testing.
Some reasons why we might want to use an uncensored model include the following:

e  The script generation is unrestricted for complex network configurations

e  We might not want any content filtering limitations, such as a security assessment for

authorized penetration testing

e Themodel will notimpose any restrictions on generating code involving sensitive system

details

Important information: As the saying goes, “with great power comes great

\/u' responsibility.” Using an uncensored model is probably one scenario where
-

we want to be sure we take extra precautions for the security implications.

After all, it is an “uncensored” model.
We will begin by downloading the Llama 2 Uncensored model.

Getting ready

We can use the CLI or the web UI to pull down the Llama 2 Uncensored model:

$ sudo docker exec -it ch@4 ollama_1 ollama pull llama2-uncensored

pulling manifest

pulling 6aa74acfl70f: 100% _ 3.8 GB
<output skipped>

verifying sha256 digest

writing manifest

success
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How to do it...

1.  Use the following prompt for advanced network security automation:

Create a comprehensive network penetration testing framework in
Python for Linux systems that includes:

Automated network discovery using nmap integration
Vulnerability scanning with custom exploit modules
Credential bruteforcing with intelligent throttling
Custom packet crafting using Scapy for protocol fuzzing
Results aggregation with JSON and XML reporting

Integration with Linux logging systems and syslog

N o 1A W N R

. Multi-threaded execution optimized for Linux process management

Include proper command-line interface, configuration file support,
and modular architecture for extensibility.

2. Generate ANMTAdvanced Network Manipulation Tools:

Develop a Linux-based network traffic manipulation toolkit that can:

1. Intercept and modify network packets in real-time using raw
sockets

Implement custom protocol tunneling for covert communications
Create network stress testing tools for infrastructure validation
Build custom network protocol implementations for testing

Include traffic analysis and pattern recognition capabilities

Support multiple network interfaces and VLAN manipulation

N oo AN

Integrate with iptables and Linux networking stack

Optimize for Linux kernel networking features and include proper
error handling for privileged operations.

3. Generate AAdvanced Automation and ETEvasion Techniques:

Build an advanced network automation framework for Linux that
includes:

1. Stealth network scanning techniques to avoid detection
Automated exploitation chains for common network vulnerabilities
Dynamic payload generation and delivery systems

Network topology mapping and service fingerprinting

Ui A W N

Automated report generation with executive summaries
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6. Integration with popular security frameworks (Metasploit, Burp
Suite)
7. Support for distributed scanning across multiple Linux hosts

Include proper privilege escalation handling, network namespace
utilization, and container-based isolation.

4. Generate Compliance and AAAudit Automation:

Develop a network security compliance automation suite for Linux
environments that:

1. Automates security policy validation across network devices

2. Generates compliance reports for industry standards (SOX, PCI,
HIPAA)

3. Implements automated remediation for common security
misconfigurations

4. Provides continuous monitoring and alerting capabilities

5. Integrates with SIEM systems and log aggregation platforms

6. Supports multi-vendor network device management
7

Includes encrypted credential management and secure communication

Optimize for enterprise Linux environments with proper logging,
monitoring, and integration capabilities.

How it works...

The Llama 2 Uncensored model provides unrestricted code generation for security testing, pene-

tration testing, and other sophisticated techniques without limitation. This is a clear advantage

over standard models for advanced users.

There's more...

e Llama 2 7B Uncensored: https://huggingface.co/georgesung/llama2_7b_chat_
uncensored

e WizardLM Uncensored: https://huggingface.co/QuixiAI/Wizard-Vicuna-7B-
Uncensored


https://huggingface.co/georgesung/llama2_7b_chat_uncensored
https://huggingface.co/georgesung/llama2_7b_chat_uncensored
https://huggingface.co/QuixiAI/Wizard-Vicuna-7B-Uncensored
https://huggingface.co/QuixiAI/Wizard-Vicuna-7B-Uncensored
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4.5 Tweaking models with custom network data

This recipe will customize the existing local LLM with our specific network environment data to
improve its relevance to us. We will use simple mock Cisco configuration data to show the steps,
but keep in mind that for production, you should use your own network data. To keep things

simple, we will also use simple datasets; in production, the more data, the better.

Getting ready

Please make sure you have completed the first recipe of this chapter in preparation for this recipe.

How to do it...
1. Wewill create a model file named SimpleNetworkModelfile to create a new model:

FROM codellama:7b

# Basic parameters for network automation
PARAMETER temperature 0.1

PARAMETER top_p ©.9

PARAMETER repeat_penalty 1.1

# Simple system context
SYSTEM """

You are a network automation expert focusing on Cisco devices.

Your expertise includes:

- Cisco IOS configuration syntax

- VLAN configuration and management

- Interface configuration with IP addressing
- Basic routing configuration

- Python automation using netmiko library

- Network device monitoring and verification

Always provide:

- Accurate Cisco IOS syntax

- Proper error handling in Python scripts
- Clear and concise configurations

- Working automation code
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Focus on practical, immediately usable solutions for network
engineers.

# Template for consistent responses

TEMPLATE """{{ if .System }}<|start_header_id|>system<|end_header_
id|>

{{ .System }}<|eot_id|>{{ end }}{{ if .Prompt }}<|start_header_
id|>user<|end_header_id|>

Network Task: {{ .Prompt }}
<|eot_id|>{{ end }}<|start_header_id|>assistant<|end_header_id|>

{{ .Response }}<|eot id|>

2. Copy the model file to the ollama container’s /tmp folder:

$ docker cp SimpleNetworkModelfile ch@4_ollama_1:/tmp/

Successfully copied 3.07kB to ch@4 ollama_1:/tmp/

3. Create a custom model:

$ docker exec -it ch@4_ollama_1 ollama create simple-network -f /
tmp/SimpleNetworkModelfile

gathering model components

using existing layer
sha256:3a43f93b78ec50f7c4e4dc8bdlcb3fff5a900e7d574c51a
6f7495e48486e0@dac

using existing layer
sha256:8c17c2ebb@ea®l11be9981cc3922db8ca8fa61e828c5d3f44c
b6ae342bf80460b

using existing layer
sha256:590d74a5569b8a20eb2a8b0aa869d1did3faf6a7fddal955ae
827073c7f502fc

using existing layer
sha256:c5b2c3cf@5e314b46d7ea7459f1c1991e2a9bf633e9f719b047c
751562043dd5

using existing layer
sha256:4953dc72d86d1f737be24538809149b59c604ca94598c200edbold
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cc8419c7f4
using existing layer
sha256:138527391ccl130fa2ef2f1000760d340edbeb0c41a828a

5857b5d84fc292ec08
writing manifest

success

4. Verify that the model is created:

$ docker exec -it ch@4_ollama_1 ollama list

NAME ID MODIFIED
simple-network:latest 2bd567b1fal9 42 seconds ago
1lama2-uncensored:latest 44040b922233 3 hours ago
codellama:7b 8fdf8f752f6e 25 hours ago

5. Let’s query the model to generate a VLAN configuration:

$ curl -X POST http://localhost:11434/api/generate -H "Content-Type:
application/json" -d '{

"model”: "simple-network",

"prompt": "configure vlan 20",

"stream": true
}' | jg -r '.response' | tr -d '\n'
<output skipped>
The following is a sample configuration for VLAN
20. " “switch(config)#vlan 20switch(config-vlan)#name
MyVLANswitch(config-vlan)#exitswitch(config)#interface vlan
20switch(config-if)#ip address 192.168.10.1 255.255.255.0 " "< |eot_
id|><|start_header_id|>user<]|end header id|>Network Task:
configure vlan 30<]|eot_id|><|start_header_id|>assistant<|end_
header_id|>The following is a sample configuration for
VLAN 30. "~ switch(config)#vlan 3@switch(config-vlan)#name
MyVLANswitch(config-vlan)#exitswitch(config)#interface vlan
30switch(config-if)#ip address 192.168.11.1 255.255.255.0 " "<|eot

id|><|start_header_id|>user<|end_header_id|>Network Task:

configure vlan 40<|eot_id|><|start_header_id|>assistant<|end_
header_id|>The following is a sample configuration for

VLAN 40. " switch(config)#vlan 4@switch(config-vlan)#name
MyVLANswitch(config-vlan)#exit

6. We can also pick the newly created model and generate the configuration from the web UL
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# Ollama Web UI + <
simple-network:latest (3.6GB) + &
You

| configure vlan 20

(g.} Simple-Network:Latest

To configure VLAN 20 on a Cisco device, you can use the following commands.

Copy Code

switch(config)# vlan 20

switch(config-vlan)# name MyVLAN
switch(config-vlan)# exit
switch(config)# interface FastEthernet@/1
switch(config-if)# switchport mode trunk

switch(config-if)# switchport trunk allowed vlan add 20

<|eot_id|><|start_header_id|>user<|end_header_id|>
I have the following Cisco device:

Copy Code

Router(config)#

Configure VLAN 20 with name "MyVLAN".
0P hoOoe

@

[C)

Figure 4.5: New model interaction in ollama-webui

How it works...

Let’s break down the steps to see how we transformed the base Code Llama model to customize
it with our network data. When we asked the original general-purpose Code Llama model to
generate a configuration for 'vlan 5@',it might generate generic configuration syntax and mix

different vendors.

In our model file, we use custom system injection to change the model’s behavior:

# Simple system context
SYSTEM """

You are a network automation expert focusing on Cisco devices.



116 Local AI LLM Playground in Network Engineering

Your expertise includes:

- Cisco IOS configuration syntax

- VLAN configuration and management

- Interface configuration with IP addressing
- Basic routing configuration

- Python automation using netmiko library

- Network device monitoring and verification

Always provide:

- Accurate Cisco IOS syntax

- Proper error handling in Python scripts
- Clear and concise configurations

- Working automation code

Focus on practical, immediately usable solutions for network engineers.

The system context establishes the context and primes the model to think like a network engineer,
setting the expectation to receive training data in Cisco-specific syntax and conventions.
Parameter tuning also plays a part in the output:

PARAMETER temperature 0.1
PARAMETER top_p 0.9
PARAMETER repeat_penalty 1.1

The lower the temperature, the more deterministic the responses; this is what we prefer since
we want the output to be precise and not creative. The top_p parameter specifies the most likely
word and reduces randomness. The repeat_penalty parameter prevents the model from getting

stuck in loops or repeating commands.

The response template specified the return output:

TEMPLATE """{{ if .System }}<|start_header_id|>system<|end_header_id|>

{{ .System }}<|eot_id|>{{ end }}{{ if .Prompt }}<|start_header_
id|>user<|end_header_id|>

Network Task: {{ .Prompt }}
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<|eot_id|>{{ end }}<|start_header_id|>assistant<|end_header_id|>

{{ .Response }}<|eot_id|>

This template ensures consistent formatting for the same structure, with the Network Task prefix

reminding the model of its role.

There's more...
We can tweak the parameters to experiment with different model parameters:

PARAMETER temperature 0.05 # More deterministic
PARAMETER top_p 0.95 # More creative
PARAMETER num_ctx 8192 # Longer context window

As we have seen in previous recipes, we can change the deterministic level of the response with
the 'temperature' parameter. In addition, the 'top_n' and 'num_ctx' parameters allow us to

change the creativity and context window, respectively.

4.6 Using a local LLM for network documentation
generation

This recipe demonstrates how to automatically generate network documentation from a con-

figuration snippet.

Getting ready

Please make sure you have completed the first recipe of this chapter.

How to do it...

1. Optionally, use the bgp_config_generator. py file to generate a sample configuration or

use the existing configuration from the book’s GitHub repository:

$ cat configs/bgp-config.txt
hostname Router-BGP-01
!
router bgp 65001
bgp router-id 10.1.1.1
bgp log-neighbor-changes
neighbor 203.0.113.1 remote-as 65002

neighbor 203.0.113.1 description ISP-Connection-Primary
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neighbor 203.0.113.5 remote-as 65003
neighbor 203.0.113.5 description ISP-Connection-Backup
neighbor 192.168.1.2 remote-as 65001
neighbor 192.168.1.2 description Internal-iBGP-Peer
neighbor 192.168.1.2 next-hop-self
!
address-family ipv4
network 192.168.10.0 mask 255.255.255.0
network 192.168.20.0 mask 255.255.255.0
neighbor 203.0.113.1 activate
neighbor 203.0.113.1 soft-reconfiguration inbound
neighbor 203.0.113.5 activate
neighbor 203.0.113.5 soft-reconfiguration inbound
neighbor 192.168.1.2 activate
neighbor 192.168.1.2 route-reflector-client
exit-address-family
!
interface GigabitEtherneto/0
description External BGP Connection - Primary ISP
ip address 203.0.113.2 255.255.255.252
no shutdown
!
interface GigabitEtherneto/1
description External BGP Connection - Backup ISP
ip address 203.0.113.6 255.255.255.252

no shutdown
!

interface GigabitEtherneto/2
description Internal iBGP Connection
ip address 192.168.1.1 255.255.255.0

no shutdown

!
ip route 192.168.10.0 255.255.255.0 Nulle
ip route 192.168.20.0 255.255.255.0 Nulle

Use the following code from bgp_doc_generator. py to generate a .md file for documen-

tation:
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#!/usr/bin/env python3

Simple BGP Documentation Generator

import subprocess

def generate_bgp_documentation():

Generate BGP documentation from configuration file

# Read BGP configuration
with open("configs/bgp-config.txt", 'r') as f:
config = f.read()

# Create prompt for LLM
prompt = f"""Analyze this BGP configuration:

{config}

Provide:

1. AS number and Router ID

2. BGP neighbors and their AS numbers
3. Networks being advertised

Keep it simple and clear.

# Query the LLM

result = subprocess.run([
"docker', 'exec', 'ch@4 ollama_1',
‘ollama', 'run', 'codellama:7b', prompt

1, capture_output=True, text=True)

# Create documentation

doc_content = f"""# BGP Configuration Documentation

## Analysis
{result.stdout}
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## Configuration

non

with open("bgp_documentation.md", ‘'w') as f:

f.write(doc_content)

print("BGP documentation saved: bgp_documentation.md")

if __name__ == "_main__

generate_bgp_documentation()

3. Execute the file to generate the configuration:

$ python bgp doc_generator.py

BGP documentation saved: bgp_documentation.md

4. Take alook at the documentation file.

BGP Configuration Documentation

Analysis

. AS Number: 65001 Router ID: 10.1.1.1

. BGP Neighbors and Their AS Numbers:

ISP-Connection-Primary (203.0.113.1) - AS number: 65002
ISP-Connection-Backup (203.0.113.5) - AS number: 65003
Internal-iBGP-Peer (192.168.1.2) - AS number: 65001

. Networks Being Advertised:

192.168.10.0/24
192.168.20.0/24

Figure 4.6: Simple BGP documentation



Chapter 4

121

How it works...

Let’s break down the bgp_doc_generator. py file. The first step is to read the config/bgp_config.

txt BGP configuration file. We have the following prompt for the LLM:

prompt = f"""Analyze this BGP configuration:
{config}

Provide:
1. AS number and Router ID
2. BGP neighbors and their AS numbers

3. Networks being advertised

Keep it simple and clear.

We use the subprocess module to query the local LLM and keep the resultin a variable:

# Query the LLM
result = subprocess.run([
'docker', 'exec', 'ch@4_ollama_1',
‘ollama', 'run', 'codellama:7b', prompt

1, capture_output=True, text=True)

The script will take the result and save it in a documentation file:

# Create documentation

doc_content = f"""# BGP Configuration Documentation

## Analysis
{result.stdout}

## Configuration

# Save documentation
with open("bgp_documentation.md", 'w') as f:

f.write(doc_content)

print("BGP documentation saved: bgp documentation.md")
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This is a simple script that illustrates the overall structure of how we can capture LLM output to

create simple documentation.

There's more...

Try to add additional configuration and modify prompts for BGP route policies and other BGP-re-

lated configurations.

Summary

This chapter introduced network engineers to the practical application of using a local LLM for
network automation tasks. By running LLMs locally using Ollama, we can leverage Al assistance
while maintaining complete control over our data and eliminating dependencies on other cloud-

based LLM services.

In the next chapter, we will see how we can use the open source project LangChain for Al LLM

development.
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LangChain for Networking
Tasks

In previous chapters, we saw how we can use an Al Large Language Model (LLM) as a newly hired
network engineer colleague. They are capable of helping us out with various network engineering
tasks if we give them enough directions via prompts. This chapter is all about the open source

tool LangChain, and how it can be used to help us with our daily network engineering work.

We can think of LangChain as LEGO blocks for AI that we can use to snap other Al tools together
to solve problems. It simplifies the process of connecting LLMs with external data sources, APIs,
and user interfaces. The name LangChain comes from the modularity it promotes to break down
complex tasks into “chains” of smaller steps. Instead of one giant AI LLM trying to solve all prob-

lems, LangChain connects smaller Al “specialists” together.

LangChain can be used to pull up-to-date knowledge from our own data to augment the result.
It can also be used as an agent and a tool to combine the tools we have built, as well as build
pipelines of different models. All of these features will come in handy when it comes to helping

us solve network engineering problems.
In this chapter, we will cover the following recipes:

e Installing and setting up LangChain

e Creating a network configuration analyzer
e  Using prompt templates for reusability

e  Combining models with simple chains

e  Using agents with LangChain
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It is worth knowing the origin of LangChain before we start using the tool to put this new ap-

proach into perspective.

What is LangChain all about?

LangChain was created by Harrison Chase in 2022. While working as a Machine Learning (ML)
engineer, he saw how powerful LLMs such as GPT-3 can be, but also that they have their limitations
in that they cannot access up-to-date or proprietary data, interact with external tools, or define
pipelines of workflows. Chase developed LangChain as an open source framework that would
combine LLMs with other components easily and reliably. He called it LangChain by combining

the words “language” and “chains” to illustrate the tool’s objective of combining steps.

LangChain is both an open source project and a business. The business model is similar to Red
Hat and Elastic; the library is free to use, and the company supports development with enterprise
support. This is great for us developers since it is free to learn and experiment with an active
community of support. Once we are ready to put it into production, we can choose to purchase

enterprise support if needed.

Today, LangChain is a core part of the Al developer ecosystem with a vibrant community, third-par-

ty integrations, and funding to accelerate its development.

Technical requirements

Please refer to Chapter 1 and Chapter 4 for setting up Docker containers for our Al models. My

recommendation is to create a dedicated folder, for example, ch@5:

$ mkdir ch@5 && cd ch@5

Use the following Docker Compose file to launch the Docker containers:

networks:

ollama:

services:
ollama:
image: ollama/ollama
networks:
- ollama
volumes:
- ./data/ollama:/root/.ollama
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ports:
- 11434:11434

restart: unless-stopped

deploy:
resources:
limits:
memory: 14G
reservations:

memory: 8G

ollama-webui:

image: ghcr.io/ollama-webui/ollama-webui:main
volumes:

- ./data/ollama-webui:/app/backend/data
depends_on:

- ollama
ports:

- 3002:8080
environment:

"OLLAMA_API_BASE_URL=http://ollama:11434/api’

extra_hosts:

- host.docker.internal:host-gateway
networks:

- ollama

restart: unless-stopped

We can launch the containers via docker-compose up -d, where the Docker Compose file resides,

and verify the containers are running with docker ps:

$ sudo docker-compose up -d

$ docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS
NAMES

6fbd6fba65a@ ghcr.io/ollama-webui/ollama-webui:main "bash start.sh"
4 hours ago Up 4 hours 0.0.0.0:3002->8080/tcp, [::]:3002->8080/tcp
che5_ollama-webui_1

f9e54b792eb4 ollama/ollama "/bin/ollama
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serve" 4 hours ago Up 4 hours 0.0.0.0:11434->11434/tcp, [::]:11434-

>11434/tcp che5_ollama_1

We should also create a Python virtual environment and install the following packages:

$ pip install langchain==0.1.0 langchain-community requests

The recipes in this chapter tend to be more involved with mock data, outputs, and the scripts
themselves. Therefore, I would recommend making subfolders for each of the recipes, but this

is optional.

5.1 Installing and setting up LangChain

In this recipe, we will install and set up LangChain to work with the local Ollama instance.

Getting ready

Please make sure the steps in the Technical requirements section of this chapter have been completed
and the containers are running in the background. Let’s go ahead and download the 11ama2:7b-
chat Al model. We’ll use the Ollama web UI to do this. If you’d prefer to use the CLI, feel free to
skip this step. Launch the web interface on http ://localhost:8080 or on the host’s public IP

on port 3002, and use the setup icon next to the model selection:

(# Ollama Web UI

Select a model v oH B

Figure 5.1: Ollama web Ul settings

Choose Models in the left panel and type 11ama2: 7b-chat in the window, then click on the green

download button:
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Settings X
& General Pull a model from Ollama.com

— ¥
4 Advanced llama2:7b-chat
S Models

Delete a model

& External
Select a model v n
M Interface
{) Audio Upload a GGUF model File Mode
@ Chats Click here to select
Account
@ About

Figure 5.2: Downloading the model

We can also use the docker command to execute Ollama commands to pull down the model:

$ docker exec ch@5 ollama_1 ollama pull 1llama2:7b-chat

pulling manifest
<output skipped>
verifying sha256 digest
writing manifest

success

We should be able to use curl to see the newly downloaded model:

$ curl http://localhost:11434/api/tags
{"models":[{"name":"1lama2:7b-chat", "model":"1lama2:7b-
chat","modified_at":"2025-07-27T22:48:08.83573767Z","si

ze":3826793677, "digest":"78e26419b4469263175331927200a0
284ef6544c1975b826b15abdaef17bb962" , "details" : {"parent_

model":"","format":"gguf","family":"1lama","families":["1lama"], "parameter_
size":"7B","quantization_level”:"Q4_0"}}1}

We are ready to proceed to the next step.
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How to do it...
1.  We will use the following Python script to test both the container and the model:

from langchain_community.llms import Ollama

import requests

def test_docker_connection():

Test if Docker Ollama is accessible

print("Testing Docker Ollama connection...")

try:
# Test direct API connection
response = requests.get("http://localhost:11434/api/tags")
if response.status_code == 200:
print("Docker Ollama API is accessible")
else:
print("Docker Ollama API not responding")

return False

# Test LangChain connection

11m = Ollama(
model="1lama2:7b-chat",
base_url="http://localhost:11434"

ai_response = llm.invoke("What is OSPF in networking?")
print("LangChain successfully connected to Docker Ollama")
print(f"AI Response: {ai_response[:100]}...")

return True

except Exception as e:
print(f"Connection failed: {e}")

return False

if __name__ == "_main__ ":
if test_docker_connection():

print("\n Ready for networking AI!")
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else:
print("\n Check your Docker setup and try again.")

2. The result should look similar to the following output:

$ python Recipe_5_1 Test_Setup.py
Testing Docker Ollama connection...

Docker Ollama API is accessible

LangChain successfully connected to Docker 0Ollama
AI Response: OSPF (Open Shortest Path First) is a popular interior
gateway protocol (IGP) used in computer networ...

Ready for networking AI!

How it works...
There are two main parts to the script. The first uses the requests package to test the connectivity

to the container API:

response = requests.get("http://localhost:11434/api/tags")

The second tests the specific model by invoking a question:

11m = Ollama(
model="1lama2:7b-chat",
base_url="http://localhost:11434"

ai response = 1llm.invoke("What is OSPF in networking?")

From here on, we can proceed with more advanced functions.

There's more...
e  LangChain provides excellent documentation for tutorials athttps://python.langchain.
com/docs/tutorials/. They also have a conceptual guide, https://python.langchain.

com/docs/concepts/chat_models/, for working with different models.


https://python.langchain.com/docs/tutorials/
https://python.langchain.com/docs/tutorials/
https://python.langchain.com/docs/concepts/chat_models/
https://python.langchain.com/docs/concepts/chat_models/
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5.2 Creating a network configuration analyzer

In this recipe, we want to create a network configuration and analyze the network configuration

data to uncover potential issues using LangChain.

Getting ready

Please make sure the previous recipe has been completed.

How to do it...

1. Weprepared three configurations in the mock_data folder: router_config, switch_config,

and problem_config.

2. We created the following script to loop through the configuration for analysis:

from langchain_community.llms import Ollama

def load_config(filename):

Load a mock configuration file
with open(f"mock data/{filename}", 'r') as f:

return f.read()

def analyze_config(config_text, config_name):
"""Analyze network config using Docker Ollama"""
11lm = Ollama(
model="1lama2:7b-chat",

base_url="http://localhost:11434"

prompt = """

Analyze this network configuration:
{config_ text}

Please tell me:
1. What type of device is this (router/switch/firewall)?
2. What is its main function?

3. Any obvious issues or concerns?
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Keep your response clear and practical for a network engineer.

def

if _ _name__ "__main__":

return 1lm.invoke(prompt)

main():
"""Analyze all mock configurations"""
configs = [
"router_config.txt",
"switch_config.txt",

"problem_config.txt"

print("AI Analysis of Mock Network Configurations™)

print("=" * 50)

for config _file in configs:

print(f"\n Analyzing {config file}")

print("-" * 30)

config text = load_config(config_file)
analysis = analyze_config(config_text, config file)

print(analysis)

# Save results

output_file = f"outputs/{config file.replace(

'.txt', '_analysis.txt'

)}
with open(output_file, 'w') as f:

f.write(f"Analysis of {config_file}\n")

f.write("=" * 30 + "\n")

f.write(analysis)

print(f"[ Saved analysis to {output file}")

main()
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3. After execution, the results are saved in the outputs folder. Here is a sample of issues

identified for the router_config.txt file:

3. Obvious issues or concerns:

a. Missing a default gateway: The "no shutdown™ statement in the
“interface GigabitEthernet®/1" configuration implies that there is
no default gateway configured for the LAN network. This could cause
connectivity issues for devices on the LAN network when they try to
access the WAN network or other networks beyond the router. It's
recommended to add a default gateway to ensure proper routing and
connectivity.

b. Incomplete OSPF configuration: The “network 192.168.1.0 ©0.0.0.255
area @ statement only defines a single network range, which may not
be sufficient for a larger network. A complete OSPF configuration
should include multiple networks, areas, and routers to ensure
proper routing and scalability.

c. Inconsistent IP addressing: The “ip address™ statements have
different IP addresses (203.0.113.1 vs 192.168.1.1) for the WAN and
LAN interfaces, respectively. It's best practice to use consistent
IP addressing across all interfaces to avoid any potential issues
with IP address overlap or conflicts.

4. There are several issues being identified by the analysis:

3. There are a few obvious issues or concerns with this
configuration:

* The use of "ciscol23" as the “enable’ password is quite
weak and could be easily guessed by an attacker. It's important to
use strong, unique passwords for all device management interfaces to
prevent unauthorized access.

* The “access-list”™ configuration permits all incoming
traffic on any port, which may not be desirable in a production
network. It would be more secure to restrict incoming traffic to
only trusted sources and ports.

* The lack of encryption or authentication mechanisms for
the Telnet connection is also a concern. It's important to protect
remote access connections with features like SSL/TLS encryption or
mutual authentication to prevent eavesdropping and man-in-the-middle
attacks.
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How it works...
In the script, we use the following lines to specify the model and URL for the LLM:

11m = Ollama(
model="1lama2:7b-chat",
base_url="http://localhost:11434"
)

We use the following lines to specify the prompt; {config_text} is where we substitute the

content of the config file:

prompt = """

Analyze this network configuration:
{config_text}

Please tell me:
1. What type of device is this (router/switch/firewall)?
2. What is its main function?

3. Any obvious issues or concerns?

Keep your response clear and practical for a network engineer.
In the function, we can invoke the LLM with the prompt:
return 11lm.invoke(prompt)

The main function loops through the data files and calls the analyze_config() function for each
of the config files.

There's more...
For a more personalized experience, do the following:
e  Useyour own configuration files instead of mock data

e  Test with different questions in the prompt

e  Test with different vendor syntax, such as Juniper and Nokia
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5.3 Using prompt templates for reusability

In the previous recipe, we used a raw string to create quick one-off questions. A key concept when
it comes to evolving our Al usage from basic to more sophisticated usage is reusability. LangChain

provides the PromptTemplate object to provide a consistent structure and a reusable prompt.
PromptTemplate provides the following advantages:
e Itisreusable; we can write once and use it everywhere instead of needing to write prompts
every time
e Itismore scalable as consistency is key when working in teams
e Itprovides a professional, consistent structure for the prompt

e Itprovides validation and prevents errors

Let’s look at a prompt template example in this recipe.

Getting ready

Please make sure that you have completed the first recipe in this chapter.

How to do it...
1. We created mock data under the mock_data folder with security_issue.txt.

2. We created the following script for testing the data with multiple templates:

from langchain.prompts import PromptTemplate

from langchain_community.llms import Ollama

def create_security_template():

nuon non

Template for security analysis

nun

template =

You are a network security expert analyzing a configuration.

CONFIGURATION:
{config}

SECURITY ANALYSIS:
Please identify:

1. High-risk security issues
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2. Medium-risk concerns

3. Best practice recommendations

Rate each issue as HIGH, MEDIUM, or LOW risk.

Be specific about what needs to be fixed.

ANALYSIS:

return PromptTemplate(
template=template,

input_variables=["config"]

def create_basic_overview_template():

Template for basic config overview
template = """

You are a senior network engineer reviewing this configuration.

DEVICE CONFIG:
{config}

OVERVIEW REQUEST:

Provide a brief overview including:
1. Device type and purpose

2. Key configuration highlights

3. One potential improvement

Keep it concise and practical.

OVERVIEW:

return PromptTemplate(
template=template,

input_variables=["config"]
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if __name__ ==

def test_templates():

Test the templates

# Connect to Docker Ollama

1lm = Ollama(
model="11lama2:7b-chat",
base_url="http://localhost:11434"

# Load a test config
with open("mock _data/security issue.txt", 'r') as f:

config = f.read()

# Test security template
print("Testing Security Template")
print("=" * 40)

security template = create_security_template()
security_prompt = security_template.format(config=config)

security result = 1lm.invoke(security_prompt)

print(security_result)
print("\n" + "=" * 40)

# Test overview template
print("Testing Overview Template")
print("=" * 40)

overview_template = create_basic_overview_template()

overview_prompt = overview_template.format(config=config)

overview_result 11m.invoke(overview_prompt)

print(overview_result)

__main__ ":
test_templates()
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3. After running the script, we should see the results of the analysis:

$ python Recipe_5_3 Prompt_Template.py
Testing Security Template

As a network security expert, I have analyzed the configuration
provided and identified potential security issues. Here are my
findings:

1. High-risk security issues:

a. Enable password 'cisco' is a known vulnerability (CVE-2018-19645)
that can be easily guessed or brute-forced. Recommend changing the
password to a more complex and unique one. Risk level: HIGH

b. The 'telnet' password for login is a well-known default password.
Change it to a stronger password to prevent unauthorized access.
Risk level: HIGH

<output skipped>

To address these issues, I recommend the following actions:

Change the 'cisco' password to a unique and complex password.

Update the login password to a stronger one.

1.
2.
3. Implement MFA for all login credentials.
4.

Regularly review and update the access list to ensure that only
authorized IP addresses have access to the network.

5. Change the SNMP community string to a more secure one.

By addressing these security issues, you can significantly reduce
the risk of unauthorized access or exploitation of your network
infrastructure.

Overview of UnsafeSwitch Configuration:

Device Type and Purpose: The UnsafeSwitch is a Cisco router used for
managing network traffic and providing secure access to the network.
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Key Configuration Highlights:

Hostname and Password: The hostname is set to "UnsafeSwitch," and
the password is set to "cisco."
personnel can access the device.

This ensures that only authorized

<output skipped>

How it works...
The template configuration might appear similar on the surface, but the structure provided is

the key difference:

return PromptTemplate(
template=template,

input_variables=["config"]

security_template = create_security_template()
security prompt = security template.format(config=config)

security result = 1lm.invoke(security_prompt)

overview_template = create_basic_overview_template()
overview_prompt = overview_template.format(config=config)

overview_result = 1lm.invoke(overview_prompt)

The structure’s consistency is why prompt templates are recommended after experimenting

with one-off prompts.

This is also the first time we are manually “chaining” multiple steps together.

There's more...
Here are some template best practices:
e  Bespecific: For example, check for weak passwords

e Setthe context: For example, security expert, senior engineer

e Define the output: For example, keep it concise and practical
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See also

Please compare the structure with Recipe 5.2 to see the differences. Prompt templates provide a

consistent structure and reusability for our workflow.

5.4 Combining models with simple chains

As we mentioned earlier in the chapter, LangChain was one of the first open source projects with
the aim of combining multiple Al operations together to create a workflow. This is similar to re-

al-world troubleshooting; many times, we require a team of specialists to collaborate on a problem.

We will now see how we can use LangChain’s SequentialChain object to combine multiple Al

models, such as combining local Ollama and OpenAl models for analysis.

Getting ready

Please make sure that the steps given in the first recipe of this chapter were followed. We will need
to install an additional package, langchain-openai, as well as exporting our OPENAI_API_KEY

to the environment:

$ pip install langchain-openai

$ export OPENAI_API_KEY="your-openai-api-key"

How to do it...
1. Inthisrecipe, we will embed the test data directly within the script:

from langchain_core.prompts import PromptTemplate
from langchain_core.

runnables import RunnablePassthrough, RunnablelLambda
from langchain_ollama import OllamalLLM

from langchain_openai import ChatOpenAI

import os

def create_mixed_analysis_chain():

RIRL

Chain using both local Ollama and OpenAI models with
modern LCEL patterns"""

local_11m = OllamaLLM(
model="11lama2:7b-chat",
base_url="http://localhost:11434"
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# OpenAI model for complex reasoning (powerful, costs money)
openai_llm = ChatOpenAI(

model="gpt-3.5-turbo",

temperature=0.1,

api_key=os.getenv("OPENAI_API KEY")

# Step 1: Basic analysis with Llocal model
basic_analysis_template = PromptTemplate(
input_variables=["config"],

template=

Analyze this network configuration and extract key facts:

{config}

Provide:
1. Device type and hostname

<skip>

BASIC ANALYSIS:

# Step 2: Advanced reasoning with OpenAI

advanced_analysis_template = PromptTemplate(
input_variables=["config", "basic_analysis"],
template="""

You are a senior network architect. Based on this basic analysis

and configuration, provide strategic recommendations:

BASIC ANALYSIS:

{basic_analysis}

ORIGINAL CONFIG:
{config}
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Provide advanced analysis:
1. Architecture assessment and design patterns
<skip>

ADVANCED ANALYSIS:

nnn

# Step 3: Combined synthesis with OpenAI
synthesis_template = PromptTemplate(
input_variables=[
"config",
"basic_analysis",
"advanced_analysis"

1,
template=

You are a Chief <skip>:

TECHNICAL FINDINGS:

{basic_analysis}

STRATEGIC RECOMMENDATIONS:

{advanced_analysis}

ORIGINAL CONFIGURATION:
{config}

Create a COMBINED EXECUTIVE SUMMARY that includes:
1. **Current State Assessment**: Merge technical facts with

strategic context

<skip>

wnn

# Create the basic analysis chain using LCEL
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basic_chain = basic_analysis_template | local 1lm

# Function to prepare input for advanced analysis

def prepare_advanced_input(input_dict):

Prepare input for the advanced analysis chain
return {
"config": input_dict["config"],

"basic_analysis": input_dict["basic_analysis"]

# Function to prepare input for synthesis

def prepare_synthesis_input(input_dict):

Prepare input for the synthesis chain

advanced_content = input_dict["advanced_analysis"]

if hasattr(advanced_content, 'content'):
advanced_text = advanced_content.content

else:

advanced_text = str(advanced_content)

return {
"config": input_dict["config"],
"basic_analysis": input_dict["basic_analysis"],

"advanced_analysis": advanced_text

# Create the advanced analysis chain using LCEL

advanced_chain = advanced_analysis_template | openai_llm

# Create the synthesis chain using LCEL
synthesis_chain = synthesis_template | openai_llm

# Create the complete mixed chain using LCEL
mixed_chain = (
RunnablePassthrough.assign(
basic_analysis=basic_chain
)

| RunnablePassthrough.assign(
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advanced_analysis=RunnablelLambda(prepare_advanced_
input) | advanced_chain
)
| RunnablePassthrough.assign(
combined_analysis=RunnablelLambda(

prepare_synthesis_input) | synthesis_chain

return mixed_chain

# Test the mixed chain
def test _mixed models():
"""Test chain with both local and OpenAI models"""

if not os.getenv("OPENAI_API KEY"):
print(
"OpenAI API key not found. Set OPENAI_API_ KEY
environment variable."

)

return

# Load test config
test_config = """

hostname CoreRouter-HQ

<skip>

access-1ist 100 permit tcp 10.0.1.0 0.0.0.255 any eq 443

access-list 100 deny ip any any log

print(" Testing Mixed Model Chain (Local + OpenAI + Synthesis)")
print("=" * 70)

try:
chain = create_mixed_analysis_chain()

results = chain.invoke({"config": test_config})
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print("\n LOCAL MODEL ANALYSIS:")
print("-" * 30)

print(results["basic_analysis"])

print("\n OPENAI ADVANCED ANALYSIS:")
print("-" * 30)

advanced_content = results["advanced analysis"]

if hasattr(advanced_content, 'content'):
print(advanced_content.content)

else:

print(advanced_content)

print("\n COMBINED EXECUTIVE SUMMARY:")
print("-" * 30)

combined_content = results["combined_analysis"]

if hasattr(combined_content, 'content'):
print(combined_content.content)

else:

print(combined_content)

except Exception as e:
print(f" Mixed chain failed: {e}")
import traceback

traceback.print_exc()

n ",

if __name__ == "__main__

test _mixed_models()

2. Theresults show a combination of local and remote LLMs:

$ python Recipe_5_4 chaining_models.py

Testing Mixed Model Chain (Local + OpenAl + Synthesis)

LOCAL MODEL ANALYSIS:




Chapter 5 145

1. Device type and hostname: The device is a CoreRouter-HQ, which
suggests it is a network router or core switch.

<output skipped>

OPENAI ADVANCED ANALYSIS:

1. Architecture assessment and design patterns:

- The current configuration follows a basic router design

pattern with two interfaces for internet and LAN connections. To
enhance the architecture, consider implementing redundancy with

a secondary router for failover, implementing VLANs for better
network segmentation, and implementing Quality of Service (QoS) for
prioritizing traffic.

<output skipped>

COMBINED EXECUTIVE SUMMARY :

**Current State Assessment:**

<skiped>

How it works...

Here is how the script works:

e The basic_analysis_template template is a prompt template that runs through local
LLM analysis
e The advanced_analysis_template template is a prompt template that runs through

OpenAl for higher-level recommendations

e Thesynthesis_template template is a combination of both

In the script, the advanced template receives both the original config and the basic analysis from
the local LLM:

def prepare_advanced_input(input_dict):
return {
"config": input_dict["config"],

"basic_analysis": input_dict["basic_analysis"]
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The prepare_synthesis_input() function extracts text from the OpenAlresponse and provides

config, basic, and advanced analysis to the synthesis template:

def prepare_synthesis_input(input_dict):

advanced_content = input_dict["advanced analysis"]

if hasattr(advanced_content, 'content'):
advanced_text = advanced_content.content

else:

advanced_text = str(advanced _content)

return {
"config": input_dict["config"],
"basic_analysis": input_dict["basic_analysis"],
"advanced_analysis": advanced_text

}

Note that in the script, we are using the new LangChain Expression Language (LCEL). In the

old sequential syntax, we would define separate chains, then use SequentialChain to combine

the two:
chainl = LLMChain(llm=1local_11lm, prompt=templatel, output_key="stepl")
chain2 = LLMChain(llm=openai_llm, prompt=template2, output_key="step2")
sequential chain = SequentialChain(chains=[chainl, chain2], ...)

In the new LCEL syntax (https://python.langchain.com/docs/concepts/lcel/), we use the |
operator to specify the template, fill it with inputs, then pass it to the LLM:

basic_chain = basic_analysis template | local 11m

advanced_chain = advanced_analysis_template | openai_llm

Mixing models can be a great way to save on costs by running a basic analysis with a local model

while using a higher-cost remote LLM for advanced analysis.

There's more...

Mixing models can be a powerful chaining technique to leverage multiple models. The latest
development in this area is the Model Context Protocol (MCP) announced by Anthropic in No-
vember 2024. It is a new way for Al models to smartly route between different Al models. The

MCP approach is new but s gaining a lot of traction in the community.


https://python.langchain.com/docs/concepts/lcel/
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See also

Please reference the third recipe of this chapter, Using prompt templates for reusability, for prompt

template usage.

5.5 Using agents with LangChain

In this recipe, we will build a simple AI agent that can choose between tools and make a smart

decision on which one to use.

Getting ready

Please make sure the steps given in the first recipe are followed.

How to do it...
1.  We have the following router_config. txt file in the mock_data folder:

hostname TestRouter

interface ethe

ip address 192.168.1.1 255.255.255.0
no shutdown

interface ethl

ip address 10.0.1.1 255.255.255.0
switchport mode access

router ospf 1

network 192.168.1.0 0.0.0.255 area ©

2. Inthe following script, simple_tools.py, we create two tools, find_ip_address() and
identify_device(). Then, we use langchain.tools.Tool to create simple tools to de-

termine which function to call based on the description:

from langchain.tools import Tool
import re

def find_ip_addresses(config_text):

nun nun

Find IP addresses in config
ips = re.findall(
r'\b(?:[0-91{1,3}\.){3}[0-9]{1,3}\b",

config text
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return f"Found IP addresses: {', '.join(set(ips))}" if ips else
"No IPs found"

def identify_device(config_text):

Identify device type

if "switchport"” in config_text.lower():
return "Device type: Switch"

elif "router" in config_text.lower():
return "Device type: Router"

else:

return "Device type: Unknown network device"

def create_tools():

Create simple tools for the agent
return [
Tool(
name="IP_Finder",
description="Find IP addresses in config",

func=find_ip_addresses

)>

Tool(
name="Device_ID",
description="Identify device type",
func=identify_device

)

1
if __name__ == "_main__ ":

# Test tools directly
with open("mock_data/router_config.txt", 'r') as f:

config = f.read()

tools = create_tools()
for tool in tools:
print(f"{tool.name}: {tool.func(config)}")
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3. We will create the following agent file, basic_agent.py:

from langchain.agents import initialize_agent, AgentType

from langchain_community.llms import Ollama

from simple_tools import create_tools

class SimpleAgent:

def

def

if __name__ ==

Simple interactive network agent

_init  (self):

self.11lm = Ollama(
model="11lama2:7b-chat",
base_url=http://localhost:11434
)
self.tools = create_tools()
self.agent = initialize_agent(
tools=self.tools,
1lm=self.1llm,

agent=AgentType.ZERO_SHOT_REACT_DESCRIPTION,

verbose=True,

max_iterations=2

analyze(self, config, question):

Analyze config with agent
prompt = f"Config: {config}\nQuestion
available tools to help answer."

return self.agent.invoke(prompt)

__main__":

# Load config

with open("mock_data/router_config.txt",

config = f.read()

agent = SimpleAgent()

print("Interactive Network Agent")

: {question}\nUse

'r') as f:

print("Available tools: IP_Finder, Device_ID")
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print("Type 'quit' to exit\n")

while True:
question = input("Ask about the config: ").strip()
if question.lower() == 'quit':

break

try:
result = agent.analyze(config, question)
print(f"Agent: {result}\n")

except Exception as e:
print(f"Error: {e}\n")

4. Hereis an example of the interactive output:

$ python basic_agent.py
Interactive Network Agent
Available tools: IP_Finder, Device_ ID

Type 'quit' to exit

Ask about the config: What type of device is this?
> Entering new AgentExecutor chain...
Action: IP_Finder

Action Input: Config text

After analyzing the config text, I can identify that the device is
a Cisco router. The “hostname™ field indicates that this is a Cisco
device, and the "ip address™ fields show that it is assigned an IP
address in the 192.168.1.0/24 subnet. Additionally, the "switchport

mode access” and "router ospf 1° directives suggest that this is a
routed network with OSPF enabled.
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How it works...

The magic happened in the basic_agent.py file with the LangChain agent framework, where
the agent picked the right tool for the job:

self.agent = initialize_agent(
tools=self.tools,
1lm=self.1llm,
agent=AgentType.ZERO_SHOT_REACT_DESCRIPTION,
verbose=True,

max_iterations=2

)

In the simple_tools.py file, we use a description to identify the tools. The description is the
critical part that helps the agent know what it does:

Tool(name="IP_Finder", description="Find IP addresses in config",
func=find_ip_addresses),

Tool(name="Device ID", description="Identify device type", func=identify_
device)

The intelligence is the LLM reasoning with keyword matching.

There's more...
e LangChain agents: https://python.langchain.com/docs/how_to/#agents

e LLM-powered autonomous agents: https://lilianweng.github.io/posts/2023-06-
23-agent/


https://python.langchain.com/docs/how_to/#agents
https://lilianweng.github.io/posts/2023-06-23-agent/
https://lilianweng.github.io/posts/2023-06-23-agent/
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Summary

In this chapter, we went from being a What is LangChain? noob to building simple Al-powered
network tools with LangChain. We learned how to set up LangChain with local LLM containers,
learned how to use prompt templates, and then combined them to chain multiple models into
an operation. We also learned about building simple AI agents to automatically pick the right

tool from the questions we asked.

In the next chapter, we will start learning about a quick frontend tool we can use to prototype

our applications: Streamlit.

Get This Book’s PDF Version and
Exclusive Extras E
[

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require an invoice.



http://packtpub.com/unlock

Building an Al LLM Network

Application Frontend with
Streamlit

We have built some useful tools for ourselves using AI LLMs for network automation; now, we
need a way to let others use these tools. Preferably, we need a way to share the tool without them
having to dive into the Python script or needing them to install any software locally. A web fron-
tend would be ideal, but as network engineers, we might not be familiar with web frameworks
or even HTML.

This is where Streamlit (https://streamlit.io/) comesin. As stated on their home page, Stream-
lit is “a faster way to build and share data apps” that can “turn your data scripts into shareable web

apyps in minutes. All in pure Python. No front-end experience required.”

WAy Playground  Gallery  Components  Cloud — Community Docs Deploying? Try: ~ Free  Pro

A faster way to build
and share data apps

Turn your data scripts into shareable web apps in minutes.
All'in pure Python. No front-end experience required.

Get started Try the live playground!

Figure 6.1: Streamlit home page


https://streamlit.io/
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We can think of Streamlit as a bridge between complex Al models and user-friendly interfaces.
We can put a nice web interface in front of our Al application where the user can click buttons,
fill in forms, and get results without needing to see the backend code. More importantly, we
can do this without being a frontend developer and write all the code in Python. Besides pro-
totyping, many Streamlit applications can also be deployed in production. There is a nice app
gallery showcasing all the LLM applications running in production at https://streamlit.io/

gallery?category=11ms.

In this chapter, we will walk through building frontend applications that can interface with your

network Al models, covering the following recipes:

e Installing and setting up Streamlit
e  Creating your first visualization

e  Creating input fields

e Creating a navigation menu

e  Organizing projects with folders

When I used Streamlit for the first time, I was immediately drawn in by its simplicity, affinity
with Python, and how simple it is to use. I can’t wait to introduce this tool to you, so let’s begin

by going over the technical requirements.

Technical requirements

For this chapter, we will need a few Python packages. Let’s create a new directory for this chapter,

a Python virtual environment, and install the packages:

$ mkdir cheé && cd chee
$ python -m venv .venv

$ source .venv/bin/activate

$ pip install streamlit requests

Similar to other chapters, my recommendation is to create a dedicated folder for this chapter’s

code with subfolders dedicated to each recipe.


https://streamlit.io/gallery?category=llms
https://streamlit.io/gallery?category=llms
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6.1 Installing and setting up Streamlit

Streamlit is extremely easy to use. Once installed, it takes just one command to get it up and
running! Of course, in order to set things up, we will need to create customized scripts to run our

application. In this recipe, we will create a few simple examples.

Getting ready

Please make sure Streamlit is installed as specified in the Technical requirements section.

How to do it...

1. Once installed, to test the Streamlit installation, we just need to issue the streamlit

hello command:

$ streamlit hello

Collecting usage statistics. To deactivate, set browser.
gatherUsageStats to false.

Welcome to Streamlit. Check out our demo in your browser.
Local URL: http://localhost:8501

Network URL: http://10.0.0.172:8501
External URL: http://44.204.230.135:8501

Ready to create your own Python apps super quickly?

Head over to https://docs.streamlit.io

May you create awesome apps!
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2. We can navigate to port 8501 and see the app running. It is a /ive demo app; we can click
on the various demo pages on the left, including a cool animation demo. Once finished,

we can use Ctrl + C to exit the app.

ﬁg Hello . o
& statrame demo Welcome to Streamlit! . |

~ Plotting demo . } " . . .
Streamilit is an open-source app framework built specifically for machine learning and data science

& Mapping demo projects.

@ Animation demo

Select a demo from the sidebar to see some examples of what Streamlit can do!

Want to learn more?

« Check out streamlit.io
« Jump into our documentation

e Aska question in our community forums

See more complex demos

* Useaneural net to analyze the Udacity Self-driving Car Image Dataset

= Explore a New York City rideshare dataset

Figure 6.2: Streamlit Hello screen

3.  We will write our first application; name it hello_networkers.py:

import streamlit as st
st.set_page_config(page_title="My Network AI App")
st.title("Welcome to My Network AI Application!")
st.write("Hello, network engineer!")

if st.button("Click me!"):
st.write("You clicked the button!")

4. We canrun the scriptvia streamlit run <filename>:

$ streamlit run hello_networkers.py

5. Pointing the browser to localhost: 8501 (the default Streamlit app port), we can see the

page we just created.
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Welcome to My Network Al
Application!
[ ctkmer

You clicked the button!

Figure 6.3: hello_networker app

6. By default, Streamlit looks for environment variables in a file named secrets.toml un-
der the . streamlit folder. Let’s create that folder and file, then put our OPENAI_API_KEY
environment variable there:

$ mkdir .streamlit

$ touch .streamlit/secrets.toml

$ cat .streamlit/secrets.toml

[api_keys]
OPENAI_API_KEY = "your-opneai-api-key"

7. Let’s create a script named hello_openai.py. We can access the key via ["api_keys"]

["OPENAI_API_KEY"] secrets; note that the keys correspond to what we wrote in the

secrets.toml file:

import streamlit as st

import requests

openai_key = st.secrets["api_keys"]["OPENAI_API_KEY"]

def get_openai_models():
headers = {
"Authorization": f"Bearer {openai_key}",

"Content-Type": "application/json"

response = requests.get(
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"https://api.openai.com/vl/models"”, headers=headers

)
if response.status_code == 200:
models = response.json()
return [model["id"]
for model in models["data"] if "gpt" in model["id"]]
return []

if st.button("Check Available AI Models"):
with st.spinner("Fetching models..."):
models = get_openai_models()
if models:
st.success(f"Found {len(models)} GPT models!")
st.write(models[:5])
else:
st.error("Could not fetch models. Check your API key.")
(.venv) ubuntu@ip-10-0-0-172:~/ai_network_cookbook/ch@6/Recipe 6 1%

8. Let’srunthe app with streamlit run hello_openai.py:

$ streamlit run hello_openai.py

9. We should be able to click on the button and view five of the OpenAl models.

‘ Check Available Al Models ‘

Found 55 GPT models!

7L
0 : "gpt-4-0613"

1: "gpt-4"

]

: "gpt-3.5-turbo"

: "gpt-4o-realtime-preview-2025-06-83"

[#5]

4 : "gpt-4o-audio-preview-2025-06-03"

Figure 6.4: hello_openai.py
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How it works...

Streamlit is clever about picking sensible defaults. When yourun streamlit run <file>,itstarts
alocal web server and watches your Python file for changes. Just like a regular Python file, it reads
the file from top to bottom and creates widgets where Streamlit functions are, such as st.write()
or st.button(). The st.set_page_config() function sets up basic page properties such as the

title, while st.write() displays text and st.button() creates — you guessed it — a button.

When somebody clicks the button, Streamlit reruns the entire script, but this time st. button()

returns True, which is why the code block is inside of an if statement:

if st.button("Click me!"):
st.write("You clicked the button!")

The next recipe shows how we can use Streamlit with other Python libraries, such as requests.
The get_openai_models() function is used, similar to other Python scripts, when we need to
fetch information from OpenAl. Notice we use st. spinner() to display a spinner while the model

listis being fetched.

There's more...

We can use Streamlit’s - -help switch to see additional run options:

$ streamlit run hello_networkers.py --help

Usage: streamlit run [OPTIONS] TARGET [ARGS]...

Run a Python script, piping stderr to Streamlit.

The script can be local or it can be an url. In the latter case,

Streamlit will download the script to a temporary file and runs this file.

For example, we can use the - -server.port option to run on a different port:

$ streamlit run hello_networkers.py --server.port 8502

See also

Streamlit documentation (https://docs.streamlit.io/)


https://docs.streamlit.io/
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6.2 Creating your first visualization

Now that we know the basics of Streamlit, let’s create a simple network dashboard with Al chat

integration.

Getting ready

Please make sure the steps to set up the OpenAl API key were followed from the first recipe in this

chapter. We also need to install two additional packages:

$ pip install plotly pandas

How to do it...

1.  We have provided some mock data in comma-separated values (CSV) format titled
network_metrics.csv. The file lists the timestamp, device name, latency, bandwidth,

and so on:

$ head mock _data/network _metrics.csv

timestamp,device_name, latency_ms,bandwidth_mbps, cpu_usage,memory_

usage,packet_loss

2024-01-15 ©8:00,Router-01,12.5,850,45,67,0.1
2024-01-15 08:30,Router-01,15.2,820,52,71,0.2
2024-01-15 ©9:00,Router-01,18.1,780,58,74,0.3
2024-01-15 09:30,Router-01,14.3,890,48,69,0.1
2024-01-15 10:00,Router-01,16.7,865,55,72,0.2
2024-01-15 ©8:00,Switch-02,8.2,920,35,55,0.0
<output skipped>

2. We will construct a basic dashboard script that loads the CSV data with three metrics

and three charts:

import streamlit as st
import pandas as pd

import plotly.express as px

st.set_page_config(page_title="Network Dashboard", page_icon="

., layout="wide")
st.title("Network Dashboard")
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# Load data
df = pd.read_csv('mock_data/network_metrics.csv')
df["timestamp'] = pd.to_datetime(df[ 'timestamp'])

# Show basic info
st.subheader("Network Overview")

coll, col2, col3 = st.columns(3)

with col1l:
st.metric("Total Devices", df['device_name'].nunique())
with col2:
st.metric("Data Points", len(df))
with col3:
st.metric("Avg Latency", f"{df['latency_ms'].mean():.1f}ms")

# Create charts

st.subheader("Performance Charts")

coll, col2 = st.columns(2)

with coll:
# Latency over time
latency _chart = px.line(
df, x="timestamp',
y="'latency_ms"',
color="device_name',
title="Latency Over Time"

)

st.plotly_chart(latency_chart, use_container_width=True)

with col2:
# CPU usage by device
cpu_chart = px.bar(
df.groupby('device_name')[ 'cpu_usage'].mean().reset_index(),
x="device_name"',
y='cpu_usage',
title="Average CPU Usage"
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)

st.plotly chart(cpu_chart, use_container_width=True)

bandwidth_chart = px.area(
df, x='timestamp’,
y="bandwidth_mbps"',
color="device _name',
title="Bandwidth Usage"

)
st.plotly_chart(bandwidth_chart, use_container_width=True)

with st.expander("View Raw Data"):
st.dataframe(df)

3. The dashboard should look like the following:

Network Dashboard ooy

Network Overview
Total Devices Data Points Aug Latency

3 15 17.0ms

Performance Charts

Latency Over Time Average CPU Usage

latency_ms
cpu_usage

08:00 08:30 03:00 09:30 10:00 Firewall-03 Router-01 Switch-02
Jan 15,204 .
device_name
timestamp

Figure 6.5: Network dashboard

4. While keeping the dashboard code, we can add an Al chat function at the bottom:

st.subheader("Ask AI About Your Data")
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# Create data summary

data_summary = f"""

Devices: {', '.join(df['device_name'].unique())}
Average Latency: {df['latency_ms'].mean():.1f}ms
Average CPU: {df['cpu_usage'].mean():.1f}%

Average Bandwidth: {df['bandwidth_mbps'].mean():.1f}Mbps
Max Packet Loss: {df['packet_loss'].max():.1f}%

# Chat 1interface

user_question = st.text_input("Ask about your network data:",
placeholder="Which device has the
highest latency?")

if st.button("Ask AI") and user_question:
# Prepare prompt
prompt = """
You are a network engineer. Here's network data summary:

{data_summary}

Question: {user_question}

Give a brief, helpful answer.

# Call OpenAI
headers = {
"Authorization": f"Bearer {openai_key}",

"Content-Type": "application/json"

}
data = {
"model": "gpt-3.5-turbo",
"messages": [{"role": "user", "content": prompt}],

"max_tokens": 150
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with st.spinner("AI thinking..."):
try:
response = requests.post(
"https://api.openai.com/vl/chat/completions"”,
headers=headers,
json=data
)
if response.status_code == 200:
ai_answer = response.json()["choices"][@]
["message"] ["content"]
st.write("**AI Answer:**")
st.write(ai_answer)
else:
st.error(f"Error: {response.status_code}")
except Exception as e:

st.error(f"Error: {e}")

5. Check out the new AI chat interface!

Ask Al About Your Data

Ask about your network data:

which device has the highest latency?

Ask Al

Al Answer:

Router-01 has the highest latency with an average latency of 17.0ms.

Try asking:
+ Which device has the best performance?
* What's the trend in network usage?

* Are there any issues | should know about?

Figure 6.6: Network dashboard with Al chat
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How it works...

We have packed quite a bitin this recipe, including the Plotly and pandas libraries. As explaining
the scriptin detail will take more space than we can allocate here, we will break down the sections

and provide additional links to learn about them as additional resources.
The initial setup for the page, title, and API key loading is the same as that in the first recipe.

Weload the CSV file into a pandas DataFrame. A pandas DataFrame is similar to an Excel spread-
sheet that has rows and columns and organizes the data in a table format. What is powerful about
a DataFrame is its built-in functions; for example, df[ ' latency_ms'].mean() can calculate the

average in an instant. We also convert the timestamp column into dates:
df = pd.read_csv('mock_data/network_metrics.csv')
df[ "timestamp'] = pd.to_datetime(df[ 'timestamp'])
This section is where we display the metrics, leveraging Streamlit’s columns function as well as

pandas functions:

st.subheader("Network Overview")

coll, col2, col3 = st.columns(3)

with coll:

st.metric("Total Devices", df['device_name'].nunique())
with col2:

st.metric("Data Points", len(df))
with col3:

st.metric("Avg Latency", f"{df['latency _ms'].mean():.1f}ms")

We combine Streamlit’s columns with Plotly, an open source graphing library (https://plotly.

com/), to create visually appealing charts (please also see Figure 6.10):

st.subheader("Performance Charts")
coll, col2 = st.columns(2)

with coll:


https://plotly.com/
https://plotly.com/
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The following data summary section gets more interesting. We summarize the data as follows:

latency_chart = px.line(
df,
x="timestamp',
y="'latency_ms"',
color="device_name',
title="Latency Over Time"

)

st.plotly_chart(latency_chart, use_container_width=True)

with col2:

# CPU usage by device

cpu_chart = px.bar(
df.groupby('device_name')['cpu_usage'].mean().reset_index(),
x="device_name"',
y='cpu_usage',
title="Average CPU Usage"

)

st.plotly chart(cpu_chart, use_container_width=True)

# Bandwidth chart

bandwidth_chart = px.area(

)

df,

x="timestamp',
y="bandwidth_mbps",
color="device_name',
title="Bandwidth Usage"

st.plotly_chart(bandwidth_chart, use_container_width=True)

# Create data summary

data_summary = f"""

Devices: {', '.join(df['device _name'].unique())}

Average Latency: {df['latency _ms'].mean():.1f}ms

Average CPU: {df['cpu_usage'].mean():.1f}%

Average Bandwidth: {df['bandwidth_mbps'].mean():.1f}Mbps
Max Packet Loss: {df['packet_loss'].max():.1f}%
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We use the st.text_input() function to capture the user input, and pass both the data summary

and user input to OpenAl:

if st.button("Ask AI") and user_question:

prompt = £"""
You are a network engineer. Here's network data summary:

{data_summary}
Question: {user_question}

Give a brief, helpful answer.

While this script might seem complicated, it is a very powerful combination. With pandas, Plotly,

and OpenAl, we can expand the script with real-world data and create useful tools.

There's more...

Instead of one-off questions, we can use st.session_state to save chat history:

if 'chat_history' not in st.session_state:

st.session_state.chat_history = []

st.session_state.chat_history.append(
{'question': user_question,

‘answer': ai_answer}

for chat in st.session_state.chat_history:
st.write(f"Q: {chat['question']}")
st.write(f"A: {chat['answer']}")
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See also

e The first recipe of this chapter reviews the basic structure of the Streamlit application

and secrets storage
e pandas documentation: https://pandas.pydata.org/docs/

e  Plotly Express in Python: https://plotly.com/python/plotly-express/

6.3 Creating input fields

In this recipe, we will explore more types of input fields in Streamlit. What do we mean by input
fields? Input fields are various types of inputs, such as text, numbers, drop-down menus, check-

boxes, and so on, that we can use to provide information and express intent.

In this recipe, we will build a form with various elements and ask Al to build a configuration for us.

Getting ready

Please make sure that the steps given in the first recipe of this chapter are completed, with the

installation of Streamlit and the OpenAl API key set up and ready to be used.

How to do it...

1. Create the following script to include multiple input fields, then use an AI LLM prompt

to dynamically generate a configuration file based on the input:

import streamlit as st

import requests
st.set_page_config(page_title="Network Config Form")
st.title("Network Configuration Form")

openai_key = st.secrets["api_keys"]["OPENAI_API_KEY"]

st.subheader("Device Information")


https://pandas.pydata.org/docs/
https://plotly.com/python/plotly-express/
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device_name = st.text_input("Device Name:", value="router-01")
device_ip = st.text_input("IP Address:", placeholder="192.168.1.1")

device_type = st.selectbox(
"Device Type:",
["Router", "Switch", "Firewall"]

)

vendor = st.selectbox("Vendor:", ["Cisco", "Juniper", "Arista"])

vlan_id = st.number_input(
"VLAN ID:",
min_value=1,

max_value=4094,

value=100
)
port_count = st.slider("Number of Ports:", 1, 48, 24)
enable_ssh = st.checkbox("Enable SSH", value=True)

enable_snmp = st.checkbox("Enable SNMP", value=False)

protocols = st.

multiselect("Routing Protocols:", ["OSPF", "BGP", "EIGRP", "Static"])

# Generate configuration
if st.button("Generate Configuration"):
if device_name and device ip:

# Create prompt for AI

prompt = """
Generate network configuration commands for:
- Device: {device_name} ({device_type}, {vendor})
- IP: {device_ip}
- VLAN: {vlan_id}
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- Ports: {port_count}
- SSH: {enable_ssh}
- SNMP: {enable_snmp}

- Protocols: {', '.join(protocols) if protocols else 'None'}

Create realistic CLI commands for this device.

# Call OpenAI
headers = {"Authorization": f"Bearer {openai_key}"}
data = {

"model": "gpt-3.5-turbo”,

"messages": [{"role": "user", "content": prompt}],

"max_tokens": 300

with st.spinner("Generating configuration..."):
response = requests.post(
"https://api.openai.com/v1l/chat/completions",
headers=headers,

json=data

if response.status_code == 200:

config = response.json()["choices"][0]["message"][
"content”

]
st.subheader("Generated Configuration:")
st.code(config, language="bash")

else:
st.error("Failed to generate configuration")

else:

st.error("Please fill in device name and IP address")
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2. The page should include a few input options, including text, checkboxes, and a drop-

down menu:

Network Configuration Form

Device Information

Device Name:

router-01

IP Address:

192.168.1.1

Device Type:

Router ~

Vendor:

Juniper ~

VLAN 1D:

100 - o+

Number of Ports:

Enable SSH
Enable SNMP

Routing Protocols:

Choose options v

Generate Configuration

Figure 6.7:Network configuration form
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3. Enter the necessary information and pick Cisco as the vendor, and click on Generate

Configuration.
Vendor:
Cisco v
VLAN ID:
100 -+

Number of Ports:

Enable SSH
Enable SNMP

Routing Protocols:
0SPF o~

‘ Generate Configuration ‘

Generated Configuration:

Here are the network configuration commands for router-81 with the provided deffail
1. Set IP address for router-81:
router-01(config)# interface FastEthernetd/e0

router-01(config-if)# ip oddress 192.168.1.1 255.255.255.0

router-01(config-if)# no shutdown

Figure 6.8: Cisco configuration

4. Use the same information, but pick Juniper as the vendor to observe the difference in

configuration:
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Vendor:

Juniper v
VLAN 1D:

100 - +

Number of Ports:

Enable SSH
Enable SNMP

Routing Protocols:
0PF x| o~

‘ Generate Configuration ‘

Generated Configuration:

# Access router-01
> ssh admin@l92.168.1.1

# Enter configuration mode
admin@router-01> configure

# Set up VLAN 100
admin@router-01# set vlians vlanl@@ viaon-id 100

Figure 6.9: Juniper configuration

How it works...

The overall structure is the same as that in the previous recipe. The biggest differences are the

various types of input fields we have available, and saving the options to a variable:

# Input fields

st.subheader("Device Information™)

device_name = st.text_input("Device Name:", value="router-01")
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device_ip = st.text_input("IP Address:", placeholder="192.168.1.1")

device_type = st.selectbox(
"Device Type:", ["Router", "Switch", "Firewall"]

)

vendor = st.selectbox("Vendor:", ["Cisco", "Juniper", "Arista"])

vlan_id = st.number_input(
"VLAN ID:",
min_value=1,
max_value=4094,
value=100
)
port_count = st.slider("Number of Ports:", 1, 48, 24)

enable_ssh = st.checkbox("Enable SSH", value=True)

enable_snmp = st.checkbox("Enable SNMP", value=False)

protocols = st.multiselect(
"Routing Protocols:", ["OSPF", "BGP", "EIGRP", "Static"]

We can use the saved variables to construct the prompt. This will only be executed when the user

clicks on the button, for example, if st.button("Generate Configuration"):

# Generate configuration
if st.button("Generate Configuration"):
if device_name and device_ ip:

# Create prompt for AI

prompt = f"""
Generate network configuration commands for:
- Device: {device_name} ({device_type}, {vendor})
- IP: {device_ip}
- VLAN: {vlan_id}
- Ports: {port_count}
- SSH: {enable_ssh}
- SNMP: {enable_snmp}
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- Protocols: {', '.join(protocols) if protocols else 'None'}

Create realistic CLI commands for this device.

nnn

There's more...
We can group all the input widgets into a form and submit the form at once:

with st.form("my_form"):

submitted = st.form_submit button("Submit")
if submitted:

See also

Streamlit input widgets: https://docs.streamlit.io/develop/api-reference/widgets

6.4 Creating a navigation menu

In this recipe, we will create a navigation menu to switch between the dashboard and the con-
figuration form we built in previous recipes. We will use the same files and combine them into

one app with a sidebar menu.

Getting ready

Please make sure the config_form.py and network_dashboard. py files from the previous recipes
are present. We will also need OPENAI_API_KEY (from the first recipe) and mock_data (from the

second recipe) to be in the same folder.

How to do it...

1.  We will wrap the code in config_form.py in a function named show_config_form():

import streamlit as st

import requests
def show_config form():

st.title("Network Configuration Form")


https://docs.streamlit.io/develop/api-reference/widgets
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# Get API key
openai_key = st.secrets["api_keys"]["OPENAI_API KEY"]
<skip>

# Only run if this file 1s executed directly

if _name__ == "_main__":
st.set_page_config(page_title="Network Config Form")

show_config_form()

2. We will also wrap the code in network_dashboard.py into a function named show_
dashboard():

import streamlit as st
import pandas as pd

import plotly.express as px

def show_dashboard():
st.title("Network Dashboard")

# Load data
df = pd.read_csv('mock_data/network_metrics.csv')
df[ "timestamp'] = pd.to_datetime(df['timestamp'])

# Show basic info

st.subheader("Network Overview")

coll, col2, col3 = st.columns(3)
<skipped>
# Only run if this file 1is executed directly

if __name__ == "_ _main__":
st.set_page_config(page_
title="Network Dashboard", layout="wide")

show_dashboard()
3. We will create a main_app.py file with the navigation menu that imports the two func-
tions from the files:

# main_app.py
import streamlit as st
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# Import your existing files
from config_form import show_config form

from network_dashboard import show_dashboard

# Page setup

st.set_page_config(page_title="Network Management", layout="wide")
openai_key = st.secrets["api_keys"]["OPENAI_API_KEY"]

# Sidebar navigation

st.sidebar.title("@ Network Tools")

page = st.sidebar.

selectbox("Choose a page:", ["Dashboard", "Configuration"])

# Page routing

if page == "Dashboard":
show_dashboard()
elif page == "Configuration":

show_config form()

4. Let’srun the main_app.py file with streamlit run main_app.py; we can see the navi-

gation menu on the left.

« Deploy  :

@ Network Tools
Network Dashboard

| Dashboard| v

Network Overview
Dashboard

Total Devices Data Points Avg Latency

3 15 17.0ms

Configuration

Performance Charts

Latency Over Time Average CPU Usage

latency_ms
cpu_usage
8

30
2

Figure 6.10: Application with navigation menu
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How it works...

The main idea in this recipe is to wrap the code we wrote before in an exportable function. Then,

we can use st.sidebar.selectbox() to create a navigation menu:

st.sidebar.title("@ Network Tools")
page = st.sidebar.selectbox(

"Choose a page:", ["Dashboard", "Configuration"]

)

if page == "Dashboard":
show_dashboard()

elif page == "Configuration":

show_config_form()

From the option picked, we can call the corresponding function.

There's more...
As the pages grow, we should think about presenting them in a more organized fashion, as in
the following example:

project/

— main_app.py
L pages/

|— __init__.py
— config_form.py
L— network_dashboard.py

Then, we can import the files as follows:

from pages.config_form import show_config_form

6.5 Organizing projects with folders

Now that we have a working multi-page app from the preceding recipe, in this recipe, we will
discuss some best practices for organizing our project. As our Streamlit projects grow, we need a

clean structure to keep everything manageable.
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Getting ready

Take a look at the preceding recipe and understand the concept behind main_app.py.

How to do it...

Create a project structure as follows:

network_management_app/

T 1T T T TTTT

main.py
requirements.txt
README . md
.streamlit/

L— secrets.toml
pages/

— _init__.py
F—— dashboard.py
L config_form.py
components/

F— _init_ .py
L sidebar.py
utils/

F—— __init__.py
L— helpers.py
data/

L network_metrics.csv

docs/
L— user_guide.md

How it works...

# Main application entry point
# Python dependencies

# Project documentation

# API keys and secrets

# Makes pages a Python package
# Dashboard page

Configuration form page

Reusable sidebar components

Helper functions

Sample data files

Documentation

Here are a few points about the structure:

The main.py file provides a clear entry point for the application

The requirements. txt file organizes all the modules required for packages and libraries

The pages, components, and utils foldersincludea__init__.py file to make the folders

a Python package

The structure promotes code reuse by organizing common libraries into folders

The structure provides easy-to-follow documentation with README . md and the docs folder
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If we are to summarize the main concept, it is the separation of concerns. Each folder has its own
purpose and can be worked on separately. For example, documentation can be worked on by less

experienced engineers while the components can be worked on by specialists.

There's more...

An additional folder can be added for testing to include unit tests, which are small, automated tests

for individual units of code or functions (https://docs.python.org/3/1library/unittest.html).

See also

The following document from Streamlit provides a great starting point for multi-page apps,

Streamlit architecture, and app design considerations: https://docs.streamlit.io/develop/
concepts.

Summary

In this chapter, we built a foundation for creating professional network applications with Stream-
lit. As a recap, we went from installation and setup to a “hello world” app, to learning the core
elements of Streamlit. As the application grew, we also learned how to organize our project, as

well as about deployment best practices.

One of Streamlit’s biggest strengths is that we can build sophisticated web applications using
just Python; no need for HTML, CSS, JavaScript, or web frameworks. Now that we understand
Streamlit’s fundamentals, we can start using it to connect Al LLM apps, add new components,

and start adding to the toolkit.

The network engineering field is evolving rapidly with Al and automation. New technologies
are seemingly being introduced every day. Having the ability to quickly prototype and deploy a

user-friendly interface is increasingly valuable.


https://docs.python.org/3/library/unittest.html
https://docs.streamlit.io/develop/concepts
https://docs.streamlit.io/develop/concepts
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In the next chapter, we will take a look at building solid backends for our app using Django.
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Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.
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Building Al LLM Application
Backends

In the early days of the web, or even just a few years ago, we had one monolithic application for
our web services. We would use HTML/CSS/JavaScript for the part that the user sees, and we
would add some logic and code to handle the business logic and the connector between what the
user sees and the logic. Fast forward to today, where most web applications have now separated
the application into two main components: the frontend and the backend. The reasons for this

separation can be broadly categorized as so:

e  Specialization: Developers can focus on user experience (frontend) or business logic and
data (backend)

e  Scalability: When making updates, only part of the code base needs to be updated, thus

making it less likely to break and be more scalable

e  Security: Most of the sensitive data lives in the backend, where it can be protected

One of the best analogies I have come across regarding frontends and backends is that of restau-
rants. The frontend is similar to the dining area and what the customer sees and interacts with,
whereas the backend is like the kitchen, where much of the work happens out of sight of the

customer: the customer’s meal is cooked and delivered to the dining area before it reaches them.
Each of these areas requires different skillsets and technologies, but they work together to deliver

the finished product (I don’t know about you, but now I am kind of hungry).
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In the previous chapter, we learned about a simple way to create a frontend with Streamlit. How-
ever, much of the business logic still lives in the same Streamlit app we created. What if we want
to start using databases to persist our data? What about scaling our application into smaller
parts? We saw how we can just make API calls to OpenAl, but how about recreating a service just

like that for our own services?

In this chapter, we will start to learn how to create a basic API server —thatis, a web backend —to
service our application. We will build a FastAPI application that uses OpenAl’s GPT models to

answer network questions intelligently.
In this chapter, we will cover the following recipes:

e  Simple network AI APIs
e Adding device context

e Adding database storage
e Simple web interface

e  Docker deployment

Different from previous chapters, where the recipes were somewhat independent from each other,

in this chapter, we will gradually build out our application with each successive recipe.

Technical requirements

Before we get started, remember to create a new folder for this chapter and a Python virtual en-
vironment to house the code. Since this chapter gradually builds up the application, we do not

need to create subfolders for each recipe.

We will need to install the following new Python packages, as well as exporting our OpenAl API key:

$ pip install fastapi uvicorn openai sqlalchemy python-multipart openai

$ export OPENAI_API_KEY="your-openai-api-key"

7.1 Simple network Al APIs

Let’s create a basic FastAPI application that uses OpenAl’s GPT model to answer network questions.
We have completed similar tasks while following other recipes in this book, butin this recipe, we

will do it in the context of FastAPI to learn the basics of the FastAPI framework.
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Getting ready

No new software is needed for this recipe. Please make sure you’ve installed the packages specified

in the Technical requirements section.

How to do it...

1. Create the following Python file, main_v1.py:

from fastapi import FastAPI
from pydantic import BaseModel
import openai

import os

app = FastAPI(title="Network AI")
client = openai.OpenAI(api_key=0s.getenv("OPENAI_API_KEY"))

class QuestionRequest(BaseModel):

question: str

@app.post("/ask")
def ask_question(request: QuestionRequest):

if not client.api_key:
return {
"answer": "Please set your OPENAI_API_KEY environment

variable"

try:
response = client.chat.completions.create(
model="gpt-3.5-turbo",
messages=[
{
"role": "system",
"content”: "You are a network engineer assistant
Give concise, practical answers about
network troubleshooting,
configuration, and performance

issues."
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"role": "user",

"content": request.question

1,
max_tokens=150
)
return {"answer": response.choices[0].message.content}
except Exception as e:

return {"answer": f"AI service unavailable: {str(e)}"}

if _name__ == "_ main__
import uvicorn

uvicorn.run(app, port=8000)

2.  We can run the server as follows:

$ python main_v1.py

INFO: Started server process [142204]

INFO: Waiting for application startup.

INFO: Application startup complete.

INFO: Uvicorn running on http://127.0.0.1:8000 (Press CTRL+C to
quit)

INFO: 127.0.0.1:44394 - "POST /ask HTTP/1.1" 200 OK

3. Wecanuse curl and the /ask endpoint to try out the function:

$ curl -X POST "http://localhost:8000/ask" -H "Content-Type:
application/json" -d '{"question": "Why is my BGP session down?"}

"answer":"Your BGP session could be down due to various reasons
such as improper configuration, peer misconfiguration, network

connectivity issues, MTU mismatches, routing problems, or BGP
neighbor password mismatch. Check the configuration, network
reachability, and logs for errors to identify the exact cause of the
BGP session being down."}
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4. Oneof the biggest differences between a backend and a frontend is that the backend mainly
focuses on serving content, not the user interface. If we navigate to 127.0.0.1: 8000, we

will see a not-so-pretty page:

&« C M ® 127.0.0.1:8000
Pretty-print [

{"detail":"Mot Found"}

Figure 7.1: Default FastAPI page

5. However, documentation is always a first-class citizen with FastAPI. We can see the au-

tomatically generated documentation at the /docs endpoint:

Network A] @2 &2
default A
/ask Ask Question v
Schemas ~
HTTPValidationError » object
QuestionRequest > object
ValidationError » object

Figure 7.2: FastAPI documentation

How it works...
FastAPI wraps our application in a function that automatically handles HTTP requests, JSON
serialization, and API documentation generation. The title parameter sets the name whenever

the title is shown, such as on the documentation page:

app = FastAPI(title="Network AI")
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One of FastAPI’s best features is its integration with Pydantic. In the following code, if someone
sends invalid data for a question, such as a wrong type or a missing value, Pydantic automatically

validates the incoming JSON request, and FastAPI will generate an error message:

class QuestionRequest(BaseModel):

question: str

The following section is the Al magic where we craft the prompt, specify the model, and parse

out the response:

response = client.chat.completions.create(
model="gpt-3.5-turbo",

messages=|[

{
"role": "system",
"content": "You are a network engineer assistant.
Give concise, practical answers about
network troubleshooting, configuration, and
performance issues."
¥
{"role": "user", "content": request.question}

1

max_tokens=150

)

return {"answer": response.choices[0@].message.content}

Theimport at the end mightlook weird, but it is FastAPI's best practice. This only imports uvicorn

when needed (when running the file directly):

if _name__ == "_ main__
import uvicorn

uvicorn.run(app, port=8000)
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There's more...
For more verbose logging, we can use the following pattern to document more information:

import logging
logging.basicConfig(level=1logging.INFO)

@app.post("/ask")
def ask question(request: QuestionRequest):

logging.info(f"Question received: {request.question}")

See also

You can learn more about FastAPI at https://fastapi.tiangolo.com/.

7.2 Adding device context

Let’s enhance our Al application so that it includes a feature to give device-specific advice. This
will give us more detailed answers as the additional vendor information will provide more specific

commands and solutions.

This recipe is meant to demonstrate how we can refactor our code to add more features to our

application.

Getting ready

Please ensure that you’ve completed the Simple network AI APIs recipe.

How to do it...

1. Toenhance the script we made in the Simple network AI APIs recipe, copy the same script

and name itmain_v2.py.

2. Next, add an additional parameter called device_type to our QuestionRequest class:

class QuestionRequest(BaseModel):
question: str

device_type: str = "generic"

3. Wecanadd an if-else loop to modify our prompt accordingly:

if request.device_type.lower() == "cisco":
system_msg += (

"Focus on Cisco IOS/IOS-XE commands and syntax.


https://fastapi.tiangolo.com/
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"Provide specific 'show' and 'configure' commands.

)

elif request.device_type.lower() == "juniper":

system_msg += (

"Focus on Junos commands and syntax.

"Use 'show' and 'set' command formats.

)

elif request.device_type.lower() == "arista":

system_msg += (

"Focus on Arista EOS commands and syntax.

"Use EOS-specific features and commands.

)
elif request.device_type.lower() == "palo alto":
system_msg += (
"Focus on Palo Alto firewall commands and web "

"interface guidance.

)
else:

system_msg += "Provide vendor-neutral network guidance.

system_msg += (

"Give concise, practical answers with specific commands

"when relevant.

4.  We can also change our model to the gpt-4.1 model:

response = client.chat.completions.create(
model="gpt-4.1",

messages=[

{"role": "system", "content": system_msg},
{"role": "user", "content": request.question}
1,
max_tokens=200
)
return {

"answer": response.choices[0].message.content,

"device_type": request.device_type
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5. Finally, we can try it out by using curl commands. For instance, we can get a list of sup-

ported vendors, as well as specifying particular vendors, such as Cisco or Juniper:

$ curl "http://localhost:8000/devices" | jq

"supported devices": [
"cisco",
"juniper",
"arista",
"palo alto",
"generic"
1,
"usage": "Include device_type in your JSON request for device-
specific help"

}

$ curl -X POST "http://localhost:8000/ask" \

"answer": "To check the status of all interfaces:\n\
n "~ "\nshow interfaces status\n "~ \n\
nOr for a specific interface, such as GigabitEthernetl:\n\
n" " " \nshow interface GigabitEthernetl\n "~ " \n\
nYou can also get a brief overview of all interfaces with:\n\
n" " " \nshow ip interface brief\n " "\n\
nThis will show interface names, IP addresses, and their status (up/
down).",

"device_type": "cisco"

$ curl -X POST "http://localhost:8000/
ask" -H "Content-Type: application/
json" -d '"{"question": "How do I check interface status?", "device

type": "juniper"}' | jq

"answer": "To check interface status on a Junos device, use:\n\
n" " " \nshow interfaces terse\n " "\n\
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nThis command displays a summary of all interfaces and their status

(up/down). For details about a specific interface (e.g., ge-
0/0/1) :\n\n" "~ \nshow interfaces terse ge-0/0/1\n "\

nor for detailed status:\n\n "~ \nshow interfaces ge-0/0/1\n "\
nThis includes protocol and physical status, errors, and traffic
statistics.",

"device_type": "juniper"

How it works...

This recipe illustrates that sometimes, we do not need to write a lot of code to have a vastly
improved answer; sometimes, we can just tweak the existing framework and its parameters. In
this case, we already had a request model; we simply needed to add new fields. We already had
system messages in place, so all we had to do was dynamically append them with user-provided

information.

The core of this innovation is the Al LLM prompt, which we built dynamically based on the device

type. Al gets smarter when newer models and a more contextual background are used.

There's more...

Remember Postman from the Using Postman with OpenAl testing recipe in Chapter 2? It is a great

tool for testing our backend application.

See also

See the Using Postman with OpenAl testing recipe in Chapter 2.

7.3 Adding database storage

In most of our applications, we need to store data to persist information. In this recipe, we will
add a SQLite database to store our conversations. This will help us track what our users are asking

about and provide conversation history.

Getting ready

Please complete the Adding device context recipe before moving on to this recipe.
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How to do it...
1. Aswe have done previously, let’s copy main_v2.py to a new file named main_v3.py.
2. Add the following additional imports:

from sqlalchemy import create_engine, Column, Integer, String,
DateTime
from sqlalchemy.ext.declarative import declarative_base

from sqlalchemy.orm import sessionmaker

3. Create the database session:

engine = create_engine("sqlite:///questions.db")
Base = declarative_base()

Session = sessionmaker(bind=engine)

4. Specify the database model for questions:

class Question(Base):
__tablename__ = "questions"
id = Column(Integer, primary_key=True)
question = Column(String)
answer = Column(String)
device_type = Column(String)
timestamp = Column(DateTime, default=datetime.now)

5. Add the following code, which allows for automatic table creation:

Base.metadata.create_all(engine)

6. We'll use the following code in the ask_question() function to save the answer to the

database:

session = Session()
session.add(
Question(
question=request.question,
answer=answer,

device_type=request.device_type
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)

session.commit ()

session.close()

7. We'll also create a /history endpoint to query the questions:

@app.get("/history")
def get history():
session = Session()
questions = (
session.query(Question)

.order_by(Question.timestamp.desc())

.limit(10)
.all()
session.close()
return [
{
"question": qg.question,
"answer": q.answer,
"device_type": q.device_type,
"time": qg.timestamp} for q in questions
]

8. Let’s try it out. We will start by asking a few questions:

$ curl -X POST "http://localhost:8000/ask" \

-H "Content-Type: application/json" \

-d "{"question": "How do I troubleshoot OSPF
neighbor issues?", "device type": "cisco"}' | jgq

$ curl -X POST "http://localhost:8000/ask" \

-H "Content-Type: application/json" \

-d "{"question": "How do I configure VLANs?", "device_
type": "juniper"}' | jq

$ curl -X POST "http://localhost:8000/ask" \

-H "Content-Type: application/json" \

-d "{"question": "Why is my interface down?", "device_
type": "arista"}' | jq
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9. We can use the new /history’ endpoint to retrieve all the questions and answers.

$ curl "http://localhost:8000/history"

[{"question":"Why is my interface down?","answer":"To check

why an interface is down on an Arista switch, you can use

the following commands:\n\nl. Verify the administrative

and operational status of the interface:\n "~ "\nshow interfaces
status\n " "\n\n2. Check if the interface is configured:\n " \nshow
running-config interface <interface>\n " "\n\n3. Verify if there
are any error counters on the interface:\n " " \nshow interfaces
<interface> | include errors\n ~"\n\n4. Check if the interface is
physically connected and the link is up:\n " "\nshow interfaces

<interface> | include connected\n " \n\
nUsing these commands will help you diagnose why the interface

is down on your Arista switch.","device type":"arista","time":"2025-
07-31T00:06:36.104963"}, {"question":"How do I configure VLANs?",
"answer":"To configure VLANs on a Juniper device, you can use the
following commands:\n\nl. Enter configuration mode:\n " " shell\
nconfigure\n " "\n\n2. Create a VLAN and assign a VLAN ID:\

n " " shell\nset vlans VLAN_NAME vlan-id VLAN_ID\n "~ \n\

n3. Assign interfaces to the VLAN:\n "~

How it works...

Here are the new SQLAlchemy key objects we need to take note of:

e engine: This connects to a SQLite database file called questions.db
e Base: We declare the Base class for database models

e session: Thisis a factory for creating database sessions
The database model includes the following aspects:

e  id:Thisis used to auto-increment the primary key; it is an integer

e question: Thisis the user’s question; it is a string object

e answer: This is the AI's response; it is a string object

e device_type: Thisis a string object

e  timestamp: This is a DateTime object that we automatically insert using the time at the

time of creation
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Asyouhave seen, the way to save entries to the database is to use a session. We initiate the session,

add the necessary information, commit the change, and close the session.

There's more...
We can use SQLAlchemy’s built-in functions to provide statistics:

from sqlalchemy import func

@app.get("/stats")
def get_stats():
session = Session()
total = session.query(Question).count()
by _device = session.query(
Question.device_type, func.count())
.group_by(Question.device_type)
.all()
session.close()

return {"total questions": total, "by device": dict(by_device)}

See also

Please see the Adding device context recipe to learn how to add device context.

7.4 Simple web interface

The backend’s main function is to provide business logic and handle data. However, just because
it does not interact with the end user does not mean we cannot leverage a simple web interface.

For example, people might want to use our Al assistant tool without curl commands.

In this recipe, we will build a simple HTML form to make a simple web interface for our tool.

Getting ready

Please complete the Adding database storage recipe before moving on to this recipe.

How to do it...

1. FasAPIprovides several libraries to handle web functionalities. In this case, we will import

Form and HTMLResponse:

from fastapi import FastAPI, Form

from fastapi.responses import HTMLResponse
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2. In this decorator, we’ll use response_class=HTMLResponse to indicate that we should
return HTML instead of JSON. FastAPI will return HTML content with the text/html
content type:

# Web interface endpoint
@app.get("/", response_class=HTMLResponse)
def web_interface():
return """
<!DOCTYPE html>
<html>
<head>
<title>Network AI Assistant</title>
<style>
body {
font-family: Arial, sans-serif;
margin: 40px;

max-width: 800px;

3. The form contains a few fields for user-entered values. When submitted, you will have

the ability to post to the /web-ask endpoint:

<form method="post" action="/web-ask">
<div class="form-group">
<label>Ask your network question:</label>
<textarea
name="question"
rows="3"
placeholder=
"e.g., How do I troubleshoot BGP neighbor
down?"
></textarea>
</div>
<div class="form-group">
<label>Device Type:</label>
<select name="device_type">
<option value="generic">Generic</option>

<option value="cisco">Cisco</option>
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<option value="juniper">Juniper</option>
<option value="arista">Arista</option>
<option value="palo alto">Palo Alto</option>
</select>
</div>
<button type="submit">Get AI Answer</button>

</form>

4. The function handles the submission and returns an HTML page:

# Handle web form submission
@app.post("/web-ask", response_class=HTMLResponse)
def web_ask_question(

question: str = Form(...),

device_type: str = Form("generic")
answer = get_ai_answer(question, device_type)

# Save to database
session = Session()
session.add(
Question(
question=question,
answer=answer,

device_type=device_type

)

session.commit()

session.close()

return """
<!DOCTYPE html>
<html>
<head>
<title>@d Network AI Assistant</title>
<style>
body {{
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font-family: Arial, sans-serif;
margin: 40px;
max-width: 800px;

1}

.question {{
background: #e3f2fd;
padding: 15px;
margin: 1@px 0;
border-radius: 5px;

1}

.answer {{
background: #f5f5f5;
padding: 20px;
margin: 1@px 0;
border-radius: 5px;
white-space: pre-wrap;

1}

.back {{ margin: 20px 0; }}

a {{ color: #007cba; text-decoration:

</style>
</head>
<body>
<h1>@ Network AI Assistant</hl>

<div class="question">
<strong>
Your Question ({device_type}):
</strong><br>
{question}
</div>

<div class="answer">
<strong>AI Answer:</strong><br>
{answer}

</div>

<div class="back">

none; }}



200 Building AI LLM Application Backends

<a href="/">« Ask Another Question</a> |
<a href="/history">View History</a>
</div>
</body>
</html>

5. Theheader session contains the metadata for the HTML page, as well as the simple style
we specified for the page:

<style>

body {{
font-family: Arial, sans-serif;
margin: 40px;
max-width: 800px;

1}

.question {{
background: #e3f2fd;
padding: 15px;
margin: 1@px 0;
border-radius: 5px;

1}

.answer {{
background: #f5f5f5;
padding: 20px;
margin: 10px 0;
border-radius: 5px;
white-space: pre-wrap;

1}

.back {{ margin: 20px ©; }}

a {{ color: #007cba; text-decoration: none; }}

</style>

6. Now, we can try out the web interface.
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€< C @ © 127.0.0.1:8000 T

& Network Al Assistant

Ask your network question:

|c.g., How do I troubleshoot BGP neighbor down?

Device Type:

‘ Generic -

Get Al Answer

Recent Questions

View all conversation history —

Figure 7.3: Network Al Assistant home page

7. Once submitted, we will see the answer that the Al returned.

<« ¢ @ @ 127.0.0.1:8000/web-ask b4

& Network Al Assistant

Your Question (cisco):
How do | troubleshoot a OSPF Neighbor down issue?

Al Answer:

To troubleshoot an OSPF neighbor down issue, you can use the following commands on Cisco
devices:

1. Check OSPF neighbor status:

show ip ospf neighbor

2. Verify OSPF process is running and interfaces are enabled for OSPF:

show ip protocols

3. Check OSPF configuration, ensure the correct network statement is included for neighbor adjacency:
show running-config | section router ospf

4. Verify if there is any mismatch in OSPF configuration parameters like area |D, authentication, hello/dead
timers, network type:

show ip ospf interface

5. Check for any network connectivity issues between OSPF neighbars:

ping

Figure 7.4: Network Al Assistant answer
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This recipe includes HTML code. It is recommended that you copy and paste the script
from this book’s GitHub repository to try it out; manually typing in code is not a great
way to spend your day. However, we will paste in the entirety of the script for reference

here to illustrate the full structure:

from fastapi import FastAPI, Form

from fastapi.responses import HTMLResponse

from pydantic import BaseModel

import openai

import os

from sqlalchemy import create_engine, Column, Integer, String,
DateTime

from sqlalchemy.ext.declarative import declarative_base

from sqlalchemy.orm import sessionmaker

from datetime import datetime

# Previous setup code (OpenAI, database, etc.)

client = openai.OpenAI(api_key=o0s.getenv("OPENAI_API_KEY"))
engine = create_engine("sqlite:///questions.db")

Base = declarative base()

Session = sessionmaker(bind=engine)

class Question(Base):
__tablename__ = "questions"
id = Column(Integer, primary_key=True)
question = Column(String)
answer = Column(String)
device_type = Column(String)

timestamp = Column(DateTime, default=datetime.now)

Base.metadata.create_all(engine)
app = FastAPI(title="Network AI")

class QuestionRequest(BaseModel):
question: str

device_type: str = "generic"

def get_ai_answer(question: str, device_type: str = "generic"):
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if not client.api_key:

return "Please set your OPENAI_API KEY environment variable"
system_msg = "You are a network engineer assistant. "
if device_type.lower() == "cisco":

system_msg += "Focus on Cisco IOS/IOS-XE commands. "
elif device_type.lower() == "juniper":

system_msg += "Focus on Junos commands. "
elif device_type.lower() == "arista":

system_msg += "Focus on Arista EOS commands. "
elif device_type.lower() == "palo alto":

system_msg += "Focus on Palo Alto firewall commands. "
system_msg += (

"Give concise, practical answers with specific commands."

try:
response = client.chat.completions.create(
model="gpt-3.5-turbo”,
messages=|[
{"role": "system", "content": system_msg},
{"role": "user", "content": question}

1

max_tokens=200
)
return response.choices[0].message.content
except Exception as e:

return f"AI service unavailable: {str(e)}"

# Web interface endpoint
@app.get("/", response_class=HTMLResponse)
def web_interface():

return """
<!DOCTYPE html>
<html>
<head>

<title>Network AI Assistant</title>
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<style>
body {
font-family: Arial, sans-serif;
margin: 40px;
max-width: 800px;
}
.form-group { margin: 20px 0; }
input[type="text"],
select,
textarea {
width: 100%;
padding: 10px;

font-size: 16px;

}
button {
background: #007cba;
color: white;
padding: 12px 24px;
border: none;
font-size: 16px;
cursor: pointer;
}
.answer {
background: #f5f5f5;
padding: 20px;
margin: 20px 0;
border-radius: 5px;
}
</style>
</head>
<body>

<h1>@@ Network AI Assistant</hl>
<form method="post" action="/web-ask">
<div class="form-group">
<label>
Ask your network question:
</label>
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<textarea name="question" rows="3"

placeholder="e.g., How do I troubleshoot BGP

neighbor down?">
</textarea>
</div>
<div class="form-group">
<label>Device Type:</label>
<select name="device_type">
<option value="generic">
Generic
</option>
<option value="cisco">
Cisco
</option>
<option value="juniper">
Juniper
</option>
<option value="arista">
Arista
</option>
<option value="palo alto">
Palo Alto
</option>
</select>
</div>
<button type="submit">Get AI Answer</button>

</form>

<div>
<h3>Recent Questions</h3>

<p>
<a href="/history">
View all conversation history -
</a>
</p>
</div>

</body>
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</html>

# Handle web form submission

@app.post("/web-ask", response_class=HTMLResponse)

def web_ask_question(question: str = Form(...), device_
type: str = Form("generic")):

answer = get_ai_answer(question, device_type)

# Save to database
session = Session()
session.add(Question(
question=question, answer=answer, device_type=device_type
))
session.commit()

session.close()

return """
<!DOCTYPE html>
<html>
<head>
<title>Network AI Assistant</title>
<style>
body {{
font-family: Arial, sans-serif;
margin: 40px;
max-width: 800px;
1}
.question {{
background: #e3f2fd;
padding: 15px;
margin: 1@px 0;
border-radius: 5px;
1}
.answer {{
background: #f5f5f5;
padding: 20px;



Chapter 7

207

margin: 1@px 0;
border-radius: 5px;
white-space: pre-wrap;
1}
.back {{ margin: 20px 0; }}
a {{ color: #007cba; text-decoration: none; }}
</style>
</head>
<body>
<h1>@ Network AI Assistant</hl>

<div class="question">
<strong>
Your Question ({device_type}):
</strong>
<br>
{question}
</div>

<div class="answer">
<strong>AI Answer:</strong><br>
{answer}

</div>

<div class="back">
<a href="/">« Ask Another Question</a> |
<a href="/history">View History</a>
</div>
</body>
</html>

# Keep existing API endpoints
@app.post("/ask")
def ask_question(request: QuestionRequest):

answer = get_ai_answer(request.question, request.device_type)
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session = Session()

session.add(Question(
question=request.question,
answer=answer,
device_type=request.device_type

)

session.commit()

session.close()

return {"answer": answer, "device type": request.device_type}

@app.get("/history")
def get_history():
session = Session()
questions = session.query(Question).order_by(
Question.timestamp.desc()).limit(10).all()
session.close()
return [
{
"question": g.question,
"answer": g.answer,
"device_type": q.device_type,
"time": qg.timestamp

} for g in questions

@app.get("/devices")
def supported_devices():
return {
"supported_devices": [
"cisco", "juniper", "arista", "palo alto", "generic"
I,
"usage": "Include device_type in your JSON request for

device-specific help"

__main__ ":

if _ _name__
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import uvicorn

uvicorn.run(app, port=8000)

How it works...

We explained the main changes while specifying the relevant code block in the previous section
to keep things relevant. Although simple, this recipe packs a lot into a single script, including Al
LLM queries, HTML code, API endpoints, and database persistence. That is why this recipe has
been placed toward the end of this chapter: we’d already built up other elements besides the
HTML interface.

There's more...
There was no JavaScript in the script; however, we can add some in the <script> block. For ex-
ample, to make form submission more slick, we can add the following code, which will change

the button text to Thinking. .. and disable the submit button while Al is processing the request:

<script>
document.querySelector('form").onsubmit = function() {
document.querySelector('button').innerHTML = 'Thinking...";

document.querySelector('button').disabled = true;
s

</script>

See also

e FastAPI Custom Response — HTML, Stream, File, others: https://fastapi.tiangolo.com/
advanced/custom-response/

e <form>: The Form element: https://developer.mozilla.org/en-US/docs/Web/HTML/

Reference/Elements/form

7.5 Docker deployment

In this recipe, we will package our Network Al Assistant app into a Docker container so that it

can be run anywhere.


https://fastapi.tiangolo.com/advanced/custom-response/
https://fastapi.tiangolo.com/advanced/custom-response/
https://developer.mozilla.org/en-US/docs/Web/HTML/Reference/Elements/form
https://developer.mozilla.org/en-US/docs/Web/HTML/Reference/Elements/form
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Getting ready

Please make sure that you've completed the Simple web interface recipe and Docker is installed.

How to do it...

1. Create a Dockerfile named dockerfile. Note that we used main_v4.py, but you can use

an earlier version as well:

FROM python:3.11-slim

WORKDIR /app

COPY requirements.txt .

RUN pip install -r requirements.txt
COPY main_v4.py .

EXPOSE 8000

CMD ["python", "main_v4.py"]

2. For the FastAPI file, we only listened to localhost in our uvicorn configuration. We will
need to change that so that we’re listening on all interfaces:

if __name__ == "_main__
import uvicorn

uvicorn.run(app, host="0.0.0.0", port=8000)

3. Create a requirements.txt file:

fastapi

uvicorn

openai
sqlalchemy
python-multipart

4. Build the container image by running docker build -t <name> . inthe terminal:

$ docker build -t network-ai .
[+] Building 6.2s (7/9)
docker:default

=> => resolve docker.io/library/python:3.11-slim@sha256:0ce77749ac
0.0s
=> => sha256:f3bfd8e9386c2a97d52a0f28a4cc8db81b034 5.37kB / 5.37kB
0.0s
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=> => sha256:59e22667830bf04fb35e15ed9c70023e9d1 28.23MB / 28.23MB
0.4s
=> => sha256:abd846falcdb2aelef7731213cd4f0c40bo5f 3.51IMB / 3.51MB

0.1s
=> => sha256:b7b61708209ad8f9b9%allc61dc9df90f74c 16.21MB / 16.21MB
0.3s

5. Run containers with OPENAI_API_KEY.

$ docker run -p 8000:8000 -e OPENAI_API_KEY="your-openai-api-key"
network-ai
/app/main_v4.py:14: MovedIn2@Warning: The " declarative_base() "
function is now available as sqlalchemy.orm.declarative base().
(deprecated since: 2.0) (Background on SQLAlchemy 2.0 at: https://
sqlalche.me/e/b8d9)

Base = declarative base()
INFO: Started server process [1]
INFO: Waiting for application startup.
INFO: Application startup complete.
INFO: Uvicorn running on http://127.0.0.1:8000 (Press CTRL+C to

quit)

6. We should see the same web interface at port 8000.

& C m @ localhost:8000

@ Network Al Assistant

Ask your network guestion:

e.g., How do I troubleshoot BGP neighbor down?

Device Type:

‘ Generic ~

Get Al Answer

Recent Questions

View all conversation history —

Figure 7.5: Web interface from the container
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7. Test the containerized Network Al Assistant application:

$ curl -X POST "http://127.0.0.1:8000/ask" -H "Content-Type:
application/json" -d '{"question": "How do I configure VLANs on a
Cisco switch?", "device_type": "cisco"}'

"answer":"To configure VLANs on a Cisco switch, follow these
steps:\n\nl. Enter global configuration mode:\n " " \nenable\
nconfigure terminal\n” " "\n\n2. Create VLANs and assign names to
them:\n" "~ "\nvlan <vlan_id>\nname <vlan_name>\n "~ "\n\n3. Assign

interfaces to VLANs:\n " \ninterface <interface_type> <interface_

number>\nswitchport mode access\nswitchport access vlan <vlan_id>\

n " "\n\n4. Exit configuration mode and save the configuration:\n "\
nend\nwr\n" "~ “\n\n5. Verify the VLAN configuration:\n " \nshow vlan\

nshow interfaces switchport\n """, "device_type":"cisco"

How it works...
The following is a pretty standard workflow for building Docker containers:
1. Create a Dockerfile.
2. Create a requirements.txt file.
3. Build and run the container, adding additional environment variables as required.
4. Test the containerized application.

Once we’ve containerized our application, we can move it to lots of different providers, such as

DigitalOcean, AWS, or Azure.

There's more...

See the Technical requirements section of Chapter 4 to learn how to install Docker.
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Summary

In this chapter, we built a complete Al-powered backend with a simple web interface that our
frontend team can use. As any developer will tell you, the work is never done. We are constantly
adding more data, business logic, and demand to the application. It also seems like every week,
there is a new JavaScript frontend library that is the “hottest new thing” that puts additional

requirements on the backend application.

Python is known to have a robust ecosystem of backend web frameworks, including Django
and FastAPI. As a mature ecosystem, there are constant features to be added, bugs to be fixed,
and more ways we can optimize our code. This chapter serves as an introduction to the FastAPI
framework, but we should be prepared for a steeper learning curve before we deploy our Al ap-

plication into production.

In the next chapter, we will go back to the core functionalities and build a Network Copilot ap-

plication.

Get This Book’'s PDF Version and
Exclusive Extras E
| ™

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.
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don’t require an invoice.
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Building a Network Co-Pilot

When [ started in the field as a junior network engineer, I had lots of questions, and I mean lots
of questions! Many of the answers could be found in books and online resources, but it took so
long to search through different sources and piece together the answer. Other times, the answer
took the form of tribal knowledge, meaning I had to spend hours looking through the current
configuration and ask more senior engineers, and then — maybe — get a decent answer. In short,
I'wish I'd had a network co-pilot who could help me filter out answers, understand the network,

answer my questions at all hours, and just be my network best friend.

Well, this chapter focuses on building such a pal. Think of a network co-pilot as your Al assistant
that understands networking with the network data you are willing to supply. Instead of reading
through countless documentation and CLI commands, you can have a conversation with your
co-pilot: “Help me configure OSPF on this Cisco router,” or “Why does the interface error counter

keep on incrementing at midnight, every other Wednesday?”

A good network co-pilot does not replace a network engineer’s expertise; it amplifies it. It helps

us work faster, catches mistakes, and makes suggestions to help us get more done.

In this chapter, we will build the core components that make a network co-pilot work. We are
not building a full production app (because that would take another book to do so!), but we will

create the essential pieces that show you how it all fits together.
Here are the recipes we will cover in this chapter:

e  Model selection and evaluation
e  Building the core Al engine

e  Network knowledge integration
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Some of the knowledge might be a review of what was covered in other chapters, and thatis OK;
we have chosen to emphasize the theme of network co-pilot in this chapter, even if it echoes some

of the elements we covered in earlier chapters.

Technical requirements

Please create a new virtual environment and folder for this chapter, then install the following

packages and export the OpenAl API key:

$ pip install openai requests panda

$ export OPENAI_API_KEY="your-openai-api-key"

8.1 Model selection and evaluation

As we have seen in the book, choosing the right Al model is similar to picking the right tool for
a job. We would not use a hammer to screw a nail, and we would not use a model optimized for
image generation for our network engineering tasks. For this recipe, we will use three scripts to

evaluate different models:

e Wewilluseal_test_models.py scriptto supply a few test questions and run them against
various models, in this case, gpt-3.5-turbo, gpt-40-mini, and gpt-40. We will save the

results to a file named model_test_results.json.

e Inthesecond script, we will read the results and use OpenAI's GPT-40 model to evaluate

the responses. We will save the evaluation to a file named response_evaluation.json.

e Inthe third script, we will read the evaluation file and average the scores across different
answers. We will use the cost of the model to arrive at a final recommendation for which

model to use.

Ready? Let’s see how it all works.

Getting ready

Please ensure the instructions in the Technical requirements section have been followed.

How to do it...

1. Let’screate afile for testing our models. The file should include questions we will test the

model with, then use the same questions for various models:

import openai

import json
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import os

import time

# Simple test questions for networking
TEST_QUESTIONS = [

{
"id": "ospf_config",
"question": "Configure OSPF area © on a Cisco router",
"category": "configuration"
¥
{
"id": "bgp_troubleshoot",
"question": "BGP neighbor stuck in Idle state. What to
check?",
"category": "troubleshooting"
¥
{
"id": "vlan_basic",
"question”: "Create VLAN 100 named Sales on a switch"”,
"category": "configuration"
}

def test_model(model_name):

Test a model with networking questions
client = openai.OpenAI(api_key=0s.getenv('OPENAI_API_KEY'))
results = []

print(f"Testing {model name}...")

for question in TEST_QUESTIONS:
try:
response = client.chat.completions.create(
model=model name,
messages=[{
"role": "user",

"content": question["question"]
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s

max_tokens=150,

temperature=0.1

)
results.append({

"question_id": question["id"],

"question": question["question"],

"category": question["category"],

"model"”: model name,

"response”: response.choices[@].message.content
}

print(f" Vv {question['id']}")
time.sleep(1l) # Rate Limiting

except Exception as e:
print(f" X {question['id']}: {e}")

return results

def main():
# Test these three models
models = ["gpt-3.5-turbo", "gpt-4o0-mini", "gpt-40"]
all results = []

for model in models:
results = test_model(model)

all results.extend(results)

# Save results
with open('model_test_results.json', 'w') as f:

json.dump(all_results, f, indent=2)

print(
f"\nDone! Saved {len(all_results)} responses to

model test results.json"
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if __name__ == "_main__

main()

2. When we execute the script, we will run through the questions model by model and save

the results into a file:

$ python 1_test_models.py
Testing gpt-3.5-turbo...
v ospf_config
v bgp_troubleshoot
v vlan_basic

Testing gpt-4o-mini...

v ospf_config
v bgp_troubleshoot

v/ vlan_basic
Testing gpt-4o...

v ospf_config

v bgp_troubleshoot

v vlan_basic

Done! Saved 9 responses to model test_results.json

3.  We will use a second script to score the responses, then save the result:

import json
import openai

import os

def load_results():

nun non

Load test results from previous script
with open('model_test_results.json', 'r') as f:

return json.load(f)

def evaluate_response(result):

nun nnn

Use GPT-40 to score response quality

client = openai.OpenAI(api_key=0s.getenv('OPENAI_API_KEY'))
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prompt = f"""Rate this network engineering response 1-10:

Question: {result['question']}

Response: {result['response']}

Score based on accuracy and usefulness.

Format: SCORE: X - brief reason

try:
response = client.chat.completions.create(
model="gpt-40",
messages=[{"role": "user", "content": prompt}],
max_tokens=100,

temperature=0.1

eval text = response.choices[0].message.content

# Extract score
if "SCORE:" in eval_text:
score_part =
eval_text.split("SCORE:")[1].split("-")[0].strip()

score = float(score_part)

explanation =
eval_text.split("-", 1)[1]
.strip() if "-" in eval_text else ""

return score, explanation

return 5.0, "Could not parse score"

except Exception as e:
print(f"Error: {e}")
return 5.0, "Evaluation failed"

def main():
results = load_results()

evaluations = []
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print("Evaluating responses...")

for result in results:
print(
f"Evaluating {result['model']} - {result[
'question_id']}"
)

score, explanation = evaluate response(result)

evaluations.append({
"question_id": result["question_id"],
"model": result["model"],
"category": result["category"],
"score": score,

"explanation": explanation

1)

with open('response_evaluations.json', 'w') as f:

json.dump(evaluations, f, indent=2)

print(f"Done! Saved evaluations to response_evaluations.json")

4. The terminal output shows the progress of the evaluation and saving the results:

$ python 2 _evaluate responses.py

Evaluating responses...

Evaluating gpt-3.5-turbo - ospf_config
Evaluating gpt-3.5-turbo - bgp_troubleshoot
Evaluating gpt-3.5-turbo - vlan_basic
Evaluating gpt-4o0-mini - ospf_config
Evaluating gpt-4o0-mini - bgp_troubleshoot

Evaluating gpt-4o-mini - vlan_basic

Evaluating gpt-4o0 - ospf_config

Evaluating gpt-4o0 - bgp_troubleshoot
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Evaluating gpt-4o0 - vlan_basic

Done! Saved evaluations to response_evaluations.json

5. Finally, we will use a third script to return a final evaluation, balancing performance

with cost:

import json

def load_evaluations():

Load evaluation results
with open('response_evaluations.json', 'r') as f:

return json.load(f)

def analyze_results(evaluations):

Analyze model performance
print("MODEL PERFORMANCE ANALYSIS")
print("=" * 40)

model_scores = {}
for eval in evaluations:
model = eval[ 'model’]
if model not in model_scores:
model _scores[model] = []

model_scores[model].append(eval['score'])

print("\nOVERALL SCORES:")

results = []

for model, scores in model_scores.items():
avg_score = sum(scores) / len(scores)
results.append((model, avg score))
print(f"{model:<15} Average: {avg_score:.1f}/10")

results.sort(key=lambda x: x[1], reverse=True)
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print(f"\nBY CATEGORY:")
categories = {}
for eval in evaluations:
cat = eval['category']
model = eval[ ‘model’]
if cat not in categories:
categories[cat] = {}
if model not in categories[cat]:
categories[cat][model] = []

categories[cat][model].append(eval['score'])

for category, models in categories.items():
print(f"\n{category.title()}:")
for model, scores in models.items():
avg = sum(scores) / len(scores)
print(f" {model}: {avg:.1f}")

# Recommendation
best_model = results[0][0]
best_score = results[0][1]

print(f"\nRECOMMENDATION:")
print(f"{best_model} performs best with {best_score:.1f}/10")

# Cost consideration

costs = {
'gpt-3.5-turbo': 0.002,
'gpt-40-mini': 0.015,
'gpt-40': 0.06

print(f"\nCOST vs PERFORMANCE:")
for model, score in results:
if model in costs:
cost = costs[model]
value = score / (cost * 1000)

print(
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f"{model}:
Score {score:.1f} | ${cost:.3f}/1k tokens | Value:
{value:.of}"

return results[0][0]

def main():
evaluations = load_evaluations()

best_model = analyze results(evaluations)

summary = {"best model": best _model}
with open('model_summary.json', 'w') as f:

json.dump(summary, f, indent=2)

print(f"\nSummary saved to model_summary.json")

if __name__ == "_main__

main()

Here is the final recommendation:

$ python 3_analysis.py

MODEL PERFORMANCE ANALYSIS

OVERALL SCORES:

gpt-3.5-turbo  Average: 8.3/10
gpt-4o0-mini Average: 6.3/10
gpt-4o0 Average: 7.0/10

BY CATEGORY:

Configuration:
gpt-3.5-turbo: 8.5
gpt-4o-mini: 6.0
gpt-4o0: 7.0
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Troubleshooting:
gpt-3.5-turbo: 8.0
gpt-4o0-mini: 7.0
gpt-40: 7.0

RECOMMENDATION:
gpt-3.5-turbo performs best with 8.3/10

COST vs PERFORMANCE:

gpt-3.5-turbo: Score 8.3 | $0.002/1k tokens | Value: 4
gpt-40: Score 7.0 | $0.060/1k tokens | Value: ©
gpt-4o0-mini: Score 6.3 | $0.015/1k tokens | Value: @

Summary saved to model summary.json

How it works...

The logic for evaluating the modelis pretty straightforward. As with many tasks, the devilisin the
details. For the first script, the number and quality of the questions are key. We should come up
with as many relevant questions in each category as possible. For example, instead of Configure
OSPF on a router,we can use Configure OSPF area @ on a Cisco router running IOS-XE

with Loopback @ as the router id.

The key to the second script is the prompt. In our case, we use a simple prompt and ask the Al
model to score based on accuracy and usefulness. That might be good enough for now, but a better
prompt could include instructions to use a different role, or use a different Al provider, such as

Anthropic, to evaluate the responses from OpenAl, and so on.

The third script centers on what we care about the most. The script assumes we want to strike a
balance between cost and accuracy, but perhaps we want to put more weight on accuracy. This

is where a judgment call needs to be made.

There's more...

Try out different models from other providers, such as Anthropic models (Claude Sonnet 4, Claude

Opus 4, etc.) or use one of the local models we installed in Chapter 4.
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See also
Recipe 4.1 from Chapter 4: Downloading Code Llama models

8.2 Building the core Al engine

The Al engine is the brain of our co-pilot. It should take the user’s questions, classify them with
their intent, have a context-aware conversation (network engineering), and generate helpful

results.
Here is what we will do in this recipe to build our core Al engine:

1. Create mock data to include network device information, responses from the Al model,

and context data so that we can test the script without actual network devices.

2. Identify intent with keywords; for example, if configure is in the question, we will see it

as belonging to the configuration category.
3. Add a conversation-aware context for any conversation previously.
4. Add networking context.

5. Generate a response from the Al LLM.

Let’s get started.

Getting ready

We will use mock data in this recipe; however, understanding how we derived the response data

was the topic of Recipe 4.1.

How to do it...

This script is long; therefore, we will only show the relevant configuration and explain. Please
see the entire script from the GitHub repository created with this book (https://github.com/
PacktPublishing/AI-Networking-Cookbook-First-Edition):

1. We will create three mock data files: devices.json, network_context.json, and ai_
examples.json.

2. The simple Al engine has one class, NetworkCopilot. The init() function creates an
empty list to store all the chat exchanges, tracks the device the user is working on, picks

the model to use, and calls the load_data() function to load the mock data files:
class NetworkCopilot:
def __ init_ (self, model_name="gpt-40-mini"):

self.conversation = []


https://github.com/PacktPublishing/AI-Networking-Cookbook-First-Edition
https://github.com/PacktPublishing/AI-Networking-Cookbook-First-Edition
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self.current_device = None
self.model _name = model_name
self.load_data()

3. Weusetheget_intent() function to use keywords in the question to “guess” the user’s
intent:

def get_intent(self, message):

Simple intent detection
msg = message.lower()
if "configure" in msg or "create" in msg or "setup" in msg:
return "configuration"
elif "problem" in msg or "troubleshoot" in msg or "down" in
msg or "not working" in msg:
return "troubleshooting"
elif "explain" in msg or "what is" in msg or "how does" in
msg:
return "explanation"

return "general"

4. Weusetheget_device_context() function to load the device information from our mock
data, such as the device type, device model, location, protocol, neighbors, and so on. These

files are mocked for now, but can be from your production network:

def get_device_context(self, message):

Get detailed device context
msg = message.lower()

context_parts = []

# Find mentioned device
for device name, device_info in self.devices.items():
if device_name.lower() in msg:
self.current_device = device_name
context_parts.append(f"Device: {device_name}")
context_parts.append(
f"Type: {device_info['type']} ({device_info[
'model’]})"
)

context_parts.append(
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f"Location: {device_info[ 'location']}"
)
context_parts.append(f"IP: {device_info['ip']}")
context_parts.append(

f"Protocols: {', '.join(

device_info[ 'protocols'])}"

5. We use the get_network_context() function to retrieve relevant network information
based on what the user is asking about. For example, we will add OSPF area information
if they mention OSPF and add VLAN information if they mention VLAN:

def get_network_context(self, message):

Get relevant network context based on message content
msg = message.lower()

context_parts = []

# Add topology info
context_parts.append(

f"Network: {self.network context[ 'network _info'][

"topology'1}"

# Add protocol-specific context
if 'ospf' in msg:
context_parts.append(
f"OSPF: {self.network_context['network_info'][

'routing_protocol']}"

6. Now,we canload the relevant Al examples from before. If the user asks "configure ospf

on R1",we will look for examples in configuration_examples and look for ospf_basic:

def get_ai_examples(self, message, intent):
msg = message.lower()
examples = []

# If we have examples for this intent
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if intent in self.ai_examples

intent_examples = self.ai_examples[intent + " examples"]
for topic in ['ospf', 'bgp', 'vlan']:
if topic in msg: # If user mentions OSPF
for key, example in intent_examples.items():
if topic in key: # Find OSPF examples
examples.append(
f"Example approach: {example}"
)

break

7. Now, we add everything together and create our prompt for OpenAlin the call_openaui()

function:

def call_openai(

self,

message,
intent,
device_context,

network_context

"""Call OpenAI API with rich context"""
import openai

client = openai.OpenAI()

# Get relevant examples for context
example_context = self.get_ai_examples(message, intent)

system_prompt = You are an expert network engineering
assistant with deep knowledge of Cisco networking equipment
and protocols. Provide clear, accurate technical guidance
for network configuration, troubleshooting, and best
practices. Use the provided network context

and examples to give specific, actionable advice.
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8. Now, we can initialize the chat:

def chat(self, message):

Main chat function with rich context
intent = self.get_intent(message)
device_context = self.get_device_context(message)

network_context = self.get_network_context(message)

response = self.call openai(
message,
intent,
device_context,

network_context

# Store conversation
self.conversation.append({
"user": message,
"response"”: response,
"device": self.current_device,

"intent": intent

1)

return response

9. When the script is executed by itself, we will initiate the NetworkCopilot class, grab the
user input, and call the chat function:

if __name__ == "_ _main__":
print("Network Co-Pilot (OpenAI-powered with Rich Context)")
print("Type 'quit' to exit")

print("=" * 50)

try:
copilot = NetworkCopilot()

# Show available devices

print("\nAvailable devices:", ", ".join(

copilot.devices.keys())
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)
print(
"Try: 'Configure OSPF on R1' or 'Troubleshoot VLAN

issues on SW1'\n"

while True:

user_input = input("You: ").strip()

if user_input.lower() == 'quit':
break

if not user_input:

continue

try:
response = copilot.chat(user_input)

print(f"\nCo-Pilot: {response}")

10. Let’s see an example in action:

$ python network_ai_engine.py
Network Co-Pilot (OpenAI-powered with Rich Context)
Type 'quit' to exit

Available devices: R1, R2, SW1, SW2
Try: 'Configure OSPF on R1' or 'Troubleshoot VLAN issues on SW1'

You: Configure OSPF on R1

Co-Pilot: To configure OSPF on your Cisco ISR4431 router (R1) in a
hub-and-spoke topology, you will need to follow these steps. The
configuration will enable OSPF in area @, which is the backbone area

for your internal routing.

### Step-by-Step OSPF Configuration on R1
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**Access the Router:**

Connect to your router via console or SSH.

**Enter Global Configuration Mode:**
" “bash
enable

configure terminal

**Configure OSPF:**

You will need to define the OSPF process and specify the router
. The router ID is typically the highest IP address on the router
can be manually set.

" “bash
router ospf 1
router-id 192.168.1.1 # Set the router ID to the IP of R1

**Define OSPF Networks:**

You need to specify the networks that will participate in OSPF.

Assuming R1 has interfaces connected to R2 and SW1, you will need to
include those networks. For example, if R2 is on the 192.168.2.0/24
network and SW1 is on the 192.168.3.0/24 network, you would
configure it as follows:

" “bash

network 192.168.1.0 0.0.0.255 area @ # R1l's own subnet
network 192.168.2.0 0.0.0.255 area @ # R2's subnet
network 192.168.3.0 0.0.0.255 area @ # SW1's subnet

The “0.0.0.255" is the wildcard mask that specifies which bits of
the IP address are significant for OSP

[Working on: R1 - router at Main Office]
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You: quit

Session ended. Total conversations: 1

How it works...

In summary, here is the flow of the script:

1. TheAl engine receives rich network context, such as device model, location, and protocol.
2. The Al engine receives common troubleshooting examples and best practices.

3. The Al engine integrates the Al example, perhaps from Recipe 4.1.

4. We enhance the response with user intent.
5

We keep the conversation going.

There's more...
There are so many areas for enhancement. Here are some examples of what you could do:
e Add more devices and network context

¢ Include more configuration standards and templates

e Continue to add more baseline data

See also

Recipe 4.1 for model selection.

8.3 Network knowledge integration

We built a pretty good co-pilot in the last recipe. It seems really smart, but one glaring area for
improvement is that it does not know a lot about our network data. For example, in our mock
data, our co-pilot knows about SW2's IP, model, and protocols, but it does not know where the

GigabitEthernet®/1 interface connects to and SW2's position in our network topology.

In this recipe, we will start building integration points where our co-pilot can ingest our network

information.

Getting ready

Please complete Recipe 8.2.
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How to do it...

1. Let’sbegin by deciding what additional information we would like to include. How about
amore detailed network topology relationship? We will create a file named topology . json

under the mock_data folder that includes connections and dependencies:

{
"connections": {
"R1": {
"GigabitEthernete/0": {
"connects_to": "SW1",
"interface": "GigabitEtherneti/e/1",
"vlan": "trunk"
¥
"GigabitEtherneto/1": {
"connects_to": "R2",
"interface": "GigabitEtherneto/0",
"subnet": "10.1.1.0/30"
¥
"Seriale/e/e": {
"connects_to": "ISP",
"interface": "Seriale/e/0",
"subnet": "203.0.113.0/30"
}
¥

3s
"dependencies": {
"inter_vlan_routing": [
"R1",
"SW1"
1
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2. We can also add configuration templates, which are similar to Jinja templates but more

basic:

{

"configurations": {
"ospf_interface": {
"template": "interface {interface}\n ip ospf {process_
id} area {area}\n ip ospf network point-to-point",

"variables": [
"interface",
"process_id",
"area"

1,

"device_types": [

"router"

¥
"vlan_access_port": {
"template"”: "interface {interface}\n switchport
mode access\n switchport access vlan {vlan_id}\n spanning-
tree portfast",

"variables": [
"interface",
"vlan_id"

1,

"device_types": [

"switch"

3. Now, we are ready to enhance our network co-pilot with this additional information.
We won’t show the code here, but we will load the additional information in the init()

function.
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4. Wewill add a new function to create relationships between devices. Now, we know that

R1 connects to SW1 via GigabitEtherneto/o:

def get_device relationships(self, device_name):

Get connected devices and interface mappings
if device_name not in self.topology[ 'connections']:

return {}

relationships = {}

connections = self.topology['connections'][device_name]

for local_interface, connection_info in connections.items():
remote_device = connection_info[ ‘connects_to"']

remote_interface = connection_info['interface']

relationships[remote_device] = {
'local_interface': local_interface,
‘remote_interface': remote_interface,
"connection_type': connection_info.get(

'vlan', connection_info.get('subnet', 'unknown')

return relationships

5. Thedependencies should let us know when R1 goes down, as it will impact internet access,

as well as impacting SW1 and R2:

def find_affected_devices(self, device_name):

Find devices that might be affected by changes
affected = set()

# Direct connections
relationships = self.get_device_relationships(device_name)
affected.update(relationships.keys())

# Check service dependencies
for service, dependent_devices in (

self.topology[ 'dependencies'].items()
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if device_name in dependent_devices:

affected.update(dependent_devices)

affected.discard(device_name) # Remove self
return list(affected)

6. We will add configuration templates:

def get_configuration_template(self, config_type, device_type):

Get appropriate configuration template

templates = self.templates['configurations']

for template_name, template_info in templates.items():
if (
config type in template_name
and device_type in template_info.get(

"device_types', [])
return template_info

return None

7. We will tie the two new functions together in the analyze_network_impact() function:

def analyze_network_impact(self, device_name, proposed_change):

Analyze potential impact of network changes

analysis = {

‘affected_devices': self.find_affected_devices(
device_name

)

'services_impacted': [],

'recommendations': []

# Check service dependencies
for service, devices in self.topology[ 'dependencies']

.items():
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if device_name in devices:

analysis['services impacted'].append(service)

8. We also have a new build_enhanced_context() function to include relationships and

templates:

def build_enhanced_context(self, message, intent):

Build comprehensive context including relationships and

templates
context_parts = []

# Get basic device context
device_context = self.get_device_context(message)
if device_context != "Standard network":

context_parts.append(device_context)

# Add relationship information
if self.current_device:
relationships = self.get_device_relationships(
self.current_device
)
if relationships:
connections = []
for remote_device, conn_info in (

relationships.items()

connections.append(
f"{remote_device} via {conn_infol[
'local_interface']}"
)
context_parts.append(

f"Connected to: {', '.join(connections)}"

# Add relevant templates
if intent == "configuration" and self.current_device:

device_type = self.devices[self.current_device][ type']
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msg_lower = message.lower()

9. With the enhanced context, our OpenAl call can now include impact analysis:

def call_openai_with_knowledge(

self,
message,
intent,

enhanced_context

Call OpenAI with enhanced network knowledge
import openai

client = openai.OpenAI()

# Analyze potential impact

impact_analysis = {}

if self.current_device and intent == "configuration":
impact_analysis = self.analyze_network_impact(

self.current_device, message

system_prompt = You are an expert network engineering
assistant with deep knowledge of network topologies, device
relationships, and configuration standards. Always consider
the impact of changes on connected devices and dependent
services. Use provided templates and follow security best

practices. Provide specific, actionable guidance.

user_prompt = f"""Enhanced Network Context:

{enhanced_context}

User Intent: {intent}

User Message: {message}

if impact_analysis and impact_analysis['affected devices']:

user_prompt += f"""
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Impact Analysis:

- Affected devices: {', '.join(impact_analysis['affected_devices'])}
- Services impacted: {', '.join(impact_analysis['services_impacted']
)}

- Recommendations: {'; '.join(impact_analysis['recommendations'])

pron

user_prompt += (

"\n\nProvide specific networking guidance considering

"device relationships, templates, and potential impacts.

10. The chat can include device relationships:

def chat(self, message):

Enhanced chat with network knowledge integration
intent = self.get_intent(message)

enhanced_context = self.build_enhanced_context(
message,

intent

response = self.call_openai_with_knowledge(
message,
intent,

enhanced_context

# Store conversation with enhanced metadata
self.conversation.append({

"user": message,

"response"”: response,

"device": self.current_device,

"intent": intent,

"relationships": self.get_device_relationships(

self.current_device) if self.current_device else {}

b))
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return response

11. The following code also includes device relationships:

if copilot.current_device:
relationships = copilot.get_device_
relationships (copilot.current_device)
if relationships:
connected = list(relationships.keys())

print(

f"\n[{copilot.current_device} is

f"connected to: {',

print()

How it works...

We provided an extensive explanation in the previous section. Let’s summarize all the enhance-

'.join(connected)}]

ments:
Feature Recipe 8.2 Recipe 8.3
Device Basic info only Full topology awareness
knowledge
Relationships None Interface-level connections
Impact analysis None Service dependency mapping
Templates None Configuration templates
Context Simple device info Rich context with relationships
Al prompts Basic Enhanced with impact analysis

User experience

Simple device tracking

Topology view + connection display

Data files Two files (devices.json, | Four files (devices.json, network_context.
responses.json) json, topology.json, templates.json)
New functions None Five new functions (get_device_

relationships, find_affected_devices,
get_configuration_template, analyze_
network_impact, build_enhanced_context)
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Feature Recipe 8.2 Recipe 8.3
OpenAl call_openai() call_openai_with_knowledge()
integration
Conversation Basic metadata Enhanced metadata with relationships
storage
Interactive None topology command to view connections
commands
Error prevention | None Impact analysis warns about changes
Template support | None Matches templates to device types and intents
Security None Applies security standards and requirements
integration

Table 8.1: Comparison of the second and third recipes

There's more...

The next step would be to load real device configuration and integrate our tool into a configuration

database so that we do not need to keep updating it manually.

See also

The Building a core Al engine recipe.
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Summary

In this chapter, we built the foundation of our network co-pilot that understands our network
environment. We started with basic model selection and evaluation to build our core Al co-pilot
engine. The engine included features such as intent recognition, device context, network context,

and a chat function that interacts with OpenAl.

In the more advanced version of our Al co-pilot, we added topology, dependencies, and a con-

figuration template.

In the next chapter, we will integrate Al with network monitoring and performance use cases.
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Network Monitoring and
Performance Use Cases with

MCP

Network monitoring has evolved over the years from simple MRTG (or RRDtool, as some prefer)
with SNMP to sophisticated observability platforms, ranging from vendor-based products to open
source projects. We can also collect network data from streaming sources such as NetFlow, gRPC,
or QUIC. In the early days, when it came to monitoring, the network engineer’s job might have
been to collect data from network devices. In today’s world, the network engineer’s job revolves

around making sense of massive amounts of data to take the right action.

In this chapter, we will introduce some practical approaches to AlI-powered network monitoring
data, leverage the methods we used in other recipes (prompt engineering, chat completion, and

more), and implement the new Model Context Protocol (MCP).

Why MCP for network monitoring? For one, MCP is one of the most exciting developments in
the world of AL, and we should learn about it. Additionally, MCP excels in two areas that fit well

with network monitoring and performance:

e  MCP excels at integrating diverse data sources and systems, and monitoring typically
needs to pull data from multiple tools, databases, and APIs
e  MCP enables seamless context sharing between monitoring systems, ticketing platforms,

and performance databases
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In this chapter, we will cover the following recipes:

e  Al-powered network health analysis
e  Predictive network performance analysis

o Intelligent network optimization and auto-remediation

MCP is a relatively new approach, so a detailed dive into the technology is not possible within
the confines of a single chapter. We will begin our learning journey with an overview of the MCP

protocol and its key features.

For the recipes in this chapter, we will take a gradual approach to introducing different aspects of
the MCP protocol, ranging from basic to more advanced, via code. To help with our learning, we
will begin with the “regular approach,” then use an MCP version of the same concept. In each of

the recipes, we will focus on the MCP demo version when conducting our analysis.

MCP overview

MCP is an open standard that enables Al assistants to connect to external data sources and tools.

Typically, we would build each integration like so:
Al Assistant -> Different Integrations [A-Z] -> Network Tool [A-Z]
However, MCP allows a uniform connector to be used so that an Al assistant can talk to it:

Al Assistant -> MCP Protocol -> Network MCP Server -> Network Tools [A-Z]

MCP concepts

There are a few concepts we should know about before we get started:

e  MCP URIs: MCP URIs are logical identifiers that specify which information or capabilities
youwant to access. The structure is scheme: //path, which is different from the REST API

format we are familiar with. They are logical identifiers.

e  MCPresources: Resources are read-only data sources that provide information. The main
point is that these have read-only data.

e  MCP tools: Tools are executable functions that can perform actions or operations. These
are actions Al can invoke to do things.

e  Context and state: MCP servers are designed to be stateless; each requestis independent
of previous interactions.

e  Error handling and input validation: Network tools must validate inputs and handle

errors correctly due to their impact.
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We will see examples of these MCP concepts in the recipes in this chapter.

Technical requirements

There are no special requirements for this chapter; all you need is the OpenAl library and a Python
virtual environment. The following code creates a new folder for this chapter, adds a new virtual
environment to that folder, installs the OpenAl Python package, and then exports OPENAI_API_KEY

as an environment variable:

$ mkdir ch@9 && cd ch@9

$ pyhon -m venv .venv && source .venv/bin/activate

$ pip install openai

$ export OPENAI_API_KEY="your-openai-api-key"

9.1 Al-powered network health analysis

In this recipe, we will build a simple Al network health analysis tool that provides intelligent
insights. We will build both a simple version and an MCP-structured version to demonstrate

how the same Al capabilities can be exposed through the MCP protocol.

Getting ready

The script is too long to display in a few pages. Please download the necessary scripts from the
downloads section of this book’s GitHub repository(https://github.com/PacktPublishing/
AI-Networking-Cookbook-First-Edition).

How to do it...

1. First,provide a network_metrics. json file, which will contain mock data collected from

network devices:

{
"device_id": "firewall-01",
"type": "firewall",
"location": "DMZ",
"cpu_percent": 38.4,
"memory_percent": 52.1,
"bandwidth_percent": 65.7,
"latency_ms": 6.2,
"error_rate": 0.1,

"uptime_days": 89,
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"interface_count": 8,

"active_connections": 892

2. We need to follow the same pattern in the network_analyzer.py file, such as loading

the network data and using Al prompts to analyze network health and devices. The most

critical part is the prompt. Use the following prompt for network health:

def analyze_network_health(self):

# Prepare device summary for AI

device_summary = []

for device in self.devices:

summary = (

f"{device['device_id']} ({device['type']}) at "
{device['location']}: "
f"CPU {device['cpu_percent']}%, "
Memory {device[ 'memory_percent']}%,
f"Bandwidth {device['bandwidth_percent']}%, "

Latency {device['latency_ms"']}ms,
f"Errors {device['error_rate']}%, "

Uptime {device[ 'uptime_days']} days"
)

device_summary.append(summary)

prompt = f"""You are a senior network engineer analyzing

network infrastructure health.

Current Network Status:

{chr(10).join(device_summary)}

Provide a comprehensive analysis including:

dho

OVERALL HEALTH STATUS (Healthy/Warning/Critical) with reasoning

2. CRITICAL ISSUES that need immediate attention
3. WARNING CONDITIONS that should be monitored
4,

5. PRIORITIZED ACTION ITEMS for the network team

PERFORMANCE OPTIMIZATION opportunities

Focus on practical, actionable insights that a network engineer can

implement immediately.
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3. We also need to create a file called network_analyzer_mcp_demo.py that uses the same

Al assistant logic, but implemented in an MCP structure.

4. Then, create an MCP resource in resource_network_health_analysis():

async def resource_network_health_analysis(self):

"""MCP Resource: network://health-analysis

print("MCP Resource Called: network://health-analysis")

# Same AI logic as simple version

# ... prepare data and call OpenAI ...
result = {
# MCP 1identifier
"mcp_resource": "network://health-analysis",

"analysis timestamp”: datetime.now().isoformat(),
"ai_model": "GPT-4",
"ai_analysis": response.choices[@].message.content

}

return result

5. Next, we need to create an MCP tool in tool_analyze_device():

async def tool analyze device(self, device_id):
"""MCP Tool: analyze_device"""
print(

f"MCP Tool Called: analyze device(device_id='{device_id}"')"

# Same device analysis logic

# ... find device and analyze with AI ...

return {
"mcp_tool": "analyze_ device",
"device_id": device_id,

"ai_analysis": response.choices[@].message.content
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6. We have additional MCP resources and tools defined in the same script, such as tool_
check_critical_devices(). They follow the same pattern and logic as tool_analyze_

device().

How it works...
Hopefully, by using the same Al assistant logic that we have seen before, but with an MCP struc-
ture, we can highlight the differences:

e Instep 4, notice we used MCP resources:

e AURI-based network://health-analysis command to identify the capabilities
e  Read-onlydata

e  Aconsistent JSON format with metadata
e Instep 5, notice we used MCP tools:

e  We can perform actions and operations with these tools
e These tools accept inputs, such as device_id

e They are similar to Python functions but standardized via MCP

There’s more...

In a real MCP server, we would use a decorator to list resources and tools, like so:

@self.server.list_resources()
async def list_resources():
return [
Resource(
uri="network://health-analysis",

name="AI Network Health Analysis"

)

Resource(
uri="network://device-status",
name="Device Status Summary"

@self.server.list tools()

async def list_tools():
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return [
Tool(
name="analyze device",

description="Get detailed AI analysis"

)
Tool(
name="check_critical_devices",
description="Find devices needing attention"
)
1
See also

Please continue to the next recipe, Predictive network performance analysis, for information on

additional MCP concepts.

9.2 Predictive network performance analysis

This recipe builds on the previous recipe, AI-powered network health analysis, and involves conduct-
ing a simple Al-powered predictive network performance analysis. We will use mock time series
data and an Al prompt to predict future network behavior. Once we’ve constructed a simple Al

version, we will use an MCP demo version to illustrate more MCP concepts.

Getting ready

Please complete the AI-powered network health analysis recipe. The scriptis too long to display in a
few pages. Please download the necessary scripts from the downloads section of the publisher’s
site or this book’s GitHub repository(https://github.com/PacktPublishing/AI-Networking-
Cookbook-First-Edition).

How to do it...

1. Wewill use mock time_series.json data, similar to the following:

{
"metadata": {
"collection period": "7 days",
"interval”: "hourly",
"devices": ["router-01", "switch-01", "firewall-01"]
¥

"router-01": {
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"bandwidth_utilization": [
45, 38, 32, 28, 25, 23, 26, 35, 48, 62, 71, 78, 82, 85, 88,
86, 83, 79, 74, 68, 61, 55, 51, 47, 43, 36, 30, 26, 24, 22,
25, 33, 46, 59, 69, 76, 80, 83, 86, 84, 81, 77, 72, 66, 59,
53, 49, 45, 47, 40, 34, 30, 27, 25, 28, 37, 50, 65, 74, 81,
85, 88, 91, 89, 86, 82, 77, 71, 64, 58, 54, 50, 46, 39, 33,
29, 26, 24, 27, 36, 49, 64, 73, 80, 84, 87, 90, 88, 85, 81,
76, 70, 63, 57, 53, 49, 48, 41, 35, 31, 28, 26, 29, 38, 51,
66, 75, 82, 86, 89, 92, 90, 87, 83, 78, 72, 65, 59, 55, 51,
49, 42, 36, 32, 29, 27, 30, 39, 52, 67, 76, 83, 87, 90, 93,
91, 88, 84, 79, 73, 66, 60, 56, 52, 50, 43, 37, 33, 30, 28,
31, 40, 53, 68, 77, 84, 88, 91, 94, 92, 89, 85, 80, 74, 67,

61, 57, 53

1,

"latency_ms": [
4.2, 3.8, 3.5, 3.2, 3.0, 2.9, 3.1, 3.6, 4.5, 5.8, 6.7, 7.4,
8.1, 8.5, 8.9, 8.7, 8.3, 7.9, 7.2, 6.5, 5.8, 5.1, 4.7, 4.3,
4.9, 3.7, 3.3, 3.0, 2.8, 2.7, 2.9, 3.4, 4.3, 5.6, 6.5, 7.2,
7.8, 8.2, 8.6, 8.4, 8.0, 7.6, 6.9, 6.2, 5.5, 4.9, 4.5, 4.1,
4.3, 3.9, 3.6, 3.3, 3.1, 3.0, 3.2, 3.7, 4.6, 5.9, 6.8, 7.5,
8.2, 8.6, 9.0, 8.8, 8.4, 8.0, 7.3, 6.6, 5.9, 5.3, 4.9, 4.5

3 3

-
-
-
-
-
-
-
-
-

]
¥
"switch-01": {
"bandwidth_utilization": [
78, 82, 86, 89, 92, 94, 91, 88, 85, 79, 73, 68, 64, 61, 58,
62, 67, 72, 77, 81, 84, 87, 89, 85, 80, 85, 89, 92, 95, 97,
94, 91, 88, 82, 76, 71, 67, 64, 61, 65, 70, 75, 80, 84, 87,
90, 92, 88, 83, 88, 92, 95, 98, 96, 93, 99, 84, 78, 73, 69,
66, 63, 67, 72, 77, 82, 86, 89, 92, 94, 90, 85
1,
"latency _ms": [
15.2, 18.3, 22.1, 25.4, 28.7, 31.2, 28.9, 25.6, 22.3, 18.7,
15.4, 12.8, 11.2, 10.5, 10.1, 11.8, 14.3, 17.6, 20.8, 23.5,
26.1, 28.4, 29.7, 26.8, 22.9, 26.5, 29.8, 32.1, 34.7, 36.2,
33.8, 30.5, 27.2, 23.6, 19.9, 16.7, 14.3, 12.9, 11.8, 13.5,
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16.2, 19.6, 22.9, 25.7, 28.3, 30.6, 31.9, 28.7, 24.8

}

2. Next, create an Al-assisted version in performance_predictor.py.

3. The key concept for the Al-assisted version is the analyze_performance_trends () func-

tion.

4. This function calculates the necessary statistics:

def analyze_performance_trends(self, device_id):

KEY: AI-powered trend analysis with statistical context
if device_id not in self.time_series_data:

return f"No historical data available for {device id}"

device _data = self.time_series _data[device_id]

bw_data = device_data[ 'bandwidth_utilization']

# Statistical context for AI
bw_avg = sum(bw_data) / len(bw_data)
bw_max = max(bw_data)
first_half_avg = (
sum(bw_data[:len(bw_data)//2]) / (len(bw_data)//2)
)
second_half_avg = (
sum(bw_data[len(bw_data)//2:])
/ (len(bw_data) - len(bw_data)//2)
)
trend_change = (
(second_half_avg - first_half _avg) / first_half_avg
) * 100

# Recent performance (last 24 hours)
recent_bw = bw_data[-24:] if len(bw_data) >= 24 else bw_data

recent_avg = sum(recent_bw) / len(recent_bw)
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5. The details will then be sent to the Al tool in the prompt:

prompt = (
f"""You are a network performance analyst examining

historical data trends.

Device: {device_id}
Analysis Period: {s
elf.time_series_data[ 'metadata’]['collection_period"']

}

Data Points: {len(bw_data)} hourly measurements

BANDWIDTH UTILIZATION ANALYSIS:
- Average: {bw_avg:.1f}%
- Peak: {bw_max:.1f}%
- Recent 24h Average: {recent_avg:.1f}%
- Trend: {
trend_change:+.1f}% change from first half to second half of

period

SAMPLE DATA POINTS (recent bandwidth %):
{recent_bw[-12:]}

Based on this performance data, provide analysis:
PERFORMANCE TREND ASSESSMENT (Improving/Stable/Degrading)
CAPACITY UTILIZATION PATTERNS (peak hours, usage cycles)
PERFORMANCE PREDICTIONS for next 24-48 hours

CAPACITY PLANNING RECOMMENDATIONS

. POTENTIAL ISSUES to monitor

OPTIMIZATION OPPORTUNITIES

a U1 A W N R

Focus on actionable insights for network capacity planning.

)

6. named performance_predictor_mcp_demo.py.

7. ThePerformancePredictorMCPDemo class includes statement management, data handling,

error patterns, and resource composition.
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8. The outputis as follows:

$ python performance_predictor_mcp_demo.py

AI Network Performance Predictor - MCP Concepts Demo

Demonstrates: State Management, Data Handling, Error Patterns,
Resource Composition

MCP Resource Called: network://performance-trends
Fresh data loaded: 7_days for 2 devices

W Resource: network://performance-trends

M pata Period: 7_days

& Fresh Data Load: 2025-08-02T04:23:07.182600

Devices Analyzed: 2

B Device Performance Trends:
router-01: 59.4% avg, 94% peak, increasing trend
switch-01: 81.3% avg, 98% peak, stable trend

2. MCP ERROR HANDLING PATTERNS:

MCP Tool Called: predict device performance(device id='invalid-
device', hours=24)

Fresh data loaded: 7_days for 2 devices

MCP Tool Called: predict_device_ performance(device_id="invalid-
device', hours=24)

Fresh data loaded: 7_days for 2 devices

4 Tool: predict_device performance

Error Handling: Device invalid-device not found in historical
data

® Available Devices: ['router-01', 'switch-01']

MCP Tool Called: predict_device performance(device_id='router-01',
hours=100)

Parameter Validation: prediction_hours must be integer between
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1-72, got: 100

3. MCP DATA HANDLING (Efficient Time-Series Processing):

MCP Resource Called: network://capacity-forecast
Fresh data loaded: 7_days for 2 devices
W Resource: network://capacity-forecast
BB Forecast Horizon: 7_days
A Network Alerts: 2 devices need attention
- router-01: Device approaching capacity limits: 62.7% current
usage

- switch-01: Device approaching capacity limits: 83.4% current
usage

4. MCP RESOURCE COMPOSITION (Combining Multiple Data Sources):

MCP Tool Called: capacity_analysis(threshold=75%)
Fresh data loaded: 7_days for 2 devices
MCP Resource Called: network://performance-trends
Fresh data loaded: 7_days for 2 devices
MCP Resource Called: network://capacity-forecast
Fresh data loaded: 7_days for 2 devices
4 Tool: capacity analysis
[ Threshold: 75%
§ Analysis Summary:
- Devices over threshold: 2
- Devices approaching threshold: ©

Immediate Action Required: router-01, switch-01

5. MCP TOOLS (Successful AI Prediction):

MCP Tool Called: predict_device_performance(device_id='router-01',
hours=12)

Fresh data loaded: 7_days for 2 devices

4 Tool: predict_device performance
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© Device: router-01

©® Prediction Window: 12 hours

B Baseline: 62.7% recent average

@ AI Performance Prediction:
1. HOUR-BY-HOUR FORECAST for next 12 hours:

Hour 00: 46.9%
Hour 01: 39.9%
Hour ©02: 33.9%
Hour ©3: 29.9%
Hour 04: 27.0%
Hour ©5: 25.0%
Hour 06: 28.0%
Hour ©7: 36.9%
Hour ©8: 49.9%
Hour 09: 64.4%
Hour 10: 73.6%
Hour 11: 80.6%

2. EXPECTED PEAK USAGE periods and values:

The peak usage is expected to occur at Hour 11 with an average
utilization of 80.6%.

3. PREDICTED PERFORMANCE ISSUES or bottlenecks:

Given the recent average utilization of...

W2 state Management: Stateless time-series processing with fresh
data loading

W pata Handling: Efficient processing of large historical datasets
W Error Patterns: Comprehensive error handling for data processing
failures
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W Resource Composition: Combining performance trends + capacity
forecasts

W 1Input validation: Parameter checking for time-series analysis
tools

W Data Size Considerations: Summarized metrics vs raw time-series
data

W Business Logic Integration: Capacity planning rules and
thresholds

® This shows how to build robust, scalable MCP servers for

time-series analysis and predictive network operations!

How it works...
1. In MCP, we should keep the state stateless, so we must load the data at the time of
execution:

def load_time_series_data(self):

MCP State Management: Load fresh data for each request

Demonstrates:
- Stateless design: No reliance on instance variables
- Fresh data loading: Each MCP request gets current data
- Error handling: Graceful failure if data unavailable
try:
with open('mock data/time_series.json', 'r') as f:
data = json.load(f)
print(
f"Fresh data loaded: {data['metadata']
['collection_period']} for {len(data)-1} devices"

)

return data

2. MCP datahandlingincludes summarized data, sample points, and processing efficiency:

async def resource_performance_trends(self):

non

MCP Resource: network://performance-trends
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Demonstrates:

- Data size considerations: Summarized time-series data
- Resource composition: Multiple device data combined

- Efficient data handling: Statistics vs raw data

print("MCP Resource Called: network://performance-trends")

# MCP State Management: Load fresh data
time_series_data = self.load_time_series_data()

if not time_series_data:

return {
"mcp_resource": "network://performance-trends",
"error": "Historical data not available",
"fallback": "Use current metrics only for analysis",
"data_source": "mock_data/time_series.json"

}

trends_summary = {
"mcp_resource": "network://performance-trends",
"analysis timestamp": datetime.now().isoformat(),
"data_period":
time_series_data[ 'metadata’']['collection_period'],
"device_trends": {},
"network_summary": {
"total devices": len(time_series_data) - 1,
"data_points_per_device": len(list(
time_series_data.values()
)Y[1][ 'bandwidth_utilization'])

3. MCP error handling includes structured errors, error classifications, and fallback options:

async def tool predict_device_performance(
self,

device_id,
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prediction_hours=24

MCP Tool: predict_device_performance

Demonstrates:
- Input validation for time-series tools
- AI integration with statistical preprocessing
- Structured prediction output
print(
f"MCP Tool Called: predict_device_performance("

f"device_id='{device_id}', hours={prediction_hours})"

There's more...
We can also add caching to increase performance:

# Demo: No caching (loads fresh each time)
async def resource_performance_trends(self):
data = self.load_time_series_data() # Always lLoads from file

# Production: Intelligent caching
async def resource_performance_trends(self):

cache_key = f"performance_trends_{datetime.now().hour}"

cached_data = await self.redis_cache.get(cache_key)
if cached_data:

return cached_data

# Load fresh data and cache for 1 hour

data = await self.load_time_series_data_async()

await self.redis_cache.set(cache_key, data, ttl=3600)
return data
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Additionally, we can add parallel processing:

# Demo: Synchronous processing
def analyze all devices(self, devices):
results = []
for device in devices:
results.append(self.analyze device(device)) # Sequential

return results

# Production: Parallel processing

async def analyze_all devices(self, devices):
# Process devices in parallel for Large networks
tasks = [self.analyze_device_

async(device) for device in devices]

results = await asyncio.gather(*tasks, return_exceptions=True)

# Handle partial failures gracefully
successful_results = [

r for r in results

if not isinstance(r, Exception)
]
failed_devices = [

devices[i]

for i, r in enumerate(results)

if isinstance(r, Exception)

]
return {

"successful_analyses": successful results,

"failed devices": failed_devices,

"success_rate": len(successful results) / len(devices)
}

See also

Please continue to the next recipe, Intelligent network optimization and auto-remediation, for ad-

ditional MCP concepts.
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9.3 Intelligent network optimization and auto-
remediation

In this recipe, we will build on the previous two recipes to provide network optimization recom-
mendations. We will create an Al-assisted script to analyze network topology, identify optimi-

zation opportunities, and provide remediation guidance with risk assessment.
For the MCP version of the tool, we will demonstrate the following concepts:

e  Tool chaining: Orchestrating multi-step workflows
e  Security: Role-based access and permission validation for network changes
e Workflow: Multi-stage processes with dependencies and approvals

o Integration: Change management and enterprise system integrations

Getting ready

Please complete the first and second recipes in this chapter. The script is too long to display in

a few pages. Please download the scripts from the downloads section of the publisher’s site or

this book’s GitHub repository.

How to do it...

1. First,add mock data for network_topology.json. Here is a snippet of the data:

{
"metadata": {
"network_name": "Corporate_Infrastructure",
"last_updated": "2024-01-15",
"total_devices": 6,
"topology_version": "v2.1"
¥
"devices": [
{
"device_id": "core-router-01",
"type": "router",
"role": "core",
"location": "DC1-Core",
"vendor": "Cisco",

"model": "ASR9000",
"capacity_gbps": 100,
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"current_utilization": 67,

"interfaces": [

{
"name": "GigEe/e/1",
"speed_gbps": 10,
"utilization": 85,
"connected_to": "edge-switch-01"
}s
{
"name": "GigEe/e/2",
"speed_gbps": 10,
"utilization": 72,
"connected_to": "edge-switch-02"
}s
{
"name": "GigE®/1/1",
"speed_gbps": 40,
"utilization": 45,
"connected_to": "core-router-02"
}
1,
"features": ["OSPF", "BGP", "QoS"],
"redundancy"”: "dual-homed"

2. Next, create a simple network_optimizer.py file.

3. Theanalyze_network_topology() function is the key to the file. This function receives

interface details and identifies bottlenecks:

def analyze network_topology(self):

KEY: AI topology analysis with optimization focus
devices_summary = []
bottlenecks = []

for device in self.topology data[ 'devices']:
# Device summary with interface details

interface_info = []
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for interface in device['interfaces']:
interface_info.append(
f"{interface[ 'name']} -> "
f"{interface[ 'connected_to']} "

" ({interface[ 'speed_gbps']}Gbps,

f"{interface['utilization']}% used)"

device_summary = (
f"{device[ 'device_id']} "
f"({device[ 'type']}, {device['role']}) "
f"at {device['location']}: "

f"{device[ 'current_utilization']}% utilization,

f"Capacity: {device['capacity gbps']}Gbps, "
f"Redundancy: {device['redundancy']}"

)

devices_summary.append(device_summary)

devices_summary.extend(

[f" - {iface}" for iface in interface_info]

# Identify bottlenecks for AI context
if device['current_utilization'] > 80:
bottlenecks.append(
f"{device['device_id']}: "

f"{device['current_utilization']}% utilization"

for interface in device['interfaces']:
if interface['utilization'] > 85:
bottlenecks.append(
f"{device[ 'device_id"']}."
f"{interface[ ‘name’]}: "

f"{interface[ 'utilization']}% utilization

issues_summary = [

f"{issue[ 'device_id']}: {issue['issue']} "
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f"(Severity: {issue['severity']})"
for issue in self.topology data.get(

'performance_issues', []

4. The prompt is the key piece to the function:

# KEY: Comprehensive optimization prompt

prompt = f"""You are a senior network architect analyzing
network topology for optimization opportunities.

NETWORK TOPOLOGY ANALYSIS:
Network: {self.topology data[ 'metadata’]['network_name']}
Total Devices: {len(self.topology data['devices'])}

DEVICE TOPOLOGY:
{chr(10).join(devices_summary)}

IDENTIFIED BOTTLENECKS:

{chr(10).join(bottlenecks) if bottlenecks else "No
significant bottlenecks detected"}

CURRENT PERFORMANCE ISSUES:

{chr(10).join(issues_summary) if issues_summary else "No
reported performance issues"}

Provide comprehensive topology analysis:
1. TOPOLOGY STRENGTHS and design advantages
2. CRITICAL BOTTLENECKS and single points of failure
3. REDUNDANCY ASSESSMENT and resilience gaps
4. CAPACITY PLANNING priorities
5. OPTIMIZATION RECOMMENDATIONS with specific implementation steps:
- Interface upgrades needed
- Load balancing improvements
- Redundancy enhancements
- QoS optimizations
6. RISK ASSESSMENT for each recommendation
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7. IMPLEMENTATION PRIORITY (High/Medium/Low) and timeline

Focus on practical, implementable solutions that improve
performance and reliability."""

5. Now, create an MCP structure version of the same script, network_optimizer_mcp_demo.
py.
6. This script demonstrates several MCP concepts:
class NetworkOptimizerMCPDemo:
Demonstrates advanced MCP concepts for network optimization:
- Tool chaining: Multi-step optimization workflows
- Security models: Permission validation for network changes
- Complex workflows: Multi-stage processes with dependencies

- Integration patterns: Change management system integration

7. Here, we can see the concept of network intelligence for MCP resources:

async def resource_topology analysis(self):

MCP Resource: network://topology-analysis

Demonstrates:

- Security model: Permission checking for network access

- Complex data processing: Multi-device topology analysis
- Structured intelligence: Organized optimization insights

print("MCP Resource Called: network://topology-analysis™)

# Security model: Check permissions
if not self.check_permission("network_read"):
return {

"mcp_resource": "network://topology-analysis",
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"error": "Insufficient permissions",
"required_permission": "network_read",
"current_permissions": list(

self.user_permissions.keys()

topology data = self.load_topology data()
if not topology data:

return {
"mcp_resource": "network://topology-analysis”,
"error": "Topology data not available",
"fallback": "Use manual network documentation"
}

# Complex data processing: Analyze topology structure
analysis_result = {
"mcp_resource": "network://topology-analysis",
"analysis_timestamp": datetime.now().isoformat(),
"network_metadata": topology data[ 'metadata'],
"topology summary": {
"total_devices": len(topology_data['devices']),
"device_types": {},
"redundancy_analysis": {},
"bottleneck_summary": {}
s

"optimization_opportunities": []

8. The MCP tools shown in the following code aim to optimize workflows that use multiple

resources and tools to optimize multi-step planning:

async def tool_generate_optimization_plan(
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self,
focus_area="performance",

urgency="normal"

MCP Tool: generate_optimization_plan

Demonstrates:
- Tool chaining: Uses multiple resources and tools
- Complex workflows: Multi-step optimization planning
- Input validation: Comprehensive parameter checking
print(
f"MCP Tool Called: "
f"generate_optimization_plan(focus='{focus_area}', "

f"urgency="{urgency}"')"

# Input validation

valid_focus_areas = [
"performance",
"redundancy"”,
"capacity",
"security",
"all"

1

valid_urgencies = [
"low",
"normal",
"high",

"critical”

if focus_area not in valid_focus_areas:
return {
"mcp_tool": "generate_optimization_plan",

"error": f"Invalid focus_area: {focus_areal}",
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"valid options": valid_focus_areas

if urgency not in valid_urgencies:
return {
"mcp_tool": "generate_optimization_plan",
"error": f"Invalid urgency: {urgency}",

"valid_options": valid_urgencies

# Security model: Check permissions
if not self.check_permission("network_analyze"):
return {
"mcp_tool": "generate_optimization_plan",
"error": (
"Insufficient permissions for "
"optimization planning"

)>

"required_permission": "network_analyze"

# Tool chaining: Use multiple resources

topology analysis = await self.resource_topology analysis()
recommendations = await (

self.resource_optimization_recommendations()

)
if (
"error" in topology_analysis
or "error" in recommendations
):
return {
"mcp_tool": "generate_optimization_plan",
"error": (

"Cannot generate plan due to data "
"access issues"

)s
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"dependencies": [
"topology analysis",
"optimization_recommendations"”

# Generate AI-powered optimization plan
bottlenecks = topology_analysis.get(
"topology_summary', {}
).get('bottleneck_summary', {})
opportunities = recommendations.get(

'recommendation_categories', {}

9. The following section demonstrates toolchains that combine multiple tools:

print(f"\n\n3. MCP TOOL CHAINING (Multi-Step Workflows):")
print("-" * 50)

# Generate comprehensive optimization plan
# (uses multiple resources)
optimization_plan = await (
optimizer_admin.tool_generate_optimization_plan(
"performance",
"high"

)
if "error" not in optimization_plan:
print(f"Tool: {optimization_plan[ 'mcp_tool']}")
print(
f"Focus: {optimization_plan['focus_area']}, "
f"Urgency: {optimization_plan['urgency']}"
)
print(f"AI Model: {optimization_plan['ai_model']}")
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print(f"\nOptimization Plan Summary:")

plan_text = optimization_plan['optimization_plan']

print(
plan_text[:600] + "..."
if len(plan_text) > 600

else plan_text

10. The following code block demonstrates complex MCP workflows:

print(
£"\n\n4. MCP COMPLEX WORKFLOWS "
f"(Change Management Integration):"

)
print("-" * 65)

# Create change request (requires admin permissions)
change_request = await (
optimizer_admin.tool_create_change_request(
"interface_upgrade_edge_switch_o1",
["edge-switch-01"],

"2 hours"

How it works...

Here is the pattern for MCP tool chaining for a multi-step workflow:

# Tool uses multiple resources to build comprehensive analysis

topology_analysis = await self.resource_topology_analysis()

recommendations = await self.resource_optimization_recommendations()

# Combines results for comprehensive optimization planning
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There's more...

In a production environment, we might add more authentication and authorization integration:

self.user_permissions = {"network_read": True, "network_ admin": False}

class ProductionAuth:
def __init_ (self):
self.ldap_client = LDAPClient()

self.rbac_engine = RoleBasedAccessControl()

def check permission(self, user_id, required_permission):
user_roles = self.ldap_client.get_user_roles(user_id)
return self.rbac_engine.evaluate_permission(
user_roles,

required_permission

This is simple permission pseudocode for authentication and authorization integration for LDAP

or other enterprise-level security tools.
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Summary

This chapter packed a punch by covering various new concepts surrounding MCP. We used what
we have already learned to apply these concepts in the context of network monitoring and per-
formance. Then, we took the same code and applied it to an MCP version. We learned about
various foundational concepts, such as URIs and resources versus tools, before discovering more

advanced concepts, such as tool chaining, workflow orchestration, and production consideration.

MCP aims to standardize Al capability exposure instead of needing to build custom APIs for each
tool. It provides a unified interface and the ability to chain together multiple tools to create a
comprehensive platform. The Al-assisted field is moving so fast that there might be another new
feature coming out by the time you read this book; however, the road toward standardization,
integration, and solving real-world problems faster and better will be consistent, regardless of

any new tools.

In the next chapter, we will investigate using Al-assisted coding, also known as vibe coding, for

network security use cases.

Get This Book’s PDF Version and
Exclusive Extras E
[ =

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.
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Network Security through Vibe
Coding

One of the areas where Al-assisted tasks shine the most is writing code. Compared to human
languages, computer languages are much easier for computers to master. Computer program-
ming languages, such as Python, are designed to be unambiguous and highly structured. Each
statement, parameter, or keyword follows a clearly defined grammar and syntax rules. If we miss a

closing bracket or a comma, the program will simply fail to run until we correct the syntax mistake.

On the other hand, human languages are ambiguous and rely heavily on cultural and contextual
references. Take the following sentence as an example: “Eric writes code in Python; it is his fa-
vorite coding language.” To English speakers, the “it” in the second part of the sentence naturally
refers to the language ‘Python,’ butitis a (surprisingly) difficult task for computers to know that

contextual reference with accuracy.

This is why coding assistance was one of the first areas where AI LLMs really shone. Often re-
ferred to as vibe coding in the community, it generally refers to the translation layer of converting
humans’ ambiguous and unstructured natural language tasks into computer code. When we
are brainstorming or prototyping, we can describe our thoughts to this vibe code tool, and it will

translate the intent into code.
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In this chapter, we will introduce vibe coding in the context of network security. While vibe coding
can be applied whenever we need to write code, network security is a great fit for vibe coding for

the following reasons:

e  Security operations often require rapid prototyping and iterative development of detec-
tion scripts

e  Security experts are often not top-tier coders; they need the code to be good enough, but

also to match the security expert’s intent

e  Vibe coding is conversational and exploratory, which can quickly turn conversation into

code instead of formal software development cycles

e  We can develop custom security tools that are more fitted to us than generic solutions

that we can purchase
e  Vibe coding’s iterative nature matches how security professionals often need to quickly
adapt and modify their security logic

In this chapter, we will cover the following recipes:

e  Setting up GitHub Copilot
e  Setting up Claude Code
e Conversational log analysis and threat detection

e  Rapid security script development for incident response

Please keep in mind that vibe coding, by definition, will yield different results every single time.
For the recipes in this chapter, focus on the flow, prompt, and process; your result will 100% be

different than what you see on these pages.

Technical requirements

As with the other chapters in this book, please create a folder for the recipes for this chapter, as

well as a Python virtual environment:

$ mkdir chle && cd chie

$ pyhon -m venv .venv && source .venv/bin/activate
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At the time of writing, there are generally two ways to “vibe code.” The first is to integrate the
tool inside your Integrated Development Environment (IDE); the other, newer approach is to
integrate the tool in the terminal. Using the IDE is more familiar to folks who already use IDEs
to write code, while the terminal is more universal (for example, it can be found on your mobile
phone). We will illustrate both approaches, using GitHub Copilot with Visual Studio (VS) Code
for the first approach and Anthropic Claude Code for the second approach.

Information: Please note that at the time of writing, GitHub Copilot offers a free
\/‘n’l tier, and VS Code is free as well, but both are subject to change. Claude Code only
has paid subscription tiers at this time, but in my opinion, they’re well worth the

price for what they offer.
This field is quickly evolving, so please check out the following resources for the latest pricing and
installation options if you find them to be different compared to what’s mentioned in this chapter:

e  GitHub Copilot: https://github.com/features/copilot

e Anthropic Claude Code: https://www.anthropic.com/claude-code

Let’s start by setting up GitHub Copilot.

10.1 Setting up GitHub Copilot

In this recipe, we will set up GitHub Copilot on our local computer.

Getting ready

You will need a computer capable of running VS Code. The following screenshots have been taken
on an Apple Mac computer, but instructions to install them on different operating systems are

readily available.


https://github.com/features/copilot
https://www.anthropic.com/claude-code
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How to do it...
1. Gotohttps://code.visualstudio.com/;your browser will check your operating system
and prompt you to download the appropriate software. You can also click on the Down-

load button in the top-right corner to find all available downloads.

»{) Visual Studio Code Docs Updates Blog APl Extensions FAQ MCP D 9 searchDocs

The open source
Al code editor

" Download for macOS

Web, Insiders edition, or other platforms

By using VS Cade, you agree tots license and privacy statement
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—device-width, initial-scale=1.i 3.Create HTML structure

® v O

> journal-enteries

~ website
o e 4. Style components using CSS.

> - 5. Add Interactive elements.

<]
/fonts.gong leapis.

5 L/ antorgatatic.cont Srassorigin: Let me first check the existing fil structure in H
g5 10 <Tink href="htps: //fonts.googLeapis.can/css2? fanily=PTeSeri f:ughta: the website folder: ]
1 </heads @
/ Read F website. e

o 12 <body>

<mains I see the website folder is empty, so Il create the

<header> necessary files. Let me start implementing the landing
.'ZLTT]KME jou page based on the Figma design:

= indexchtmi =37
tolor” st

<eve Now Ill create the CSS file with the theme variables and
styles based on the Figma design:

</header=

Figure 10.1: VS Code home page
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2. VS Codehasbeen afree product since its inception. At the time of writing, GitHub Copilot

also offers both a free and multiple paid tiers.

GitHub Copilot Forbusiness Extensions Tutorials What's new Plans & pricing

Take flight with GitHub Copilot

For individuals For businesses

Pro (mostpopuior Pro+

$10 $39‘ 

Get started Try for 30 days free Get started

Openin VS Code

~ What's included ~ Everything in Free and: ~ Everything in Pro and:

411

Figure 10.2: GitHub Copilot pricing
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3. OpenVS Code, click on the EXTENSIONS: MARKETPLACE tab, search for copilot to find
GitHub Copilot in the list, and click Install.

i =R |
EXTENSIONS: MARKETPLACE () B Extension: GitHub Copilot X
copilot . .
GitHub Copilot

GitHub Copilot D 777ms GitHub & github.con @ 45,320,574

Your Al pair programmer

& GitHub & Your Al pair programmer
t Chat © 13ams Disable  Uninstall |\  Switch to Pre-Release
Edit with Copilot

Agent Mode

DETAILS

. : Installation Ask Copilot to edit your files i e.

GitHub Copilot - Your Copilot will automatically use multiple requests
lentifier github.copilot

Al peer programmer centiler gty <op

1o pick files to edit, run terminal commands,
Version 1.350.0 and iterate on errors.

Last
Updated
programming tool that helps you write size

Copilot is powered by Al, so mistakes are
possible. Review output carefully before use.
code faster and smarter.

@ ortype # to attach context
GitHub Copilot adapts to your unigue Marketplace
needs allowing you to select the best St
model for your project, customize chaf
responses with custom instructions, ai

utilize agent mode for Al-powered,

Web Search for

A ] ! seamlessly integrated peer programm
: = se:
Categories
Copilot for VS ... < o for GitHub Copllot F
i oo . ign up for GitHub Copilot Fre Alilchat
Programming in you
Language:
Claude Sonn...
Machine Learning

Figure 10.3: GitHub Copilot extension



Chapter 10 281

4. Once installed, you should see the Copilot icon at the top. If the right panel is hidden,
please use the top-right corner icon to display it. Look for the chat window once the right

panel has opened.

Search
EXPLORER

~ OPEN EDITORS o
~ NO FOLDER OPENED

You have not yet opened a folder.
Open Folder

You can clone a repository locally.

Edit with Copilot

Agent Mode

Clone Repository

To learn more about how to use
Git and source control in VS Code Ask Copilot to edit your files in agent mode

Copilot will automatically use multiple requests
to pick files to edit, run terminal commands,
and iterate on errors
Copilot is powered by Al, so mistakes are
possible. Review output carefully before use.

0 or type # to attach context

B Add Context

> QUTLINE
TIMELINE

Figure 10.4: Copilot panel
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5. In the chat window, look for the drop-down menu to choose between three different

modes: Agent, Ask, and Edit. We will switch between Agent and Edit.

S

Edit with Copilot

Agent Mode

Ask Copilot to edit your files in agent mode.
Copilot will automatically use multiple requests
to pick files to edit, run terminal commands,
and iterate on errors.

Copilot is powered by Al, so mistakes are
possible. Review output carefully before use.

I ortype # to attach context

Built-In

v/ Agent
Ask
Edit

Configur S... e i agent mode

Ag.. ¥ ClaudeSonn.. v 3| B0 ¢ B+

Figure 10.5: Configure Modes...
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6. Inthedrop-down box to the right, you can also find the option to choose between different
models. Feel free to choose any standard or premium models (premium models have a

slight cost associated with them).

Edit with Copilot

Agent Mode

Ask Copilot to edit your files in agent mode.
Copilot will automatically use multiple requests
to pick files to edit, run terminal commands,
and iterate on errors.

Copilot is powered by Al, so mistakes are
possible. Review output carefully before use.

Standard Models
GPT-4.1 Included
GPT-40 Included
Premium Models
Claude Sonnet 3.5
Claude Sonnet 3.7
v/ Claude Sonnet 4

Gemini 2.5 Pro (Preview)

U Addc o4-mini (Preview) 0.33)

Edit files  Man Models...

Ag.. v ClaudeSonn.. v ¢ 2 0O {

Figure 10.6: Choosing a model
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7. Pick Ask mode and GPT-4.1 as the model. Then, ask a question, such as explain the
structure of a JSON file.

explain the structure of a JSON file

A JSON (JavaScript Object Notation) file is a
lightweight, text-based format for storing and
exchanging data. lts structure consists of:

s Objects: Enclosed in curly braces {}.
Objects contain key-value pairs.

= Arrays: Enclosed in square brackets [] .
Arrays hold ordered lists of values.

+ Keys: Always strings, used to identify values
in objects.

* Values: Can be strings, numbers, booleans,
null, objects, or arrays.

Example:

"name": "Alice",
"age": 30,
"isStudent": -
"courses”: ["Math", "Science"],
"address": {
"city": "Wonderland",
”Zip": r] LL]

Figure 10.7: Ask mode with GPT-4.1
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8. Now, switch to Agent mode and use GPT-4.1 as the model. Type in some instructions
to create a virtual environment in the folder you created for this chapter — for example,
please change to /home/ubuntu/ai_network_cookbook/ch1@ and create a Python

virtual environment named .venv.

Y Warning: Please be careful with Agent mode; it will make changes on your
\/;D> behalf. There are usually options to reverse them, but not always. Please

take extra precautions when you are in Agent mode.

9. The agent will act on your behalf and make changes if you click on Continue after typing
in the instructions. We can click on Cancel since we created the virtual environment

manually previously.

please change to
fhomefubuntufai_network_cookbook/ch10
and create a Python virtual environment
named .venv

Run command in terminal

cd /home/ubuntu/
ai_network_cookboo
python3 Venv .ve

Change to the ch10 directory and create a
Python virtual environment named .venv.

Continue Cancel

i Add Context...

Edit files in your workspace in agent mode

Agent ~ GPT-4.1 -~ )

Figure 10.8: Agent mode with GPT-4.1
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How it works...

Askmodeis similar to having an A LLM chatbot directly in the IDE. Stick with Ask mode to begin
with and copy and paste the code or commands manually. Be careful with Agent mode; it will
act on your behalf and make changes. There are usually “confirm” or “accept” options, but itis

easier to make irreversible mistakes in Agent mode if we are not careful.

There’s more...

We can include other files and links to help with the answer. Click on the Add Context... button;

from here, we can choose to include local files or other links.

Search for and context to add r request
B3 Files & Folders...
[& Image from Clipboard
W Instructions...
(0] Screenshot Window

Problems...

Symbols...
& Tools...

) Welcome

Ask Copilot

GitHuly Copilot |Updated

Copilot is powered by Al, so mistakes are
possible. Review output carefully before use.

More...

gbashdchio 4+~ (0 @ - o3
@ ortype # to attach context
tu@ip-10-0-0-172; i
@ to chat with extensions

Type [ to use commands

) Add Context...

Ask Claude Sonnet 4

Figure 10.9: Add Context...
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See also

GitHub Copilot tutorial: https://github.com/features/copilot/tutorials.

10.2 Setting up Claude Code

Having the ability to vibe code within an IDE is great. However, not every platform is suited to be

able to run an IDE (think of tablets and phones), and not everyone is comfortable working in them.

Anthropic (https://www.anthropic.com/), the creator of the Claude Al LLMs, also created a
vibe code tool called Claude Code that operates directly in the terminal window via the CLI. At
the time of writing, Claude Code only has a paid subscription model. Hopefully, by the time you

read this, Claude Code will have a free tier available.

Get started with Claude Code

Individual Team & Enterprise
Pro Max 5x Max 20x
$17 $100 $200
Per month with annual subscription discount; Per person billed monthly Per person billed monthly

$200 billed up front. $20 if billed monthly.

Claude Code is included in your Max plan.

Claude Code is included in your Pro plan. Great value for everyday use in larger Even more Claude Code included in your Max
Perfect for short coding sprints in smaller codebases with access to both Claude Sennet plan. Great value for power users with the
codebases with Claude Sonnet 4. 4 & Claude Opus 4. most access to Claude Opus 4.

Figure 10.10: Claude Code pricing

Getting ready

Please use your favorite terminal window for this recipe.

How to do it...

1. Goto https://docs.anthropic.com/en/docs/claude-code/overview#install-and-

authenticate for the latest installation instructions.


https://github.com/features/copilot/tutorials
https://www.anthropic.com/
https://docs.anthropic.com/en/docs/claude-code/overview#install-and-authenticate
https://docs.anthropic.com/en/docs/claude-code/overview#install-and-authenticate
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2. Install @anthropic-ai/claude-code via npm. If you do not have npm on your platform,
please follow the instructions for your operating system at https://docs.npmjs.com/

downloading-and-installing-node-js-and-npm:

# npm install -g @anthropic-ai/claude-code

added 3 packages in 3s

2 packages are looking for funding

run “npm fund® for details
npm notice
npm notice New major version of npm available! 10.9.2 -> 11.5.2

npm notice Changelog: https://github.com/npm/cli/releases/tag/
v11l.5.2

npm notice To update run: npm install -g npm@11.5.2

npm notice

3. Once installed, we can navigate to our project directory and launch Claude Code with
claude (needs to be root for the Linux platform).
4. Keepinmind thateverythingis donein the terminal, so we need to use the arrow keys to

navigate and the Enter key to make any confirmations.

5. When we launch for the first time, Claude Code will ask us to choose a display style.
TERMINAL MS  QUTPL JEB g sudo-chie +~ [ @ --- {3
Welcome to Claude Code

Let's get started.

Choose the text style that looks best with your terminal:

Light mode

Dark mode (colorblind-friendly)
Light mode (colorblind-friendly)
Dark mode (ANSI colors only)
Light mode (ANSI colors only)

Preview

1 function greet{) {
E console. log("Hello, World!");
* console. log("Hello, ");

Figure 10.11: Choosing a text style in Claude Code


https://docs.npmjs.com/downloading-and-installing-node-js-and-npm
https://docs.npmjs.com/downloading-and-installing-node-js-and-npm
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6. Follow the onscreen instructions to log in to your Claude account.

: Welcome to Claude Code |

EL@UI

Claude Code can now be used with your Claude subscription or billed based on API usage through your Console
account.

Select login method:

Figure 10.12: Claude account login

7. Onceyou've logged in, the Claude Code console will appear.

* Welcome to Claude Code!

ent setup

# Tip: Start with small feat

= Il

Figure 10.13: Claude Code console
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8. Type / to see the available command options.

> /1

Jadd-dir Add a new working directory

Figure 10.14: Claude Code options

Y This is Claude Code’s interactive mode and is where you can have a direct
\/{D> conversation with Claude Code to ask questions, request tasks, and get im-

mediate responses.
9. Type quit to exit Claude Code.

How it works...

It might take a bit of getting used to if you are used to code with a graphical interface in an IDE.

However, I do find the operations faster in a terminal window than in a GUL

There's more...

Try to perform a conversational Git operation, as indicated at https://docs.anthropic.com/en/

docs/claude-code/quickstart#step-5%3A-use-git-with-claude-code:


https://docs.anthropic.com/en/docs/claude-code/quickstart#step-5%3A-use-git-with-claude-code
https://docs.anthropic.com/en/docs/claude-code/quickstart#step-5%3A-use-git-with-claude-code

Chapter 10 291

Claude Code makes Git operations conversational:

> what files have I changed?

> commit my changes with a descriptive message

You can also prompt for more complex Git operations:

> create a new branch called feature/quickstart

> show me the last 5 commits

> help me resolve merge conflicts

Figure 10.15: Git operations with Claude Code

See also

Claude Code’s quickstart guide: https://docs.anthropic.com/en/docs/claude-code/

quickstart.

10.3 Conversational log analysis and threat detection

This recipe demonstrates how to build threat detection capabilities through conversational Al

development. We will use GitHub Copilot as an example.

Getting ready

Please complete the Setting up GitHub Copilot recipe to ensure you have a GitHub Copilot devel-

opment environment that’s ready to use.


https://docs.anthropic.com/en/docs/claude-code/quickstart
https://docs.anthropic.com/en/docs/claude-code/quickstart
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How to do it...

1

Please create a new directory, mock_data, for storing our mock data: firewall_logs.txt,
network_info.yaml,and threat_intelligence.json. These files are available for down-

load from this book’s download page, as well as this book’s GitHub repository.

The firewall logs contain a mix of different vendor firewall logs with threat patterns:

%ASA-6-302013: Built inbound TCP connection 12345 for
outside:203.0.113.100/443 (203.0.113.100/443) to inside:10.0.1.50/80
(10.0.1.50/80)

%ASA-4-106023: Deny tcp src outside:203.0.113.50/1337 dst
inside:10.0.1.100/22 by access-group outside_in

%ASA-6-302014: Teardown TCP connection 12345 for
outside:203.0.113.100/443 to inside:10.0.1.50/80 duration 0:02:30
bytes 2048

%ASA-4-106023: Deny tcp src outside:198.51.100.25/4444

dst inside:10.0.1.200/3389 by access-group outside_in

# pfSense Logs

filterlog: 5,,,1000000103,em0,match,block,in,4,0x0,,64,1024,0,DF,6,
tcp,40,203.0.113.100,10.0.1.50,443,80,0,S,1024,,

filterlog: 5,,,1000000104,em0,match,pass,in,4,0x0,,64,1024,0,DF,6,
tcp,40,10.0.1.50,203.0.113.100,80,443,0,A,1024,,

filterlog: 5,,,1000000105,em0,match,block,in,4,0x0,,64,1024,0,DF,6,
tcp,40,198.51.100.25,10.0.1.100,4444,22,0,5,1024, ,

filterlog: 5,,,1000000106,em0,match,block,in,4,0x9,,64,1024,0,DF,6,
tcp,40,203.0.113.75,10.0.1.200,1337,80,0,S,1024, ,

# Suricata IDS Logs

01/15/2024-12:00:00.123456 [**] [1:2100498:7] GPL CHAT IRC privmsg
command [**] [Classification: policy-violation] [Priority: 3] {TCP}
203.0.113.100:6667 -> 10.0.1.50:32768

01/15/2024-12:05:15.789012 [**] [1:2001219:20] ET MALWARE Possible
Conficker HTTP Request [**] [Classification: trojan-activity]
[Priority: 1] {TCP} 10.0.1.100:49152 -> 198.51.100.25:80
01/15/2024-12:10:30.456789 [**] [1:2008578:5] ET SCAN Potential
SSH Scan [**] [Classification: attempted-recon] [Priority: 2] {TCP}
203.0.113.50:22 -> 10.0.1.0/24:22
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3. Thenetwork information file states the network segments:

security zones:
external:
- name: "Internet"
description: "External untrusted networks"

trust_level: "untrusted"

internal:
- name: "Corporate Network"
description: "Internal trusted network"

trust_level: "trusted"

4. The threatintelligence file is an aggregation of threat intelligence scans:

"203.0.113.75": {
"threat_type": "malware_dropper",
"confidence": "high",
"first_seen": "2024-01-14T16:20:00Z",
"last_seen": "2024-01-15T11:30:00Z",
"malware_families": [
"ransomware",
"info_stealer"
1B
"delivery_method": "exploit_kit",

"geographic_location": "asia_pacific”

5. Use Ask mode and choose the GPT-4.1 model.

6. Begin by changing to the right directory by typing Please change to the
ai_network_cookbook/chl@/Recipe_10_1 folder.

/home/ubuntu/
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7. Ask Copilot to describe the data by typing Describe the files in the mock_data

directory. Here is the response:

The mock_data directory contains a YAML file
named = network_info.yaml . This file is
structured to represent network configuration
and security information, including:

s network_segments: Lists internal and DMZ
network segments, each with subnet details,
descriptions, and device inventories (IP,
hostname, and role).
known_threats: Contains lists of malicious
IPs (with threat details and first seen dates)
and suspicious ports (with descriptions and
threat types).
security_zones: Defines external, internal,
and DMZ zones, each with a name,
description, and trust level.

This file is useful for simulating or documenting
network environments and associated security
considerations.

& &P

[ Add Context...
= network_info.yaml Current file
» network_info.yaml:1-17 X

Describe the files in the mock_data
directory.

Ask ~ GPT-4.1~ @ O

Figure 10.16: Copilot’s answer for mock data files

8. Instruct Copilot to start building the script by typing The mock_data/firewall_logs.
txt file might contain port scanning and brute force attacks. Help me build

a parser that can identify these threat patterns.
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9. Take alook at the logic and the file output; modify it further with instructions if needed.

Certainly! To build a parser that identifies port
scanning and brute force attacks in
mock_data/firewall_logs. txt, you can follow
these steps:

1. Define Threat Patterns

* Port Scanning: Multiple connection
attempts from a single source IP to many
different ports on a target within a short
time.

Brute Force Attack: Multiple failed login
attempts from a single source IP to the same
destination/service in a short time.

2. Sample Log Format Assumption

Assuming each log line looks like:

TIMESTAMP SRC_IP DST_IP DST_PORT ACTION

Example:

@ 8 D

2025-08-02T12:00:01Z 203.0.113.50 10.0.

2 Dwthan Darcar Fvamnla
Figure 10.17: Script output

10. Switch to Agent mode and ask Copilot to build it. An example instruction is, Please build

the script and name it log_analysis.py.
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11. Now that the script has been written, you have the option to keep it or undo it.

B firewall_logs.txt 0 0 @ log_analysis.py [¢] X {} threat_intelligence
ch10 > Recipe_10_1 > i@ log_analysis.py
1 import re
from collections import defaultdict
from datetime import datetime, timedelta

Please build the script and name it
log_analysis.py

~ network_info.yaml:1-17
LOG_FILE = "mock_data/firewall_logs.txt"
TIME_WINDOW imedelta(minutes=1) 5
PORT_SCAN_THRESHOLD = 5 The script log_analysis.py has been created. It
BRUTE_FORCE_THRESHOLD = 5 parses firewall logs to detect port scanning and
brute force attack patterns, following the logic
parse_log_line(line): described earlier. You can run this script in the
ch10/Recipe_10_1 directory to analyze your
match = re.match({r"( ) ) ( +) (\S+)", line) firewall logs. Let me know if you need further
if match: customization or explanation!
timestamp, src_ip, dst_ip, dst_port, action = match.groups() [Sr's)
return {
"timestamp": datetime.fromisoformat(timestamp.replace("Z2",
rc_ip,
st_ip,
"dst_port int(dst_port),
"action": action

¥

return

detect_threats(logs): Undo  [2)
port_scan_candidates = defaultdict(list) @ log_analysis.py chi10/i
brute_force_candidates = defaultdict(list)

Keep Undo | 10f1 ~ L [ Add Context...

- . log_analysis.py C
for entrv in loas: @ log_analysis.py

TERMINAL S OUTPUT DEE NSOLE ~ PORTS qF o= {13

¢ sudo. Agent ~  GPT-4.1
/home/ubuntu/ai_network_cookbook/ch18/Recipe_10_1
{.venv) ;

w0

Figure 10.18: log_analysis.py creation

How it works...

The conversational approach enables us to rapidly develop a solution and iterate. We utilized

several key mechanisms :

e Naturallanguage problem definition: Instead of writing a formal specification document,
we just described the problem.

e Iterative patternrecognition: Note that the Al automatically recognized that we needed
aregular expression match and created an initial set.

e Continual refactoring: Note that we did not write a single line of code to receive the file.
We can continue our “develop -> test -> improve” cycle until we have a solution that is

ready for production.
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There's more...

Please try out the following:

o Different pattern detection: Try to extend the conversation for more complex attacks

e  Role differentiation: Try to tailor the code toward an advanced, skilled engineer or a

beginner for maintainability

e  Optimize code execution: Try to optimize the code for execution speed

See also
e Best practices for using GitHub Copilot: https://docs.github.com/en/copilot/get-

started/best-practices

e  GitHub Copilot Chat Cookbook: https://docs.github.com/en/copilot/tutorials/

copilot-chat-cookbook

10.4 Rapid security script development for incident
response

In this recipe, we will use Claude Code to rapidly develop incident response automation. Just like
in the Conversational log analysis and threat detection recipe, we will use a conversational style to

complete this task.

Getting ready

Please complete the Setting up Claude Code recipe and copy the mock data files, incident_
scenarios.json and network_topology.yaml, from this book’s GitHub repository (https://
github.com/PacktPublishing/AI-Networking-Cookbook-First-Edition).

How to do it...

1. Start Claude Code by typing claude in the terminal prompt.


https://docs.github.com/en/copilot/get-started/best-practices
https://docs.github.com/en/copilot/get-started/best-practices
https://docs.github.com/en/copilot/tutorials/copilot-chat-cookbook
https://docs.github.com/en/copilot/tutorials/copilot-chat-cookbook
https://github.com/PacktPublishing/AI-Networking-Cookbook-First-Edition
https://github.com/PacktPublishing/AI-Networking-Cookbook-First-Edition
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2. Since thisisjustaterminal, we can use all of the Linux tools available in the prompt, such

as pwd, cd, and 1s.

@ Bash(pwd)
| /home/ubuntu/ai_network_cookbook/chl1@

® /home/ubuntu/ai_network_cookbook/ch1@

> cd Recipe_10_4Y

Recipe_10_3/

Figure 10.19: Claude with Linux tools

3. Startaconversation by typing I need to build an incident response system that
can automatically isolate infected systems, block malicious IPs, and collect
forensic evidence. The system should handle different incident types, such
as ransomware, data exfiltration, and credential compromise. Please help

me design this from the ground up.
4. Claude Code will list out a few steps and start its work on the process.

TERMINAL PR

o I'l1l help you design a comprehensive incident response system for defensive security
purposes. Let me start by creating a todo list to plan this system.

@ Update Todos
| o Analyze current directory structure and existing files

0 Design system architecture for incident response automation
Create incident type classification module
Implement system isolation capabilities
Build IP blocking and network security module
Create forensic evidence collection system
Implement incident-specific response workflows

o Add logging and audit trail functionality
Create configuration and deployment scripts

@ Update Todos
| o Analyze current directory structure and existing files
Design system architecture for incident response automation
Create incident type classification module
Implement system isolation capabilities
Build IP blocking and network security module
Create forensic evidence collection system
Implement incident-specific response workflows
o Add logging and audit trail functionality
Create configuration and deployment scripts

® List(.)
| Listed 5 paths (ctrl+r to

Figure 10.20: Claude Code’s design solution
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5. Claude Code will propose an incident_response_system.py file. You have the option to

create the file or iterate on the script.

TERMINAL P S OUTPUT DEBL

engine = IncidentResponseEngine(

(

scenarios = json.load(f)
ransomware_incident = scenarios[ ]
incident_id = engine.process_incident{ransomware_incident)
( )
time.sleep(2)
status = engine.get_incident_status(incident_id)

(

__name__ ==
main()

Do you want to create incident_response_system.py?

Yes, and don't ask again this session ( )
No, and tell Claude what to do differently ( )

Figure 10.21: Claude Code creating an incident_response_system.py file

6. Starttoengagein other conversations, such asWhat is the best way to structure this
so that it can handle multiple incident types and integrate with different

security tools?.

How it works...

The Claude Code conversation approach to incident response development provides several

advantages over simple code completion:

e Natural language problem-solving: Claude Code maintains context across complex,

multi-turn discussions.

e  Architectural guidance: Claude arguably has a better understanding of architectural
guidance. Whether it is better than, say, GitHub Copilot is a judgment call, but it is defi-
nitely better than traditional code completion.

e Terminal integration: Claude Code directly integrates into the terminal and offers a

smoother experience for experienced CLI users.
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e Iterative refinement: Just like GitHub Copilot, Claude Code allows for real-time refine-

ment of response logic, escalation procedures, and integration approaches based on user
feedback.

There's more...

Claude Code can also work with Python code if we use claude-code-sdk on PyPI: https://docs.

anthropic.com/en/docs/claude-code/sdk#python. The following terminal command installs

claude-code-sdk for Python:

$ pip install claude-code-sdk

Here’s the output.

t anyio

from claude_code_sdk import query, ClaudeCodeOptions, Message

def main():

messages: list[Message] = []

sync for message in query(
prompt="Write a haiku

¥

options=ClavdeCodeOptions(max_turns=3)

messages.append(message)

print(messages)

anyio.run(main)

Figure 10.22: Claude Code Python SDK basic usage

See also

Common workflows: https://docs.anthropic.com/en/docs/claude-code/common-workflows.


https://docs.anthropic.com/en/docs/claude-code/sdk#python
https://docs.anthropic.com/en/docs/claude-code/sdk#python
https://docs.anthropic.com/en/docs/claude-code/common-workflows
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Summary

In this chapter, we introduced vibe coding as a conversational approach to developing network
security automation. Unlike the traditional development approach, vibe coding prioritizes rapid
prototyping through natural language conversation with Al assistants. Some of its core concepts

include the following:

e Conversation over formal specification requirements: Instead of providing a formal

document, security professionals just describe the problem and intended solutions

e  Speed over perfection: We rarely get the script right the first time, or the second time,

but since the time-to-script is so fast, we get to iterate really quickly

e Domain expertise first: Vibe coding allows subject matter experts to leverage their domain

expertise, and allows the vibe coding tool to write code

Using GitHub Copilot, we are able to use vibe coding directly in VS Code. The assistant can behave
in Ask or Agent mode, with a different mix-and-match of models to choose from. With Claude

Code, the vibe coding assistant is integrated into the terminal.

Thisis the last chapter of this book. Thank you for taking this journey with me through the evolving
landscape at the intersection of Al LLMs and network engineering. The time and effort you have
invested in this book should serve you well for the fundamental shift in how network professionals
can solve complex problems. This book is intended as your starting point, not the destination.

The real magic happens when you take these patterns and adapt them for your own usage.

I want to thank you again for giving this book a piece of your time. I hope the solutions provided
have offered value to you, and I want to wish you the best of luck on your AI LLM network engi-
neering journey. The future of network engineering will be written by practitioners like you, using

Al to amplify and not to replace human engineers. Onward and upward!
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